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AC No: 25.1309-1A

SYSTEM DESIGN AND ANALYSIS

Initiated by: ANM-110 ‘ Date: 6/21/88

1. PURPOSE. This Adviscory Circular (AC) deacribes various acceptable
means for showing compliance with the requirements of § 25.1309(b),
{c), and (d) of the Federal Aviation Requlations (FAR). These means
are intended to provide guidance for the experienced engineering and
operational judgment that must form the basis for compliance
findings. They are not mandatory. Other means may be used if they
show compliance with this section of the FAR.

2. CANCELLATION. AC 25.1309-1 dated 9/7/82, is hereby cancelled.

3. APPLICABILITY. Section 25.1309(b) provides general requirements for
a leogical and acceptable inverse relationship between the
probability and the severity of each failure condition, and §
25,1309(d) requires that compliance be shown primarily by analysis.
Section 25.1309(c) provides general requirements for system
monitoring, failure warning, and capability for appropriate
corrective crew action. Because § 25.1309(b) and (¢) is a regulaticn
of general applicability, it may not be used to replace or alter any
allowed design practices or specific requirements cf Part 25, and
each requirement of § 25.1309(b) and (c) applies only if other
applicable sections of Part 25 do not provide a specific system
requirement that has a similar purpose. While § 25.1309(b} and (c)
does not apply to the performance, flight characteristics, and
structural lcade and strength requirements of Subparts B and C , it
does apply te any system on which compliance with any of those
requirements is based. For example, it does not apply to an
airplane's inherent stall characteristics or their evaluation, but

it does apply to a stall warning system used to enable compliance
with § 25.207.

4. BACEGRCUND. The Part 25 airworthiness standards are based on the
fail-safe design concept that has evolved over the years. A brief
description is provided in Paragraph 5. Section 25.,1309(b) and (c)
sets forth certain objective safety requirements based on this
design concept. Many systems, equipment, and their installations
have been successfully evaluated to the applicable requirements of
Part 25, including § 25.1309(k), (¢}, and {(d), without using
structured means for safety assessments. However, in recent years
there has been an increase in the degree of system complexity and
integration, and in the number of safety-critical functions
performed by systems. Difficulties had been experienced in assessing
the hazards mat could result from failures of such systems, or
adverse interactions among them. These difficulties led to the use
of structured means for showing ccmpliance with § 25.1308(b). For

this and other reasons, guidance was needed on acceptable means of
compliance with § 25.1309(b), {c), and (d).
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Section 25.1309(b) and (d) specifies required safety levels
in qualitative terms, and requires that a safety assessment
be made. Various aésessment techniques have been developed to
assist applicants and the FAA in determining that a logical
and acceptable inverse relationship exists between the
probability and the severity of each failure condition. These
techniques include the use of service experience data of
similar, previously-approved systems, and thorough
qualitative analyses.

In additien, difficulties had been experienced in assessing
the acceptability of some designs, especially those of
systems, or parts of systems, that are complex, that have a
high degree of integration, that use new technology or new or
different applications of conventiocnal technology, or that
perform safety-critical functions. These difficulties led te
the selective use of rational analysis to estimate
quantitative probabilities, and the development of related
criteria based on historical data of accidents and hazardous
incidents caused or contributed to by failures. These
criteria, expressed as numerical probability ranges
associated with the terms used in § 25.1309(b), became
commonly-accepted for evaluating the quantitative analyses
that are often used in such cases to suppeort experienced
engineering and operational judgment and to supplement
qualitative analyses and tests.

THE FAA FAIL-SAFE DESIGN CONCEPT. The Part 25 airwérthiness

standards are based on, and incorporate, the objectives, and
principles or techniques, of the fail-safe design concept, which
considers the effects of failures and combinations of failures in
defining a safe design.

(1)

The following basic objectives pertaining to failures apply:

In any system or subsystem, the failure of any single
element, component, or connection during any one flight
(brake release through ground deceleration to stop) should
be assumed, regardless of its probability. Such single
failures should not prevent continued safe f£light and
landing, or significantly reduce the capability of the
airplane or the ability of the crew to cope with the
resulting failure conditions.

Subsequent failures during the same flight, whether
detected or latent, and combinations therecf, should also
be assumed, unless their joint probapility with the first
failure is shown to be extremely improbable.

Tile fail-safe design concept uses the following design
principles or techniques in order to ensure a safe design.
The use of only one cof these principles or techniques is
seldom adequate. A combination of two or more is usually

needed to provide a fail-safe design; i.e., to ensure that
major failure conditions are improbable and that catastrophic
failure conditions are extremely improbable.
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(1) Designed Integrity and Quality, including Life Limits, to
ensure intended function and prevent failures.

(2} Redundancy or Backup Systems to enable continued function
after any single (or other defined number of) failure(s):
e.g., two or more engines, hydraulic systems, £light

contrcl systems, etc.

13) Isoclation of Systems, Components, and Elements so that the
failure of one does not cause the failure of ancother.
Isclation is also termed independence.

{4) Proven Reliability so mat multiple, independent failures
are unlikely to occur during the same flight.

(5) Failure Warning or Indicaticn to provide detecticn.
(8) Flightcrew Procedures for use after failure detection, to

enable continued safe flight and landing by specifying
crew corrective action.

(n Checkability: the capability to check a component's
condition.
(8) Designed Failure Effect Limits, including the capability

to sustain damage, to limit the safety impact or effects
of a failure.

(9) Designed Failure Path to control and direct the effects of
a failure in a way that limits its safety impact.

(10} Marginse or Factors of Safety to allow for any undefined or
unforeseeable adverse conditions.

(11) Error-Tolerance mat considers adverse effects of
foreseeable errors during the airplane’'s design, test,
manufacture, operation, and maintenance.

DEFINITIONS. The fcllowing definiticns apply to the system design
and analysis requirements of § 25.1309(b}, {(c), and (d) and the
guidance material provided in this AC. They should not be assumed to
apply to the same or similar terms used in other regulations or ACs.

Terms for which standard dictionary definitions apply are not
defined herein.

Attribute: A feature, characteristic, or aspect of a system
or a device, or a condition affecting its operation. Some
examples would include design, constructicn, technology,
installation, functions, applications, operational uses,
environmental and operational stresses, and relationships
with other systems, functions, and flight or structural
characteristics.

Certificatiocn Check Requirement (CCR): A recurring flightcrew
or groundcrew check that is required by design to help show
compl lance with § 25.1309(b) and (d) (2) by detecting the
presence of, and thereby limiting the exposure time to, a
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significant latent failure that would, in combination with
one or more other specific .failures or events identified in a
safety analysis, result in a hazardous failure condition.

Check: An examinaticn (e.g., an inspecticn or test) to
determine the physical integrity or functional capability of
an item.

Complex: A system is considered to be complex if stxructured
methods of analysis are needed for a thorough and valid
safety assessment. A structured method is very methodical and
highly organized. Failure mcdes and effects, fault tree, and
reliability block diagram analyses are examples of structured
methods.

Continued Safe Flight and Landing: The capability for
continued ‘contreclled f£light and landing at a suitable
airport, possibly using emergency procedures, but without
requiring exceptional pilot skill or strength. Some airplane
damage may be associated with 'a failure condition, during
flight or upeon landing.

Conventional: An a tribute of a system is considered to be
conventional if it is the same as, or closely similar to,
that of previously approved systems that are ccmmonly-used.

Failure: A loss of function, or a malfunction, of a system or
a part therecf.

Failure Condition: The effects on the airplane and its
occupants, both direct and consequential, caused or
contributed to by one or more failures, considering relevant
adverse operational or environmental conditions. Failure
conditions may be classified according to their severities as
follows:

Minor: Failure conditions which would not significantly
reduce airplane safety, and which involve crew actions
that are well within their capabilities. Miner failure
conditions may include, for example, a slight reduction in
safety margins or functional capabilities, a slight
increase in crew workload, such as routine flight plan
changes, or some inconvenience to occupants.

Major: Failure conditions which would reduce the
capakility of the airplane cor the ability of the crew to
cope with adverse operating conditions the extent that
there would be, for example, --

(1) A significant reduction in safety margins or
functional capabilities, a significant increase in
crew workload or in conditions impairing crew
efficiency, or some discomfaort to occupants; or

{ii) In more severe cases, a large reduction in safety
margins or functional capabilities, higher
worKload or physical distress such that the crew
could not be relied on to perform its tasks
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accurately or completely, or adverse effects on
occupants.

{3} Catastrophic: Failure conditions which would prevent
continued safe flight and landing.

i. Redundancy: The presence of more than cne independent means
for accomplishing a given function or flight operation. Each
means need not necessarily be identical.

j- Qualitative: Those analytical processes that assess system
and airplane safety in a subjective, nonnumerical manner.

k. Quantitative: Those analytical processes that apply
mathematical methods to assess system and airplane safety.

DISCUSSION. Section 25.1305({(b) and (d) requires substantiation by
analysis, and where necessary, by appropriate ground, flight, or
simulator tests, that a logical and acceptable inverse relationship
exists between the probability and the severity of each failure
condition. However, tests are not required to verify failure
conditions that are postulated to be catastrophic. As discuased in
Paragraph 3, some systems and some functions must be evaluated for
compliance with certain specific system requirements that take
precedence cver certain requirements of § 25.1309(b) and (c) that
have similar purposes. In either case, however, the goal is to
ensure an acceptable overall airplane safety level, considering all
failure conditions cf all systems.

a. The requirements of § 25.1309(k) and (d) are intended to
ensure an orderly and thorough evaluation of the effects on
safety of foreseeable failures or other events, such as
errors or external circumstances, separately or in
combination, invelving one or more system functions. The
interactions of these factors within a system and amcng
relevant systems should be considered.

b. The severities of fallure conditions may be evaluated

according te the feollowing considerations:

(1) Effects on the airplane, such as reductions in safety
margins, degradations in performance, loss of capability
to conduct certain flight operations, or petential or
consequential effects on structural integrity.

(2) Effects on the crewmembers, such as lncreases above their
normal worklecad that weould affect their ability to cope
with adverse operational or environmental conditions or
subsequent failures.

(3) Effects on the occupants; i.e., passengers and
crewmembers .
c. For convenience in conducting design assessments, failure

conditions may be classified according to their severities as
miner, major, or catastrophic. Paragraph 6h provides accepted
definitions of these terms.

(1) The classification of failure conditions does not depend
on whether or not a system or function is required by any
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(2)

(L

(2)

(3)

specific requlation. Some systems required by specific
regulations, such as transponders, positien lights, and
public address systems, may have the potential feor only
mincr failure conditions. Conversely, other systems not
required by any specific regulation, such as flight
management systems and automatic landing systems, may have
the potential for major or catastrophic failure
conditions.

Regardless of the types of assessment used, the
classification of failure conditions should always be
accomplished with consideration of all relevant factors;
e.g., system, crew, performance, operational, external,
etc, Examples of factors would include the nature of the
failure modes, any effects or limitations on performance,
and any required or likely crew action. It is particularly
important to consider factors that would alleviate or
intensify the severity of a failure condition. An example
of an alleviating factor would be the continued
performance of identical or operationally-similar
functiones by other systems not affected by a failure
condition. Examples of intensifying factors would include
unrelated conditions that would reduce the ability of the
crew to cope with a failure condition, such as weather or
other adverse operational or environmental conditions, or
failures of other unrelated systems or functicns.

The prebability that a failure condition would occur may be
aszessed as probable, improbable, or extremely improbable.
These terms are explained in Paragraphs Se and 10b. Each
failure condition should have a probability is
inversely-related to its severity. Figure 1,

Probability vs. Consequence Graph, illustrates this
relationship.

Minor failure conditions may be probable.
Major failure conditions must be imprcbable.

Catastrophic failure conditions must be extremely
imprebable.

{ORIGINAL FIGURE LOCATION]
Figure 1
Probability vs. Consequence Graph

An assessment to identify and classify failure conditions is
necessarily qualitative. On the other hand, an assessment of
the probability of a failure condition may be either
qualitative or quantitative. An analysis may range from a
simple report that interprets test results or compares two
similar systems to a detailed analysis that may (or may not)
include estimated numerical probabilities. The depth and
scope of an analysis depends on the types of functions
performed by the system, the severities of system failure
conditions, and whether or not the system is complex.
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Regardless of its type, an analysis should show that the
system and its installation can tolerate failures to the
extent that major failure conditions are improbable and

catastrophic failure conditions are extremely improbable.

(1) Experienced engineering and operaticnal judgment should be
applied when determining whether or not a system is
complex. Comparison with similar, previously-approved
systems is sometimes helpful. All relevant system
attributes should be considered; however, the complexity
of the software used to program a digital computer-based
system should not be considered because the software is
assessed and contreclled by other means, as described in
Paragraph 7i.

(23 An analysis should always consider the application of the
failsafe design concept described in Paragraph 5, and give
special attention to ensuring the effective use of design
techniques that would prevent single failures or other
events from damaging or otherwise adversely affecting more
than cne redundant system channel or more than one system
performing operationally-similar functions. When
considering such common-cause failures or other events,
consequential or cascading effects should be taken into
account if they would be inevitable or reasocnably likely.

(3) Some examples of such potential common-cause failures or
other events would include rapid release of energy from
concentrated sources such as uncontained failures of
rotating parts or pressure vessels, pressure
differentials, noncataatrophic structural failures, loss
of environmental conditioning, discennection of more than
one subsystem or component by overtemperature protection
devices, contamination by fluids, damage from localized
fires, loss of power, excessive voltage, physical or
environmental interactions among parts, use of incorrect,
faulty, or bogus parts, human or machine errors, and
foreseeable adverse operational conditions, environmental
conditions, or events external to the system or to the
alrplane.

As discussed in Paragraphs 8c(l) and 8d{2), compliance for a
system or part thereof that is not complex may sometimes be
shown by design and installation appraisals and evidence of
satisfactory service experience on other airplanes using the
same or other systems that are similar in their relevant
attributes.

In general, a failure condition resulting from a single
failure mode of a device cannot be accepted as being
extremely improbable. In very unusual cases, however,
experienced engineering judgment may enable an assessment
that such a failure mode is not a practical possibility. When
making such an assessment, all possible and relevant
considerations should be taken into account, including all
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relevant attributes of the device. Service experience showing
that the failure mode has not yet occurred may be extensive,
but it can never be enough. Furthermore, flightcrew or
groundcrew checks have no value if a catastrophic failure
mode would occcur suddenly and without any prior indication or
warning. The assessment’'s logic and rationale should be so
straightforward and readily-obvious that, from a realistic
and practical viewpoint, any knowledgeable, experienced
person would unequivocally conclude that the failure mode
simply would not occur, unless it is associated with a
wholly-unrelated failure condition that would itself be
catastrophic.

h. Section 25.1309(c) provides requirements for system
monitoring, failure warning, and capability for appropriate
corrective crew action. Guidance on acceptable means of
compliance is provided in Paragraph 8g.

In general, the means of compliance described in this AC are
not directly applicable to software assessments because it is
not feasible to assess the number or kinds of scftware
errors, if any, that may remain after the completion of
system design, development, and test. Advisory Circular
20-115A dated August 12, 1986, "Radioc Technical Commission
for Aercnautics Document RTCA/DO-178A," or later revisicns
thereto, provides acceptable means for assessing and control
ling the software used to program digital computer-based
systems. Document RTCA/DO-178A dated March 22, 1985,
"Software Considerations in Airborne Systems and Equipment
Certification," defines and uses certain terms to c¢lassify
the criticalities of functions. Feor information, these terms
have the following relationships to the terms used in this AC
to classify failure conditions: failure conditions adversely
affecting non-essential functions would be minor, failure
conditicns adversely affecting essential functions would be
major, and failure conditions adversely affecting critical
functions would be catastrophic.

ACCERPTABLE TECHNIQUES. The applicant is responsible for applying.
reasonable criteria and experienced engineering and operational
judgement to identify and classify each failure condition and to
chocse the methods of assessment to be used to determine compliance
with § 25.1309(b), (<), and (d). All relevant applicant engineering
organizations, such as systems, structures, propulsion, and flight
test, should be involved in the identification and classification of
failure conditions. The applicant should then obtain early
concurrence of the cognizant certificating office on the failure
conditions, their classifications, and the cheice of an acceptable
means of compliance. This paragraph describes acceptable techniques,
but not the only techniques, for determining compliance. (Paragraph
12 briefly and partially summarizes these techniques.) Regardless of
the techniques used, the considerations described in Paragraphs 7c¢
and 7¢ should always . be taken intoc account.

Functional Hazard Assessment. A useful preliminary step is to
ceonduct a functional hazard assessment (FHA) te identify and
classify potentially hazardeous failure conditions, and to
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describe them in functional and operational terms. An FHA is
qualitative and is conducted using experienced engineering
and operational judgment. The criteria described in Paragraph
7f are sometimes sufficient for systems as described therein.
For other systems, an FHA tends to be structured because it
involves a comprehensive, systematic, deductive, high-level
examination of system functional failures te identify and
classify the resulting failure conditions. An FHA is often
usged by applicants as a preliminary engineering tocl to help
determine the acceptability of a design concept, to identify
potential problem areas or desirable design changes, or to
determine the need for and scope of any additional analyses.
At the applicant's option, an FHA may be included in the
certification documentation. In some cases, it may snow mat
additional documentation is not needed.

Analysis_of Minor Failure Conditions. An analysis, which
could be an FHA, should consider the effects of system
failures on other systems or their functions. It is complete
if it shows that system failures would cause only minox
failure conditions. If the system, in itself, has the
petential for only minor failure conditions, and the common
degign practice of providing physical and functional
isolation between it and other systems is used, an analysis
that shows such isclation is usually sufficient.

Analysig of Major Failure Conditiona. Major failure
conditions must be shown to be improcbable. Those that are

more severe {reference Paragraph 6h(2) (ii)) should have
smaller probabilities than those that are less severe
(reference Paragraph 6h(2) (i}). The considerations described
in Paragraphs 7¢ and 7e should always be taken intc account.

Using experienced engineering and operational judgment, an
assessment as described in Paragraph 7f is often
sufficient. Compliance may also be shown gqualitatively by
a failure modes and effects analysis, or by a fault tree
or reliability bleck diagram analysis. A quantitative
analysis is sometimes used to support experienced judgment
and to supplement qualitative analysis for the more severe
major failure conditions.

An analysis of a redundant system is usually complete if
it shows isclation between redundant system channels and
satisfactory reliability for each channel. For complex
systems, a fallure modes and effects analysis or a fault
tree or reliability block diagram analysis is often used
te snow that isclation actually exists (i.e., that any
single failure would not affect more than one redundant
system channel), and to show that the failure modes of the

system do not have any adverse effects on safety-related
functions performed by other systems.

Analysis of Catastrophic Failure Conditions. Catastrophic
failure conditions must be shown tc be extremely improbable.
A very thorough safety assessment is necessary. The
consideraticns described in Paragraphs 7c¢ and 7e should
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always be taken into account.

The assessment usually consists of an appropriate
combination of qualitative and quantitative analyses, such
as those described in Paragraphs 9 and 10).

Using experienced engineering and operational judgment, an
assesament as described in Paragraph 7f is sometimes
sufficient, provided that the service experience data,
which should be based on commonly-used systems that are
identical or have a very close similarity in their
relevant attributes, show that no potentially-catastrophic
defects have been discovered in the identical or similar
gystems or their installations.

Operational or Envircoanmental Conditions. A probability of one
should usually be used for encountering a discrete condition
for which the airplane is designed, such as instrument
meteorological conditions or Category III weather operations.
On the ocher hand, reasonable and rational consideration of
the statistically-derived probability of a random condition
may usually be included in an analysis, provided it is based
on an applicable supporting data base and its statistical

. distribution. When combining the probability of such a random

condition with that of a system failure, care should be taken
to ensure that the condition and the system failure are
independent of one ancther, or that any dependencies are
properly accounted for. Two examples of the reasonable and
rational use of such random conditions are the encountering
of hazardous turbulence or gqust levels after the failure of a
structural load alleviation system, and the availability of a
suitable alternate airport having a crosswind lower man that
at the intended destination airport after a system failure
that results in a loss of high rudder authority. The
applicant should cbtain early concurrence of the cognizant
certificating office when such conditions are to be included
in an analysis.

Latent Failures. A latent failure is one which 1s inherently
undetected when it cccurs. A significant latent failure is
one which would, in combination with one or more other
specific failures or events, result in a hazardous failure
conditicn. Because the frequency at which a device is checked
directly affects the probability that any latent failure of
that device exists, CCRes (reference Paragraph 6éb) may be used
to help show compliance with § 25.1309(k) and (d) (2} for
significant latent failures. However, the use of CCRs or
other checks in lieu of practical and reliable failure

V]

monitoring and warning systems to detect significant latent
failures when they occur does not comply with § 25.1309(c)
and (d) (4). A practical failure monitoring and warning system
is one which is considered to be within the state-of-the-art.
A reliable failure monitoring and warning system is one which
would not result in either excessive failures of a genuine
warning, or excessive or untimely false warnings which can
sometimes be more hazardous than lack of provision for, or
failures of, genuine but infrequent warnings. Experienced
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judgment should be applied when determining whether or not a
failure monitoring and warning system would be practical and
reliable. Comparison with similar, previcusly-approved
systems is sometimes helpful. Paragraphs 8g(4) and 11 provide
further guidance on the use of CCRs.

Acceptable means of compliance with § 25.1309(c). Sectien
25.1309(c) requirees that warning information must be provided
to alert the crew to unsafe system operating conditions, and
to enable them to take appropriate corrective acticn. It also
requires that aystems, controls, and associated monitoring
and warning means must be designed toc minimize crew errors
which could create additional hazards. Compliance with this
section is shown qualitatively.

Failure warning or indication may either be natural
(inherent} or designed into a system. In either case, it
should be timely, rousing, cbvicus, clear, and
unambiguous. It should occur at a point in a
potentially-catastrophic sequence of failures where the
airplane's capability and the crew's ability still remain
sufficient for appropriate corrective crew action.

Unless they are accepted as normal airmanship, procedures
for the crew to follow after the occurrence of failure
warning should be described in the FAA-approved Airplane
Flight Manual {(AFM} or AFM revisgion or supplement.

Even if operation or performance is unaffected cr
insignificantly affected at the time of failure, warning
is required if it is considered necessary for the crew to
take any action or observe any precautions. Scme examples
would include reconfigquring a system, being aware of a
reduction in safety margins, changing the flight plan or
regime, or making an unscheduled landing to reduce
exXxposure to a more hazardous failure condition that would
result from subsequent failures or operational or
environmental conditions. Warning is also required if a
failure must be corrected before a subsequent flight. If
operation or performance is unaffected or insignificantly
affected, warning may be inhibited during specific phases
of flight where corrective action by the crew is
considered more hazardous than no action.

The use of CCRs or other checks in lieu of practical and
reliable failure monitoring and warning systems to detect

(5)

significant latent failures when they occur doesz not
comply with § 25.,1309(¢) and (d) (4) . Paragraphs 8f and 11
provide further guidance on the use of CCRs.

The assumptions of Paragraph 1la that the flightcrew will
take appropriate corrective action and perform regquired
checks correctly are based on compliance with the
requirement for a design that minimizes the potential for
hazardous crew errors; however, quantitative assessments
of the probabilities cf crew errors are not considered
feasible. Particular attention should be given to the

®ATP U.S. Aviation Regulatory - 12/5/94
Printed 12/15/1994 01:32PM

| 2~



9.

Advigory Circulars - AC 25.1309-1 A.C1 - 6/21/88
System design and analysis

placement of switches or other control devices, relative
to one another, so as to minimize the potential for
inadvertent incorrect crew action, especially during
emergencies or pericds of high workload. Extra protectien,
such as the use of guarded switches, may sometimes be
needed. :

QUALITATIVE ASSESSMENT. Various methods for assessing the causes,
severities, and likelihood of potential failure conditions are
available tc support experienced engineering and operational
judgment. Some of these methods are structured. The various types of
analysis are based on either inductive or deductive approaches.
Descriptions of typical types of analysis and explanations of
qualitative probability terms are provided below.

Design Appraisal. A qualitative appraisal of the integrity
and safety of the design. an effective appraisal requires
experienced judgment, and in accordance with Paragraph 7e,
should place special emphasis on any failure conditicns that
are likely to prevent continued safe flight and landing.

Installation Appraisal. A gqualitative appraisal of the
integrity and safety of the installation. An effective
appraisal requires experienced judgment, and in accordance
with Paragraph 7e, should place special emphasis on any
failure conditions that are likely to prevent continued safe
flight and landing. Any deviations from normal,
industry-accepted installation practices, such as clearances
or tolerances, should be evaluated, especially when
appraising modifications made after entry into service.

Failure Modes and Effects Analysis. A structured, inductive,
bottom-up analysis which is used to evaluate the effects on
the system and the airplane of each possible element or
component failure. When properly formatted, it will aid in
identifying latent failures, and the possible causes of each
failure mode.

Fault Tree or Reliability Block Diagram Analysis. Structured,
deductive, top-down analyses which are used to identify the
conditions, fallures, and events that would cause each
defined failure condition. They are graphical methods of
identifying the logical relationship between each particular
failure condition and the primary element or component
failures, other svents, or combinations thereof that can

13

cause it. A failure modes and effects analysis is usually
used as the source document for those primary failures or
other events. A fault tree analysis is failure-oriented, and
is conducted from the perspective of which failures must
ocour to cause a defined failure condition. A reliability
block diagram analysis is success-oriented, and is conducted
from the perspective of which failures must not occur to
preclude a defined failure condition.

Qualitative Probability Terms. When using qualitative
analysea to determine compliance with § 25.1309%(b), the
following descriptions of the probability terms used in this
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regulation and this AC have become commonly accepted as alds
to engineering judgment: ’

Probable failure conditions are those anticipated to occur
cne or more times during the entire operaticnal life of
each airplane.

Improbable failure conditions are those not anticipated to
occur during the entire operaticnal life of a single
random airplane. However, they may occur occasionally
during the entire operational life of all airplanes of one
type.

Extremely Improbable failure conditions are those so
unlikely that they are not anticipated to occur during the
entire operational life of all airplanes of one type.

QUANTITATIVE ASSESSMENT. A quantitative analysis may be used to
support experienced engineering and operational judgment and to
supplement qualitative analyses. A description of such an analysis,
discussion and guidance information, and explanaticns of
guantitative probability terms are prcvided below. A quantitative
analysis is often used for catastrophic or severe major failure
conditions of gystems mat are complex, mat have insufficient serxrvice
experience to help substantiate their safety, or that have
attributes that differ significantly from those of conventional
systems.

a.

Probability Analysis. A failure modes and effects, fault
tree, or reliability block diagram analysis which also
includes numerical probability information. The probabilities
of primary failures can be determined from failure rate data
and expeosure times, using failure rates derived from service
experience on identical or similar items, or acceptable
industry standards. The ccnventional mathematics of
probability can then be used to calculate the estimated
probability of each failure condition as a function of the
estimated probabilities of its identified contributory
failures or other events.

conditions. This results in some degree of uncertainty, as

Probability vs. Consequence Graph, and the expression "on

probability terms that are provided in Paragraph 10b. When

condition, this uncertainty should be accounted for in a

(1) It is recognized that, for various reasons, component
failure rate data are not precise enough to enable
accurate estimates of the probabilities of failure
indicated by the wide line on Figure 1,
the order of" in the descriptions cf the quantitative
calculating the estimated probability of each failure
way that does not compromise safety.

(2)

Because the improbable range is broad {(reference Paragraph
8c), the applicant should obtain early concurrence of the
cognizant certificating office on an acceptable
probability of each major failure condition. Unless
acceptable probability criteria are provided elsewhere,
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such as in other ACs, acceptable probabilities for failure
conditions should be derived from complete event scenarios
leading to an inability for continued safe flight and
landing. The considerations described in Paragraphs 7¢ and
7e should always be taken intc account sc that the
probability requirements are rational and
realistically-based. Using experienced engineering and
operational judgment, acceptable probabilities should have
reasonable tolerances because the uncertainty is accounted
for as discussed in Paragraph 10a(l).

Uy

b. Quantitative Probability Terms. When using quantitative
analyses to help determine compliance with § 25.1309(b), the
following descriptions of the probability terms used in this
regulation and thig AC have become commonly accepted as aids
to engineering judgment. They are usually expressed in terms
of acceptable numerical probability ranges feor each
flight-hour, based on a flight of mean duration for the
airplane type. However, for a function which is used only
during a specific flight operation; e.g., takeoff, landing,
etc., the acceptable probability should be based on, and
expressed in terms of, the flight operation's actual
duration.

(1} Probable failure conditions are those having a probability
greater than on the order of 1 X 10~ °,
(2) Improbable failure conditions are those having a

probability on the order of 1 X 10 °

9

less, but greater
than on the order of 1 X 10~

{3) Extremely Improbable failure conditions are those having a

9

probakility on the order of 1 X 10 ° or less.

11. OPERATIONAL AND MAINTENANCE CONSIDERATIONS. This AC addresses only
these operational and maintenance considerations mat are directly
related to compliance with § 25.1309(b)}, (¢), and (d); other
operaticnal and maintenance considerations are not discussed herein.
Flightcrew and groundcrew tasks related to compliance with this
regulation should be appropriate and reasonable. However, as
discussed in Paragraph 8g(5), gquantitative assessmenta of the
probabilities of crew errors are not considered feasible. Therefore,
reasonable tasks are those for which full credit can be taken

because the flightcrew or groundcrew can realistically be
anticipated toc perform them correctly and when they are required or
scheduled. In addition, based on experienced engineering and
operaticnal judgment, the discovery of obvious failures during
normal operation and maintenance of the airplane may be considered,
even though such failures are not the primary purpose or focus of
the cperational or maintenance actions.

a. Flightcrew Action. When assessing the ability of the
flightecrew to cope with a failure condition, the warning
information and the complexity of the required action should
be considered (reference Paragraph 8g{5)). If the evaluation
indicates that a potential failure condition can be
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alleviated or overcome during the time available without
jeopardizing other safety-related flightcrew tasks and
without requiring exceptional pilot skill or strength, credit
may be taken for correct and appropriate corrective action,
for both gqualitative and quantitative assessments. Similarly,
credit may be taken for correct flightcrew performance of
CCRs if overall flightcrew workload during the time available
to perform them is not excessive and if they do not require
exceptional pilot skill or strength. Unless flightcrew
actions are accepted as normal airmanship, they should be
described in the FAA-approved AFM or AFM revision or
supplement.

Groundcrew Action. Credit may be taken for correct groundcrew
accomplishment of reasonable CCRs, for both qualitative and
guantitative assessments. Such requirements should be
provided for use in FAA-approved maintenance programs.

Certificatien Check Requirements. As discussed in Paragraphs
6b and 8f, CCRs (also referred tc as Certification
Maintenance Requirements, or CMRs) may be needed to help show
compliance with § 25.1309(b) and (d) (2) for significant
latent failures. Raticnal methods, which usually involve
quantitative analyses or relevant service experience data,
should be used to determine CCR intervals. These intervals
should have reasonable tolerances so that CCRs can be
performed concurrently with other maintenance, inspection, or
check procedures not required by design for compliance with §
25.1309(b) and (d) (2). Such tolerances are acceptable because
the uncertainty described in Paragraph 10a(l) is acecounted
for as discussed therein. If CCRs are used, they and their
intervals and tolerances, and any post-certification changes,
or procedures provided in the type design for an ailrplane
owner or operator to make such changes, should be approved
by, or with the concurrence of, the certificating office
having cognizance over the type design that relates to the
system and its installation.

Any applicant originating CCRs mat are to be performed by
flightcrews should provide all relevant information to

owners and operators of airplane in the FAA-approved AFM
or AFM revision or supplement.

Any applicant originating CCRs that are to be performed by
groundcrews should provide all relevant information to
owners and coperators of the airplane early enocugh for
well-planned, timely incorporation intec FAA-approved
maintenance programs. If appropriate, approved procedures
for reasconable adjustments to CCR intervals as a result of
knowledge acquired from service experience may be provided
for use in FAA-approved maintenance programs.

Any ownexr or operator of an airplane may request that
alternative CCRs or their intervals be allowed and
specified in an operator's specification approved under
the applicable operating regulation or in accordance with
an FAA-approved maintenance program. As discussed in
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Paragraph llc, concurrence cf the certificating office
having cognizance over the type design that relates the
system and its installation is necessary.

d. Flight with Equipment or Functions Inoperative. Any applicant

may develop a list of equipment and functions which need not
be operative for safe flight and landing, based on stated
compensating precautions that should be taken; e.g.,
operational or time limitations, or flightcrew or groundcrew
checks. The documents used to show compliance with §

25.1309 (b}, (c), and (d), together with any other relevant
informaticn, should be considered in the development of this
list, which then becomes the basis for a Master Minimum
Equipment List (MMEL). Experienced engineering and

operational judgment should be applied during the develcpment
of the MMEL.

STEP-BY-STEP GUIDE. This guide and Figure 2, Depth of

Analysis Flowchart, are provided primarily for the use of applicants
whe are not familiar with the various methods and procedures
generally used by industry te conduct design safety assessments.

{ORIGINAL FIGURE LOCATION]
Figure 2
Depth of Analysis Flowchart

This guide and Figure 2 are not certification checklists,

and they do not include all the information provided in this AC.
There is no necessity for, an applicant to use them or for the FAA
to accept them, in whole or in part, tc show compliance with any
regulation. Their sole purposes are to assist applicants by
illustrating a systematic approach to design safety assessments, to
enhance understanding and communication by summarizing some of the

information provided in this AC, and to provide some suggestions on
documentaticon.

Define the system and its interfaces, and identify the
functions that the system is to perform. Determine whether or

not the system is complex, similar to systems used on cther
airplanes, and conventicnal.

Identify and classify the significant (i.e., non-trivial)
failure conditions. All relevant applicant engineering
organizations, such as systems, structures, propulsion, and
flight test, should be involved in this process. This
identification and classification may be done by conducting
an FHA, which is usually based on one of the following
metheds, as appropriate:

(1) If the system is not complex, and 1f its relevant
attributes are similar to those of systems used on other
airplanes, this identification and classification may be
derived from design and installation appraisals and the

service experience of the comparable, previously-approved
systems.

{(2) If the system is complex, it is necessary to
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systematically postulate the effects on the safety of the
airplane and its occupants, resulting from any possible
failures, considered both individually and in ccombination
with other failures or events.

Choose the means to be used to determine compliance with §
25.1308(b), (¢), and (d). The depth and scope of the analysis
depends on the types of functions performed by the system,
the severities of system failure conditions, and whether or
not the system is complex. For major failure conditions,
experienced engineering and operational judgment, design and
installation appraisals, and comparative service experience
data on similar systems may be acceptable, either on their
own or in conjunction with gualitative analyses or
selectively-used guantitative analyses. For catastrophic
failure conditions, a very thorough safety assessment ie
necessary. The applicant should cobtain early concurrence of
the cognizant certificating office on the failure conditions,
their classifications, and the choice of an acceptable means
of compliance.

Implement the design and produce the data which are agreed
with the certificating office as being acceptable to show
compliance. To the extent feasible, an analysis should be
self-contained; however, if it is not, all other documents
needed should be referenced. A typical analysis should
include the following information to the extent necessary to
snow compliance:

A statement of the functions, boundaries, and interfaces
of the system.

A list of the component parts and equipment of which the
system is comprised, and their design standards. This list
may reference cther documents; e.g., Technical Standard
Orders (TSOs), manufacturer's or military specifications,
etec.

|8

(3}

(4)

The conclusions, including a statement of the failure
conditions and their classifications and probabilities
(expreszsed gualitatively or quantitatively, as
appropriate), that show compliance with the regquirements
of § 25.1309(b), (c), and (d).

A description that establishes correctness and
completeness and traces the work leading to the
conclusions. This description should include the basis for
the claggification of each failure ceondition f{(e.g.,
analysis or ground, flight, or simulator tests.) It should
also include a description of precautions taken against
common-mode or common-cause failures, provide any data
such as component failure rates and their sources and
applicability, support any assumptions made, and identify
any regquired flightcrew or groundecrew actions, including
any CCRs.

See Signature Information
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Figure 1: Probability vs. Consequence Graph

Unacceptable

Acceptable

QU

®ATP U.S. Aviation Regulatory - 12/5/94
Printed 12/15/1994 01:32PM



Advisory Circulars - AC 25.1305%-1 A.Cl -

System design and analysis

6/21/88

2|

hazard assessment. Depth of Analysis Flowchart

(Reference Paragraph 8a)

Show that the failure
conditions are minor.
(Reference Paragraph 8b)

(Reference Paragraphs
71, and 8c(1) or 8d(2))

Conduct qualitative assessments.
(Relerence Paragraphs 8c or 8d,
and 8)

Conduct MMMms,
and quantitative assessments as

iate. (Reference

appropriat
Paragraphs 8¢ or 8d, 9, and 10)
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