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Sprint
p Sprint Justin Cote
Corporate Security Subpoena Specialist
Maiistop KSOPHM0206

6480 Sprint Parkway -

Overland Park, KS 66251

Offtce: 913-315-0660 Fax: 816-600-3111

E-mail: justin.cote@sprint.com

4/8/2011

Jana Price

National Transportation Safety Board -
490 L'Enfant Plaza East, SW
Washington, DC 20594

Your Case Number: NONE PROVIDED
Sprint Case Number: _____

Dear Jana Price,

Pursuant to the above-referenced case, I am enclosing the requested information
for the specified time period associated with the following number(s).

Should you have any questions or further inquiries, piease contact the Sprint
Subpoena Compliance Group at 866-259-7534,

Sincerely,

Justin Cote

Subpoena Compliance
Sprint Corporate Security
justin.cote@sprint.com

Enclosures

*Notice: If the records contained in the attached package are utilized in trial proceedings, and if you
require a records custodian for authentication, be advised Sprint does not have local representatives.
Sprint’s Trial Team is located at our Corporate Headquarters in Overland Park, Kansas. You will need to
contact the Trial Team at CSTrialTeam@Sprint.com or call our office at 913-315-8775. Our office will
require at least two-weeks nofice in addition tc pre-paid travel arrangements by your office.

Sprint L-Site '
Sprint has an interactive web tool for law enforcement known as L-Site. If you are unfamiliar with L-Site
and wish to ebtain further information, please send an email to: L-Site@Sprint.com.




Sprint Subscriber Information

Sprint Case #:
Reference Case #: NONE PROVIDED

Request Type: CDR
Date Range: 3/9/2011 to 3/12/2011

Subject Number:

A thorough search has been completed. Please see attached records found for
the requested time period. '
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Request Type: CDR
Date Range: 3/9/2011 to 3/12/2011

Subject Number: S——

No records were found for this target during the requested time period.
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Request Type: Direct Connect CDR
Date Range: 3/9/2011 to 3/12/2011
Subject Number: ]

No records were found for this target during the requested time period.
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Request Type: Subscription Info (Basic)/CDR/DC/Text
Date Range: 3/9/2011 to 3/12/2011
Subject Number:

No records were found for this number. Our records indicate that this number
was serviced by Verizon Wireless during the requested time period.

*************************************************************

Request Type:  Subscription Info (Basic)/CDR/DC/Text
Date Range: 3/9/2011 to 3/12/2011
Subject Number:

No records were found for this number. Our records indicate that this number
was serviced by T-Mobile during the requested time period.

****************************’***************$*****************

Request Type: Subscription Info (Basic)
Date Range: 3/9/2011 to 3/12/2011
Subject Number:

Billing Account Number (BAN):
Account Establish Date: 2/9/2010
Account Expiration (Cancel) Date: Active through Date Searched
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Account Billing Address(es):
Effective: 2/9/2010

SubscriberID:
Personal Telephone Number (PTN / MDN)
Status Date: 1/24/2011 4:30:38 PM Status: A

Urban Fleet Mobile Identifier
(UFMI) Effective

NO DATA FOUND

Internet Protocol (IP) Address
NO DATA FOUND

Network Access Identifier

(NAI)
=== Status Dater 1/24/2011 4:30:38 PM
Status: A

international Mobile Subscriber Identlty(s) (IMSI(s))
NO DATA FOUND

Mobile Station Identification Number{s) (MSID(s})
000009172082801 Status Date: 1/24/2011 4:30:38 PM Status: A

Subscriber Identity Moduie(s) (SIM)
NO DATA FOUND

Electronic Serial Number (ESN(s)/MSN(s))
270113179912763910 Effective: 1/18/2011 Expiration: Status:

IMEI(s)
NO DATA FOUND

America - Roaming Include Effective: 1/8/2011 Expiration:
Any Mobile Anytime Effective: 1/8/2011 Expiration:
Anytime Minutes Effective: 1/8/2011 Expiration:

Call Detail Effective: 1/8/2011 Expiration:

Caller ID Effective: 1/8/2011 Expiration:

Cellular Minutes Effective: 1/8/2011 Expiration:

Dom Roaming Packet Data K Effective: 1/8/2011 Expiration:
Domestic Data Roaming Effective: 1/8/2011 Expiration:
Domestic LD Rate $0 Effective: 1/8/2011 Expiration:
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Enhanced VoiceMail Effective: 1/8/2011 Expiration:

Long Distance While Roami Effective: 1/8/2011 Expiration:
Mobile TV Effective: 1/8/2011 Expiration:

Modified Nights and Weeke Effective: 1/8/2011 Expiration:
Picture Mail Service Effective: 1/8/2011 Expiration:
Required Features with Pl Effective: 1/8/2011 Expiration:
Shared Cell Minutes No Ti Effective: 1/8/2011 Expiration:
SMS Text Messages Effective: 1/8/2011 Expiration:

Sprint Data Services Effective: 1/8/2011 Expiration:

Total Equip Protection Pr Effective: 1/8/2011 Expiration:
Video Mail Effective: 1/8/2011 Expiration:

WiMax Provisioning Featur Effective: 1/8/2011 EXpiration:

*****************************************************#*******
Request Type: Subscription Info (Basic)

Date Range: 3/8/2011 to 3/12/2011

Subject Number:

No records were found for this target during the requested time period.
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Request Type: Text Historic
Date Range: 3/9/2011 to 3/12/2011

Subject Number:

No text message content was found for this number during the requested time
period. Text message content is no longer retained or retrievable for any fength

of time.
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Request Type: Text Historic
Date Range: < 3/9/2011 to 3/12/2011
Subject Number:

No records were found for this target during the requested time period.
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*Search results indicate one or more of the numbers listed on the above-referenced legal
demand may belong to Boost, a Sprint prepaid phone service. Our office maintains subscriber
information for Boost accounts, but this information is often inaccurate or incomplete, as no
identification is required when purchasing a Boost phone. Payment information is also
available for Boost accounts. However, this information, while accurate, may not be
complete. As Boost accounts are prepaid, no bill reprints are available. We are able to
provide call detail records for IDEN and CDMA Boost accounts for the most recent

18-24-month period.



Key to Understanding CDMA Call Detail Reports

Calling number: This column reflects the number placing the call {the individual who
initiated the call). If the call is an outgoing call, this will be the Sprint

PCS target number.

Called number: This column reflects the number actually called. In most cases this
number will be the same as the number in the "Dialed Digits”
column. If the number has been forwarded, or if there is a routing
number, then this will be reflected. If the number has a 11 in front
of the area code, that means the call rolled to voicemail and was NOT
answered by the customer.

Dialed digits: This column reflects the digits that the caller enters into the keypad
of the phone. If the call is an incoming call, this will be the Sprint

PCS target number.

M_R #: Mobile Role (Type of Call). Listed as outgoing, incoming, routed
call*or undetermined.

Start If)ate_: Date and time the call was initlated.

End Date: Date and time the call was ended. -

Duration: . Dburation of call, in seconds.

Repoll number: This reflects which phone switch handled the call.

*Routed calls come in two main varieties. The first, also known as Temporary Local Dialing
Number (TLDN). They may be considered to be bridge/router numbers to complete a call.
The second is when a call in not answered, but is routed to voicemail. Calls routed straight to
voicemail will also have an "11" before the number indicated in the "Called_Nbr" column. For
handsets using visual voicemail, these numbers may replace the "11" in the called number
column: (800) 877-2400, (866) 677-8204, (866) 222-2604, and (877) 836-4746.

*The CDMA call detail report may indicate the sending and receipt of text messages and
e-mail. While not flagged as text messages, the line will indicate no duration,

the dialed digits column will either be blank or will show an e-mail address, and

the repoll column will contain one of the following numbers: 13; 291-298; 347; 506-532;

681-684; 686-688.

* On the CDMA network, Sprint maintains Gateway and SWAT (Soft Wireless Access
Tandem) networks in areas where there are large Sprint customer populations. These
provide the required extra space that helps Sprint maintain all of the calls. When a call
moves through a gateway or SWAT cell site information is not retained and is not

recoverable.

*Please be advised that as of October 12, 2010, all CDMA CDR (Call Detail Record) text
message time stamps are kept in Central time zone. Records prior to October 12, 2010 are
either in Central or Eastern time zone. Sprint is unable to determine which time zone is
reflected in records older than October 12, 2010.



Sprint

Corporate Security
Mallstop: KSOPHMO206
6480 Sprint Parkway
Overland Park, KS 66251
913-315-0660

Fax: 913-315-0736

Star Codes

Your request has been fulfilled, at least in part, by what is known as-a
CDMA CDR Report. A CDMA CDR Report lists information about
incoming/outgoing calls including the digits dialed on the handset. As
a dialing shortcut, PCS subscribers may use star codes (an asterisk (*)
plus a short number sequence) when using our wireless telephones.
On call detail reports the star may be indicated by a letter “B". This
code will appear in the dialed digits column of the CDMA CDR Report.
Following is a list of the most common star codes. Additional star
codes may exist in the market from which the call is made. Please
contact the Subpoena Compliance Group at the number listed above for
more information concerning star codes.

*18 - Ping the nearest tower, call delivery activate
- *180 - Call delivery deactivate
*2 - Customer Care
*3 - Payment Center
*31 - Three Way Calling
*4 - Account information
*5 - Spanish Customer care
#67 - Caller ID block
*68 - Override caller ID block
*70 - Cancel call waiting for that call
*711 -~ Customear Care
*72 - Activates call forwarding
*720 - Deactivates call forwarding
*73 - Call forwarding no answer
*74 - Call forward busy
*811 - Customer Care
*82 - Override cafter 1D block- for that call
*g11 - 911
*073 - Cancel call forward no answer
*(74 - Cancel call forward busy

Other numbers which may appear in the dialed digits column

411 - birectory assistance
611 - Customer Care
711 - Telecommunications Relay Service(hearing impaired)
911 - Can also dial 0511 or 1911}
¢777 - Web Browsing (SINS)




RECEIVING RECORDS IN ELECTRONIC FORMAT

Your request has been satisfied, at least in part, by records furnished on compact disc {CD) or via e-mail.
Sprint uses CDs when the response is particularly voluminous or if records are requested in electronic
format. Once “recorded” the CD cannot be deleted, re-recorded or appended. Information on CD is
normally in one of three formats:

RICH TEXT FORMAT (RTF)
These files are text files readable by any word processor such as Microsoft Word/Works or WordPerfect,

Generally, we use this format for letters, summaries and explanatory documents. To retrieve these
documents, open your word processor of choice then use the open file command (normatty listed under
File in the Window Menu bar). Navigate to the drive containing the CD and double click on the file

name. While you may not manipulate the file and re-save directly on the CD, it may be manipulated and

re-saved elsewhere.

SPREADSHEET FILES (XLS or C5V)

These files are narmally used for longer items such as the call detail reports or a listing of all cell sites
assaciated with a particular switch/repoll. We use Microsoft Excel to generate these files and recommend
that product for viewing them. To retrieve these documents, open vour spreadsheet program of choice
then use the open file command (normally listed under File in the Window Menu bar). Navigate to the
drive containing the CD and double click on the file name. These files may be uploaded to products such
as Penlink in either CSV or XLS format. Please see your program documentation for assistance. While
you may not manipulate the file and re-save directly on the CD, it may be manipulated and re-saved

efsewhere.

TAGGED IMAGE FORMAT (TIF or TIFF})

This format is used for stored bills and for print outs from our customer service/billing system. All
windows based machines come with TIF viewers but accessing the viewer software may be unfamiliar. To
retrieve these documents, open the My Computer folder on your desktop or Open the Windows Explorer
(not Internet Explorer). Navigate to the drive containing the CD and RIGHT diick on the file name. This
will open a menu. Choose "OPEN WITH.” A new dialog box will open. Look for applications that do
Imaging. The most commeon are “Imaging”, “Imaging Preview”, “Microsoft Imaging”, “Kodak Imaging”
and Microsoft Office Document Imaging.” Single click on your cheice and also click on the check box
which says, “Always use this program to open these files.” This will set the program as your default and
next time you need to open a TIF file, you may just double dick on the desired document. Once open,

. most TIF viewers only display the current page. To go to the next page, use the page up/down keys on
your computer keyboard or look for helper arrows. You may also wish to peruse the Help feature offered
in every Windows based program. Please note: these files may not normally be uploaded to products
such as Penlink since they are not open for manipulation. Please see your program documentation for

assistance.

You may also receive files in a bundled, WinZip format (ZIP). These files contain other files (of the three
types listed above). Zipped files are used to save space on particularly large requests. To open a ZIP file,
open the My Computer folder on your desktop or Open the Windows Explorer (not Internet Explorer).
Mavigate to the drive containing the CD and double click on the file name. If this does not work, return

to the folder containing your document and RIGHT click on the file name. This wili open a menu.

Choose “OPEN WITH.” A new dialog box wili open. Look for applications that do zipping. The most
common is *WinZip.” Single click on your choice and also click on the check box which says, "Always use
this program to open these files.” This will set the program as your default and next time you need to
open a ZIP file, you may just double click on the desired document.,

Please feel free to contact the Sprint Subpoena Compliance Department for further assistance:
013-315-0660 or 866-259-7534.
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