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January 31, 2012

Mr. Matt Bassett

Chair, Tri-State Oversight Committee

Virginia Department of Rail & Public Transportation
6363 Walker Lane, Suite 500

Alexandria, VA 22310

Re: WMATA Annual Safety and Security Audit Report and Certification

Dear Mr. Bassett,

The Washington Metropolitan Area Transit Authority (WMATA) is pleased to submit the
attached 2011 Annual Safety and Security Audit Report (Attachment 1). This report is
submitted to meet the requirements of 49 CFR Part 659.27 and section 6.3 of the Tri-State
Oversight Committee’'s (TOC) Program Standard and Procedures. Please also find
attached WMATA's internal safety and security audit schedule for the three year period of
October 1, 2010 through September 30, 2013 (Attachment 2).

2011 Safety and Security Program Highlights

As you are aware, WMATA continued to take significant steps in 2011 to bolster its safety
and security programs and to continue to implement a strong and proactive safety culture
throughout the organization. Highlights of our efforts included:

Implementing all remaining recommendations from the Federal Transit
Administration’s (FTA) March 4, 2010 Final Audit Report.

Finalizing and receiving TOC approval of WMATA’s new Incident and Accident
Investigation Policy/Instruction.

Continuing the implementation of WMATA’s new Hazard Management Procedure and
the strengthening of other safety policies and procedures.

Promoting the safety hotline and anonymous intranet reporting systems.

Expanding safety reporting and analysis through the automated and centralized
Safety Measurement System (SMS).

Strengthening local, departmental, and executive safety committees.

Training more than 5,000 employees in the newly developed Roadway Worker
Protection Program.

Continuing the development and implementation of tools to monitor loss of shunt
health on a real-time basis.

Increasing safety staff by more than 60%. This has included adding two on-call safety
officers available 24/7 and on site at major weekend “shut-downs”, as well as
deploying more safety staff in the field.

Publishing lessons learned from Incidents.
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¢ Hosting the second Annual Champions of Safety Recognition Program, which was
attended by Deborah Hersman, Chairman of the National Transportation Safety
Board.

e Procuring 10,000 new safety vests that have been redesigned based on task specific
job hazard analysis, regulatory mandates and industry best practice, coupled with
consideration for comfort, security and ease of use and standardization.

In addition to the above, WMATA continues to implement its aggressive Metro Forward
rebuilding effort, in which WMATA is making an investment of nearly 1 billion dollars to
address National Transportation Safety Board (NTSB) safety recommendations, to install
more than 21 miles of new rail, to rehabilitate or replace escalators and elevators
throughout the system, to complete multiple station projects, and to rehabilitate 100 older
buses and place in to service 116 new hybrid electric buses and 241 Metro Access
vehicles. WMATA also continues to invest in signal system upgrades, track and
infrastructure projects, and the replacement of Metro’s oldest railcars, the 1000-series
fleet, with new 7000-series cars.

In 2011, WMATA continued to implement its restructured internal safety and security audit
program to fully comply with the requirements of Part 659 and TOC’s Program Standard
and Procedures. The attached report documents the internal safety and security review
activities performed by WMATA for calendar year 2011 and provides the status of
subsequent findings and corrective actions.

Annual Certification

| hereby certify that WMATA is in compliance with the requirements of its SSPP and SEPP
with the exception of the remaining open findings identified during WMATA's 2010/2011
audit cycle and those identified by TOC during its Triennial Review and recent review of
WMATA's new Hazard Management Process.

Conclusion

In conclusion, | would like to thank you for your continued oversight, cooperation and
support of WMATA's safety and security programs. WMATA remains fully committed to
implementing a proactive and effective system safety program in compliance with TOC's
Program Standard and Procedures and all other applicable Federal and state regulations
and requirements. | look forward to our continued partnership as we continue to progress
WMATA'’s safety and security programs.

If you have any questions regarding WMATA’s Annual Safety and Security Audit Report,
please do not hesitate to contact me or James Dougherty, Chief Safety Officer.

Sincerely,

Richard Sarles
General Manager and
Chief Executive Officer
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WMATA 2010 Annual Safety and Security Report

1.0 Introduction

The Washington Metropolitan Area Transit Authority (WMATA) is required by Section 6.3 of
the Tri-State Oversight Committee’s (TOC) Program Standard and Procedures, and by Paragraph
3.1 of the Memorandum of Understanding by and between WMATA and TOC to develop an
Annual Safety and Security Audit Report, which is to be submitted to TOC on or before
February 1 of each year. This report must:

e Provide a summary of the internal audits performed during the preceding calendar year.

e Include the completed internal audit checklists used to perform the internal audits during
the preceding calendar year.

e Document the findings identified as a result of the audits performed during the preceding
calendar year.

e ldentify the corrective action plans developed to address the findings generated through
the internal audit process for the preceding calendar year.

This document has been developed to meet these requirements and serves as WMATA’s 2010
Annual Safety and Security Report.

2.0 Summary of Internal Audits

In July 2010, WMATA implemented an Internal Safety Audit (ISA) Recovery Plan to bring the
internal safety audit program into compliance with the requirements of WMATA’s SSPP, TOC’s
Program Standard and Procedures, and 49 CFR Part 659. The ISA Recovery Plan included
WMATA'’s new standard operating procedure for performing internal safety audits and was
approved by TOC on August 19, 2010.

Consistent with the ISA Recovery Plan, WMATA completed the audits of SSPP Element 15,
Maintenance Audits and Inspections, and SSPP Element 20, Drug and Alcohol Program to close
out the 2009 audit cycle. Once these audits were completed, WMATA implemented the new
audit schedule and audit process as established by the TOC approved, standard operating
procedure for performing internal safety and security audits.

Under the new procedure, the internal safety and security audits were performed by department
rather than by program element. In this manner, WMATA evaluated the implementation of all
applicable SSPP and SEPP elements for each audited department, rather than evaluating a
limited number of safety and security program elements across the organization. This was done
to reduce the audit burden placed on WMATA’s departments as a result of participating in
multiple audits throughout the three year audit cycle, as well as to improve the thoroughness of
the audits performed for each department.
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During 2010, internal safety and security audits were performed for each of the following
departments:

e Office of Track Structures and Systems Maintenance (TSSM) — Automatic Train
Control/Signals (audit conducted August 25, 2010)

e TSSM - Maintenance of Way, Structures, Engineering and Production (audit conducted
August 25, 2010)

e Human Resources — Drug and Alcohol
e Information Technology

e Railcar Maintenance

e Communications

e Power and Way, Automatic Fair Collection, Shops and Material Support (supply and
procurement)

e Quality Assurance/Warranty

e Rail Transportation

As required by Section 6.2 of TOC’s Program Standard and Procedures, WMATA provided
TOC with the internal audit checklists in advance of each audit as part of each audit notification
package. Audit teams consisted of both WMATA and contractor personnel and included
representatives from WMATA'’s Department of Safety and Environmental Management (SAFE),
the Metro Transit Police Department (MTPD), and Quality Assurance. The audits included
document and record reviews, interviews of applicable staff, and field verifications and
inspections. Final audit reports documenting the audit results, including findings,
recommendations and associated corrective action plans were developed and submitted to TOC
in accordance with TOC’s Program Standard and Procedures. In addition, WMATA has applied
its hazard assessment review process to the internal audit findings to better evaluate, prioritize
and respond to the findings identified through the internal audit process.

The completed checklists used to perform the internal audits are included in Appendix A. The
corrective action plans developed in response to the internal audit findings are provided in
Appendix B. The system security portion of the report is included in Appendix C.

2.1  Summary of Audit Findings — Maintenance and SSPP Element 15

The primary areas of non-compliance identified through the internal safety and security audit of
Maintenance and SSPP Element 15 for 2010 are listed below:
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1. Changes in the purchasing and warehousing policies at WMATA without the
consultation of end users or the safety department has created hazardous conditions and a
critical lack of parts in many of the maintenance areas. No forward stores are available
any more to ATC, CMNT and other areas. This has led to a critical and unacceptable
situation where some ATC parts have a back order of more than 25 weeks, delaying
critical maintenance and repair functions. No hazard analysis was performed for this
change even though it affected safety-critical areas. The most critical problem is the lack
of understanding throughout the agency that systemic changes must be made with the
knowledge and participation of the safety department. This hazardous condition must be
addressed immediately with a hazard assessment and recommendations for corrective
action.

2. Many of the documentation issues can be addressed by developing Maintenance Policies
for each area. Currently, only two areas, track maintenance and structures, have a
document that addresses policy in some of these areas, but a full program should be
developed for each department addressing the issues listed under area of concern #1 in
each audit matrix, plus any other issues that the department feels are essential to their
mission, work practices and processes.

3. There is a general lack of supporting procedures and other documentation in all
departments for required safety- and security-critical activities. Also, many of the
existing OAPs are not procedures, but rather policy documents. Departmental SOPs
sometimes do not reflect the OAP, or are not in compliance with OAPs, not because the
departmental procedures are faulty, but rather, the specialized nature of departmental
activities are not easily defined by larger OAPs meant to be general and more
comprehensive. Particular areas where SOPs are needed include the GOTRS and the
Engineering Review Board.

4. Procedures are not reviewed and updated on an annual basis; configuration control is an
issue, including document control, version control, document storage and retrieval and
document distribution and access. There is no system-wide system currently in place. The
dates of some documents provided to the audit team for verification are 10 years past.
The Documentum system has begun to be implemented at WMATA, but SOPs are still
needed for every department to ensure its consistent and correct usage across the board.
Also, safety currently does not review any SOPS, procedures, training, inspections,
checklist or other documentation for any of the departments audited. This is a required
process under system safety and should be immediately addressed.

5. Safety-critical processes and procedures are not adequately identified as such in any
group. This is critical to ensuring that preventive, predictive, deferred, scheduled and
other maintenance is performed appropriately and that no safety-critical issue or item is
handles inappropriately. These items are most easily addressed in the Maintenance Policy
as described above. In addition, there are no specific criteria for deferred maintenance in
most groups. OAPs for CMNT refer to pullout as a standard. It is unacceptable to an
agency that adheres to safety as the highest standard to refer to pullout as criteria for
using cars with deferred maintenance items without the guidance of specific criteria, such
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as braking percentages, safety-critical parts and processes lists, detailed component &
sub-system safety-critical criteria, fixed out-of service tolerances, etc.

6. In general, training programs lack specific documentation. Very few departments had any
documentation at all for their on-the-job training. This is a critical area where
consistency, quality assurance and structure are needed. In addition, the audit team is
concerned about the pass/fail criteria for WMATA. According to stated practices in the
OAPs and in other documentation provided for verification, the passing grade for
required testing is generally 75%. For non-critical areas of instruction, this is acceptable.
However, it is not acceptable for critical areas, such as safety-critical rules, and safety-
critical repairs and processes. In addition, safety does not review the development or
implementation of any training in the maintenance area, nor does it have input into the
pass-fail criteria for the safety-critical areas. This is a critical oversight, and should be
corrected immediately.

7. Lack of adequate field supervision and quality assurance on procedures are in a critical
state. Several departments (ATC and Communications especially) have a critical shortage
of manpower, and due to a number of concerns, including lack of adequate technological
support, such as lack of ability to receive critical communications through Maximo in the
field, supervisors are not able to provide adequate field supervision for technicians. There
is inadequate engineering support for Communications also, as well as a lack of formal
QA support. The ENSS Department is shared among multiple departments and is also
understaffed. All of these factors have led to a critical backlog of maintenance, including
preventive maintenance, and to critical failures, such as dead spots on the radio
communications system that have not been addressed, the failure to perform meggering
on ATC equipment in the field, and an unacceptable deviation from specifications and
tolerances in field use of ATC equipment.

8. Several issues in the area of emergency preparedness are critical. They are:

a. Firewatch is currently being done by Communications personnel when it is needed.
Not only is this an inappropriate function, since they have no training in firewatch, for
a department with a critical shortage of manpower it is an unsupportable position.
WMATA should take immediate action to identify a more appropriate group to
implement firewatch when it is required; more appropriate personnel might be, for
example, the emergency coordinators for the facility per WMATA emergency
preparedness plans, or the emergency management group, or even the safety
committee for the affected facility.

b. No group interviewed had any knowledge of a facility emergency plan, nor did the
audit team find any documentation of such a document for any facility.

c. CMNT could not identify the WMATA-required emergency coordinators for its
facility.
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9.

10.

11.

12.

d. No group had any plans or procedures for implementing WMATA’s COOP. None
had any understanding of what a COOP is, that they had any critical role in continuity
of operations for the Authority, or when the plan would be applicable. WMATA must
undertake the process of implementing its COOP fully throughout the organization by
developing appropriate SOPs and EOPs for its activation, training all personnel in the
plan and the supporting SOPs, and exercising the Plan in periodic drills designed to
test and familiarize the agency.

e. No NIMS training has been provided for any maintenance group.

f. Very little contingency planning has been done in the Maintenance Group. There is a
false reliance on the COOP as a plan for emergencies. Some OAPs exist, such as for
weather emergencies and computer failure, but very few other situations have been
addressed, such as active shooters, field emergencies and notifications, IEDs, etc.
Training for employees in personal security on the job, violence in the workplace and
other security procedures is needed.

g. No facility has done training with Emergency Responders to ensure that they
understand the hazards in the facilities should they have an emergency. This is very
critical in the CMNT shop, where third rail and stingers pose a grave risk to
responders who are unfamiliar with those hazards.

There were few SOPs for interdepartmental and interagency coordination in any
departments. The sole exception was interactions with MOC, which were well codified in
WMATA’s OAPs. However the lack of documented interactions has led to the
inappropriate exclusion of safety- and security critical interactions for the department,
including the above mentioned safety review and approval of training programs, safety
involvement in engineering and change control (until recent changes), the involvement of
emergency management and MTPD to address deficiencies referred to in #5 above, and
other areas where critical communications are lacking.

Job Safety Analyses had only been performed for the track walkers. This is an excellent
practice, and the other Maintenance areas are encouraged to ensure that the Risk
Management contractor, AON, be asked to perform the analyses for all jobs.

The Power department had no SOP for splicing in emergencies; although this is not the
preferred method for repairs, it is sometimes required for emergency measures in the
field. It is a hazardous process and should have an SOP in place to guide technicians in
the field.

Field Observations in CMNT vyielded many findings of non-conformity with good and
required industrial hygiene and safety practices. This indicates a general lack of
knowledge about the subject. It is recommended that the safety committees add more
items to their facilities checks and that more training in applicable industrial safety and
hygiene requirements be provided to committee members and employees working in the
shop. Particular areas of concern include:
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13.

14.

15.

16.

Food and beverages in the shop area instead of the break room
Unmarked/unlabeled spray and other bottles of liquids
Hazardous use of extension cords and electrical appliances
Inappropriate storage of flammable materials

Blockage of utility and electrical panels and doors
Inappropriate items stored in flammable storage cabinets
Inappropriate or blocked safety signage

Lack of supplies in first aid boxes

Unlabeled locked storage cabinets

mSe e ooow

Maximo is not being used to its full potential in most of the areas audited for a number of
reasons:

a. Staff are not receiving complete training on the use of Maximo and all of its features
because of staffing and time issues.

b. Maximo versions change relatively frequently, and by the time a version is is learned,
a new version is introduced and training is again required.

It is strongly recommended that WMATA provide CPR, First Aid, and AED training to
all employees.

Loss Prevention programs are lacking, especially as regards keys. Keys are taken home,
there is little control of the keys and keyholders, and there are keys that are kept in
lockboxes (for firemen) and no real method of accounting for key security, reproduction,
misuse or loss, and no SOPs or policy exists for accountability. The audit team
recommends an electronic access control policy to be implemented throughout the
agency. accountability, sops

IRPG issues: There are a number of instances in which the IRPG group has specified,
purchased and had systems or equipment installed, implemented and turned over of
maintenance to departments without any input form the end user/maintainer. This
situation has resulted in equipment being poorly or inadequately maintained, additional
strain on already understaffed departments and a lack of integration and system
cooperation. The IRPG group must make immediate changes to include the departments
affected by all capital purchases, without exception, and ensure the following processes
are part of every capital purchase initiated, implemented or completed through the group:

Reliability & maintainability studies

Life-cycle planning

End-user approval

QA review and approval

Safety & Security Certification, to include the safety department from cradle to grave

P00 T
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2.2

17. The audit team recommends that use of all personal electronic devices (not limiting the

affected items to cell phones) be forbidden on the rights-of-way, in yards, in Metro
revenue and non-revenue vehicles and in Metro facilities while work is being performed
by an employee. Specifically, personal electronic devices should not be worn on the
person while on duty, but may be stowed while turned off in personal effects while.
Personal cell phones should only be used in the event of a Metro emergency where no
other form of Metro communication is available. (ref. Special Order 08-05).

Summary of Audit Findings — Drug and Alcohol and SSPP Element 20

The primary areas of non-compliance identified through the internal safety and security audit of
WMATA'’s Drug and Alcohol Program and SSPP Element 20 for 2010 are listed below:

2.3

1. The most significant finding was that the Medical Services and Compliance Group was

not performing 49 CFR 655 compliance auditing of contractors in the rail transit area.
Verification of the finding revealed that the Medical Group had not received any
notification for rail contractors working in rail transit, even though they had made several
requests for the information. Once the audit team verified that information had not been
made available to Medical, a hazard assessment was performed and the noncompliance
was found to be unacceptable. 49 CFR 659 reporting was performed per WMATA’s
requirements under the System Safety Program Plan and the System Safety Program
Standard for reporting Unacceptable Hazardous Conditions (UHC). The corrective action
put into place was to ensure that the Purchasing Department provided the current list of
contractors to Medical. Follow-up corrective actions will include development of a
Standard Operating Procedure (SOP) to ensure that the process is ongoing, monitored and
continuous.

. The primary areas of non-compliance centered on a lack of supporting procedures for a

small number of required areas.

Summary of Audit Findings — Rail Transportation

The primary areas of non-compliance identified through the internal safety and security audit of
Rail Transportation for 2010 are listed below:

1. The cranking and blocking procedure is not being implemented consistently and

uniformly throughout the agency. The audit team received several different answers as to
the areas of responsibility, procedure and training regarding this critical area. WMATA
has had a fatal incident in its history in association with the cranking and blocking
procedure and any inconsistencies or anomalies regarding this area should be addressed
with expediency. RTRA must immediately address this concern and formulate,
implement and verify full compliance at all times with a cranking and blocking procedure
with the lowest level of hazard associated with it.
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2.

In addition, cranking and blocking requires equipment, which is commonly stored on the
wayside in boxes. However, WMATA has no verification or inspection procedures for
these boxes, and equipment is not always available in the boxes because it has been used
and not replaced. Furthermore, not all personnel know where the boxes are on the
wayside in any given area. Since cranking and blocking is a requirement for certain
situations on the railroad, all employees operating on the system should be required to
know the position of all crank/block boxes, just as they must qualify on other physical
characteristics of the railroad.

The divisional COOPs are incomplete, out of date and not currently exercised. Every
division needs a functional COOP with supporting procedures, and each COOP should be
exercised at a minimum every year with at least a tabletop exercise.

If the GOTRS system is not functional, there is currently no contingency plan or
procedure in place to address track allocations and changes occurring during the system
loss. This is a high hazard and should be addressed immediately.

Fitness for duty checks performed for operators reporting to duty are performed by
Clerks. No verification of the checks is performed, and no SOP exists for its
performance. Some issues of conflict of interest may arise due to the positions being part
of the same collective bargaining organization as the operators.

Pre-trip inspections were not consistently verified. Some field supervisors did take it
upon themselves to observe and perform QA/QC on pre-trip inspections of trains by yard
operators. However, it is not required that QA/QC inspections of the process be done on a
regular and consistent basis. In concert with #3 above, it is the audit team's
recommendation that WMATA consider changing the current staffing configuration; one
option is an arrangement in which the depot clerk position be eliminated to address the
conflict of interest problem, and instead, a non-union supervisory position be created for
a Dispatcher. This position is common in other transit agencies, and would have multiple
responsibilities at the terminals/yards, to include fitness for duty checks, rule compliance
checks in the yards and terminals, supervision and QA/QC with verification assurance of
predeparture inspections, and other terminal/yard duties as needed.

There is currently no verification process for safety-critical information (operational
changes, general orders, etc.) issued via radio to operators in the field.

The controllers do not have all of their required duties documented in the controller
manual. The controller manual should be reviewed, revised to include procedures for all
required duties, and reissued. It should also be reviewed for currency annually the same
as all other critical documentation in RTRA.
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10.

11.

12.

13.

14.

15.

16.

17.

Shift changes in the OCC/MOC introduce the opportunity for hazards. Controllers do not
have a specific task requirement to provide information between shifts, or verification
that they have transmitted all critical information to their replacements. Controllers'
receipt of critical information, such as track allocation and other bulletins and critical
information about their shift when they come on duty is also not verified. The shift
change in the morning also occurs at a critical time (6:30 AM), during the AM
pullout/morning rush hour, when the demands on the control center and the whole system
are increased. This situation provides opportunity for error that can result in critical safety
hazards. This situation needs to be immediately addressed.

Cross training for all personnel working in the OCC/MOC is recommended so that all
persons have knowledge of all the other functions. This can be critical in emergencies
and when there may be a critical shortage of personnel for any reason. This is all the
more critical since SOPs and EOPs are not readily available to all personnel in the control
center.

There is no emergency plan specific to the control center and its personnel and
responsibilities for either the JGB location or the new location in CTF. There was also a
lack of knowledge of emergency evacuation plans and procedures among employees at
the terminals.

All documentation for RTRA must be reviewed annually and revised as needed. SOPs for
the process and documentation of its implementation are required.

All RTRA documentation must be reviewed by the safety department and MTPD for
compliance with the SSPP and the SEPP.

The QC program in RTRA needs to have all of its requirements and SOPs documented. A
QC manual is recommended for this process.

A training policy and procedures to cover all RTRA positions, including management, is
needed.

The audit team recommends that the employee train departure times be revisited to give
station managers adequate time to perform station checks before opening. The 4:50 train
from Brentwood does not allow for sufficient time for station managers on that train to do
proper pre-opening inspections and correct any hazards or deficiencies prior to opening
the station to patrons.

The audit team also observed that not all WMATA personnel on duty on property in the
terminals and yards were wearing proper safety gear, including vests. Many of the
employees were not RTRA (employees included PLNT, TSSM and CMNT) but overall,
this situation indicates a lack of adequate and attentive supervision, QC and safety
awareness.
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18.

19.

In the area of the MOC, the Assistant Superintendent noted a function of recording "high
BCH" errors for the track circuitry. When questioned, he said he did not really know
what they were, but that a "high number" of them were reason or concern. Bose-
Chaudhuri-Hocquenghem (BCH) code is often used to detect anomalies in circuitry.
Circuits employ the BCH code to identify and correct multiple random bit errors. High
numbers of errors of this type can indicate serious failures or anomalies in the track
circuitry system; however, the position tasked with identifying criticality in these errors is
not provided training or full awareness of that criticality. The "high number" was not
defined, but rather, the AS's untrained judgment is providing oversight in this safety-
critical area. The audit team recommends that more training be provided in the track
circuitry to all MOC personnel, including Superintendents and Assistant Superintendents
to address this hazard

The Assistant Superintendents still use paper logs in the control center. The audit team
recommends that electronic logs be used, and that quality checks be performed on them,
since their use is required. In addition, RTRA should document all duties of
Superintendents and Assistant Superintendents in methodologies for the department.
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APPENDIX A
COMPLETED INTERNAL AUDIT CHECKLISTS

February 1, 2011



Appendix A — Completed Internal Audit Checklists

WMATA System Safety Program

Internal Safety & Security Audit Report
Auditors: Nichols, McCoy, McKee, Adams, Kelley
Date of Audit: 8-25-10

Department: ATC/Signals Compliance Comments
Participants: Nabb, Flanders, Savina 1 2 3
Mo maintenance policy in place; In many cases, OAPs are really policy documents rather than specific procedures;
1. Maintenance Policy established for X discrepancy between the documents available on the intranet, in other departments and in TSSM. Also, overall, there is
a. MMIS scheduling/tracking processes no integration of the safety & security functions in the OAPs. Maximo manual exists, but need SOPs for verfying pars
hefore taking them into the field for use

b.  Signal system & component inspection reports X PM 200-3
c.  Signal system & component failures and ¥ Done in Maximo; mean time between failures; can be done by component; railcar engineering (CENV);, ATC needs to have

failure trend analysis S0OPs developed for this process with engineering.
d. Priaoritization of critical repairs X MNeed S0Ps for pricrtization of critical repairs; should be distributed for use in MOC also for revenue repairs
e QA/QUGC X Supenvision is not in the field; have to stay at a computer to receive work orders & allocate work. No blackberries; In

; development; supervisors, managers in field to observe; written SOPs needed

f.  Operational Coondination X Through MOC; however, the GOTRS process does not have formal procedures and documeniation.
g. Coordination with Safety Department and

Procurement incl. special'substitute/ X Mo formal coordination in any area except for Engineening Review Board; no documented SOPs

replacement paris and equipment
h. Harard management, method established to

frack and resolve open hazard issues X No formal SOPs
L Erﬁf;nrg‘”‘d maintenance and work-around X No formal document management of deferrals; PMs can be deferred for more than 30 days using current practices
i Scheduled maintenance adherence criteria X 88% ; no written policy
k. Life-cycle program plan X NO; IRPG does life cycle planning; not necessarily shared with safety or ATC
l. E;?ﬁgummn Management and Document X NO SOPs for ATC review of PMs
m. Preventive maintenance program

revisionsfreviews/modifications control and X See above

approval processes
n.  Signal system rehabs, rebuilds & overhaul .

program plan X IRPG; no SOPs
0. Signals system component of Safety

Cerification, including plans/proceduras for all X IRPG does capital acquisition; no SOPs for participation by ATC

necessary cerifications

o . S . — Produce 1% report for employees; in 7 days there is a formal accident report & correciive action; MOC dispaiches ATC
p.  Participation in zccidentiincident investigation |- X work crew to site of operational incidents 1o do an assessment. verify safty circuits & other items.
] ] l Mone currently in place other than OAPs; need to develop standards and criteria for all ATC work;, develop safety critical

q. Management of Signals Maintenance: ) ; ]

Standards, SOPs, work methodologies X gr;«;%ss and procedures and ensure that these standards are in place, used and not deviated from without approval of
r.  Safety goals & accountability X

1 = Compliance 2 = Non-compliance 3 = Unable to Audit
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WMATA System Safety Program

Internal Safety & Security Audit Report
Auditors: Michols, McCoy, McKee, Adams, Kelley

Date of Audit: 8-25-10

Department: ATC/Signals Compliance
Participants: Nabb, Flanders, Savina 1 2 3 Comments
2. Signal, Switch & Equipment
Inspections X Yes; need to have access to AIMS system for diagnostic purposes which they do not currently (AIMS controlled by
a. Checklist for all 5 & S inspections and engineering). Curmently cannot do proper diagnosis without it.
maintenance established & SOPs used
b. Maintenance rules and procedures
established and available at all times to X
maintenance personnel
¢. Inspections performed at prescribed
intervals, or at regularly scheduled
intervals for:
. Grade Xings (Yards) Every 80 days (overay circuit) for grade X
. Track circuitryftrain control reoms X Signals 90 days, TCRs weekly also interlockings
+  Signals, signal locks, interlockings, Ground fault testing monthly each train control room has them; check ground detectors
housings, switches
. Ground Detectors
L Hi-rail & non-revenue vehicles
4 Meaaering: arounds X Meggering program in planning; in *12 budget ; grounds need to be checked when ground detectors are checked—in the
: ggenng. @ process of starting those inspections: Both areas are critical and need to be addressed immediately
- Supenvisor for the shift goes inte Maximo; manager closes it; 3 point shunt test is in place, but employees in the field are
€ SOP-S & Standards for QA/QI (testing of X not familiar with the reason for its use; reset procedure for Branch Avenue is not consistent with other resets for the Control
repairs) Board: special procedures for any CBs deviating from the norm need to be captured
f.  Engineenng support and coordination ; ) i
established, SOPs X Through CENVY, need SOPs for all interacfions.
g. Supervisor spot check SOPs and X No SOP currently in place
documentation
h. Toolbox meetings, SOPs and o i i
documentation/Rule of day/week X Mo SOPs & debriefs, escort procedure is not provided to everyone
i.  Participation on safety committes, SOPs X
J- SOPs for response to signal system X
failure on mainline
k. Train control room SOPs X
I Systems maintenance records SOPs X ﬁ%rﬂg #:L:r‘[[ljzégmr}ﬁt E::ﬂ gjuggrr:ttg] :cept in Maximo; Train control room data is not currently stored electronically; recommend
m. Cranking/Blocking SOP X

1 =Compliance 2= Non-compliance 3 = Unable to Audit
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Appendix A — Completed Internal Audit Checklists

WMATA System Safety Program

Internal Safety & Security Audit Report
Auditors: Nichols, McCoy, McKee, Adams, Kelley

Date of Audit: 8-25-10

Department: ATC/Signals Compliance
Participants: Nabb, Flanders, Savina 1 2 3 Comments
3. Maintenance Facilities
a. lE;;_acuatlon ?Ians and pr?cefdures. . t Emergency notifications are not made in Train Control Rooms that are not in stations because they lack PA's. SOP needs
including use of emergencyisa ".ET'-"'r equipmen X 1o be developed to address emergency notifications through MOC in the case of emergencies on the system affecting
[fire ext., fire hoses, lighting & signage, those in TCR's outside stations. TSSM Building has no adequate facility emergency plan and no SOPs fo support it.
escape routes]; Evacuation drills held, SOPs
& schedules
4. Maintenance Training X Lone workers are not allowed only by an e-mail procadure: NEED TO issue bulleting need to ensure that thers are no lone
a. Safety rules and procedures workers and that MOC has this procedure in writing so ATC teams are not asked to go out alone.

+«  Safety rulebook/handbook X MSRPH, annual cert.

. High voltage X Recommend adding to the training program, especially for meggering & ground procedures.

+  ROW track access X

« 5 & 5 Equipment x Technical training

= D&APolicy X

. PM Criticality/Deferment X Mo current policy or training

*  StructuresiFacilities Train conirol rooms-technical fraining

. Mon-revenue vehicles, including _ )

mator vehicles Hi-rail, non-revenue vehicles
*  Hand/small tools b4 Insulated Tools! not small tools
+ CPR-AED, first aid x Recommended to be required system-wide
Recommend beginning the EAP program once on board of fatigue; severe understaffing. Have done a man hours
. Fitness for duty/fatigue awareness X analysis and need 42 ATC employees to meet minimum work requirements for current scheduled inspections and repairs.
Current staffing levels are lower than that.
. Lockoutftagout x On snowmetter PMI

1 =Compliance 2 =Non-compliance 3 = Unable to Audit
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Appendix A — Completed Internal Audit Checklists

WMATA System Safety Program

Internal Safety & Security Audit Report
Auditors: MNichols, McCoy, McKee, Adams, Kelley

Date of Audit: 8-25-10

Department: ATC/Signals
Participants: Mabb, Flanders, Savina

Compliance
1 2 3

Comments

b.

Training with area emergency
responders developed, coordinated,
implemented and documented.

X

Coordinate with Emergency Management to ensure responders have training in TCRs

Initial and refresher training
programs developed, with lesson
plans

205-3 Development SOP; currently only refresher training is rules cerification and d&a; having ATC workers out in the field
without their full training can create a hazard; need to ensure that all ATC waorkers are fully trained. Resources need to be
allocated to ensure this occurs.

Training matrix/schedule developed

Train-the-trainer program

Mone in place

Safety rule testing SOPs and
documentation

Should inform MOC and/or supervisors o ensure concems are addressed;, MSRPH

Safety Division reviews conducted of
maintenance safety training programs;
S0OPs for training schedule notification to
Safety [coordination with Safety]

Mo reviews or SOPs

Coordination with maintenance
management, engineering &
procurement

Mo S0Ps

SOPs for regular review, update and
approval of training programs

Mo S0Ps

Training QA performed on training
programs & trainers

A is not performing evaluations cumently of ATC training

Training QA performed on trainees

Need SOPs for supervisor checks

Training records documentation,
including signoffs, properly controlled
and maintained. Centralization of
records.

205-2

m. Self certification program in place

Training pass/fail and
certification/decertification criteria
developed

TH% It is the strong recommendation that the pass-fail critena, especially for safety-critical areas, be re-evaluated with the
input of safety.

1 =Compliance 2= Non-compliance 3 = Unable to Audit
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Appendix A — Completed Internal Audit Checklists

WMATA System Safety Program

Internal Safety & Security Audit Report
Auditors: Nichols, McCoy, McKee, Adams, Kelley
Date of Audit: 8-25-10

Department: ATC/ Signals
Participants: Nabb, Flanders, Savina

Compliance
Comments
1 2 3

On-the-Job (OJT) training criteria
established and documented

X Mot using a formal journeyman program, and the OJT program in place is not well documented

OJT training documented

X Mo documentation

Training for contractors working on
signals

Training for contractors properly
documented, maintained and
controlled

Maintenance training disciplinary
criteria, guidelines and procedures
established

Refraining programs and procedures
developed, criteria established, and
records properly controlled and
maintained [medical, LOA, etc ]

X Mo current policy other than rules and D&A

5. Interdepartmental/lnteragency
Coordination
a.

Safety Department
Procedure/policy/process reviews
Other

X Meed SOPs

Transit Police

>

Meed SOPs

Emergency Responders, Hospitals

X Meed SOPs

Hazmat Response

CMNT

~lolalo|o|e .

Track, structures, Power, AFC,
SAMS

Transportation/Operations/MOC

o A o Y

1 =Compliance 2= Non-compliance 3 = Unable to Audit
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Appendix A — Completed Internal Audit Checklists

WMATA System Safety Program
Internal Safety & Security Audit Report
Auditors: Nichols, McCoy, McKee, Adams, Kelley

Date of Audit: 8-25-10

Department: ATC/ Signals
Participants: Mabb, Flanders, Savina

Compliance
Comments
1 2 3

6.
a.

Hazmat/Industrial Hygiene
MSDS on file & available for all
materials in shop

X MNeed SOP s for the field work—MSDS is not available in the field

b.

Safety participates in the selection,
approval and procurement of
hazmats, SOPs established

Hazmat training provided; safety
participates in development and
review of programs; SOPs

Ergonomics/human factors
programs & training

X Call safety when neesded

QASSupervisor spot checks for
proper hazmat, PPE, other
conducted, SOPs

X No SOP in place

Other hazard potentialfjob hazard
analyses performed

X Mot cumently done, recommend be requested from AON; Because of understaffing, fatigue is a severe problem in ATC

1=Compliance 2 =Non-compliance 3 = Unable to Audit
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Appendix A — Completed Internal Audit Checklists

WMATA System Safety Program

Internal Safety & Security Audit Report
Auditors: MNichols, McCoy, McKee, Adams, Kelley

Date of Audit: 8-25-10

. Compliance
Department: ATC/Signals e
Participants: Mabb, Flanders, Savina 1 2 3
7. Employee Safety Programs
a. Employee accident & incident X
information, reporting and analysis
process in place
b. Hazard communications programs in X
place, including high-tension safety
C. Hazar_d and safety CONcems X Safety hotiine
reporting procedures in place
g. QA/QliacC
a. SOPs for participation in end user X No SOPs
approval process
b. EE rr»in;:gt;:markeb’eqmpm ent x Engineering support is from ENSS; insufficient at this time; ENSS is shared among TS5M deparimenis
: P MNo SOPs; Currently no forward supply points; no coordination with procuremeni—ayoffs in procurement have caused a
¢. Warehousing/parts storage policies x backlog in ordering so sometimes there are 28 — 30 weeks to wait for some paris. ATC is operating without some circuits
and procedures due to shortages of critical parts. Also, the Metro Supply Facility may closs in bad weather & on weskends.
d. g:;iitg&m“cal policy/ processes X Informally using a standard of 100%; neads ot be documentad inthe Maintenance policy
g. Calibration Program b4 All calibration done by SAMS (shops & Material Support)fSOPs & equipment idenfified

1 =Compliance 2 = Non-compliance 3 = Unable to Audit
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Appendix A — Completed Internal Audit Checklists

WMATA System Safety Program

Internal Safety & Security Audit Report
Auditors: Nichols, McCoy, McKee, Adams, Kelley
Date of Audit: 8-25-10

. . Compliance
Department: ATC/Signals T
Participants: Nabb, Flanders, Savina 1 2 3
9. Security Inventory daily of test equipment, will be more defined with Maximo, for radios & train control room keys; no current SOF
a. Equipmentioss prevention SOPs & X for ensuring those are returned or not misused, ' '
program
b. Employee Sec_u .rlty; Personal safety x Mo current security awareness training for ATC personnel.
awareness training for personnel
c. Security training X Mone in place, need MERT, NIMS, workplace violence training
d. Security Task force participation X Address in safety meetings
e. Property trespass SOPs established,
implemented, enforced, tracked & X WMATA OAPs, policies
managed
f. Facility/Shop area security
design/redesign criteria established X | IRPGICPTED
and implemented
g. Contingency plans for security
threats o ] ) ] i
i Bomb threat Mo SOF for notification from MOC/OCC for employees in non-public areas, like train control rooms. OCC does not need fo
X be nofified for entry inte bus garages and parking facilities—emergency notification procedures need revision to include all
. Hostage . ) areas of access for employees. Need departmental SOPs to support the COOP
h. Communications failures, partial &
total
iii.  Signal failure “code 347 X 204-1 #301
i.  Winter response X 204-1 #306
J- Derailment response (ATC) X 204-1 #307

1 =Compliance 2 = Non-compliance 3 = Unable to Audit
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Appendix A — Completed Internal Audit Checklists

WMATA System Safety Program

Internal Safety & Security Audit Report
Auditors: Michols, McCoy, McKee, Adams, Kelley

Date of Audit: 8-23-10

Department: Railcar Maintenance Compliance
Participants: Garzone, George, Grey 1 2 3 Comments
Mo maintenance policy in place; In many cases, OAPs are really policy documents rather than specific procedurss,
1. Maintenance Policy established for % discrepancies between the documents available on the intranet, in other depariments and in TSSM. Also, overall, there is
a. MMIS schedulingftracking processes no integration of the safety & security functions in the OAPs. SOPs not reviewed by safety, many are dated 2000 or some
older; Have a manual for Maximo, but they are not using Maximo to its full potential because training is limited.
. _— ; " Cwerall the instructions are good and provide adequate safety and waming instructions. However, there ar e not checklists
b.  Equipment inspection reports X only a sign-off sheet; supenvisors should sign off.
c. Equipment, part and procedure failures and X 202-5: repeat failures defined as “2X in 7 days”; need to better define, preferably by component & subsystem, with the
failure trend analysis support of QA and Engineening
200-5 CMNT or Superintendent is tasked with prioritization of critical repairs; however there is no specific procedural
d. Priortization of critical repairs x guidance or standards, and the superintendents are not trained in prioritization; Safety-critical parts/processes list needs to
be developed with the support of engineering and QA
QAAW provides limited QA support for procedures at this time; will be expanded to cover the other necessary areas such
e. QAQIQC x as training. Supervizion, SOP for signoff, management review, no SOPS- need to develop supernvision manual with SOPs,
which can also be used as a training document for sueprvisors.
f. Corrective maintenance S0P X 200-5
g. Yard Control & Operational Activities x OAPs
— — —
. SFODD;S:_:?:E; “T;'LI“:ET:W SDwfilng :J..andsﬁ'tutei CENVY coordinates with procurement! safety review; the Engineering Review Board curmrently has a safety member
’ g spe participating, but there are no formal S0Ps or membership. Formal documentation needs to be developed.
replacement parts and eguipment
I Method_e.stabllshed to track and resclve open x 200-5 page 3: closed by supenvisor or mechanic by signing WO; no formal procedure. training
hazard issues
. . QAP 202-6 no indication of standards or criteria or list of critical maintenance; supervisors decide but thers is no training
- Dt_e.tre_rred maintenance and work-around x and no standards, MNeed to develop a full procedure that does not indicate that pullout determines the use of a carin a
cnena deferred maintenance mode
k. Scheduled maintenance adherence criteria X 200-3: “not exceeded except by authorization of AGM™; does not state what is differed (refer to j)
) Configuration management for the departiment is handled by CENV; no evidence of SOP for annual review and revision of
I Configuration Management/Document Control X all CMNT policies and proceduras; also no review of documents by safety & security
m. Prgvgnhue rr!alntenam_:e program OAP states “periodic” review of maintenance service instructions (MS1)-by Jan 31 of each year; no evidence presented that
revisions/reviews/modifications control and x the SOP was being followed
approval processes - g
n. S;ﬁrhaul program plan/ Life-cycle program X Component overhaul is on PMIs; NO evidence presented of full life-cycle planning, including midlife/rehal.
i [
o Eg;ﬂ%ig?gﬁeiﬁgmﬂnegﬁf i_:;if:.fwmcedurw WMATA safety certification program & SOP, but there are no S0Ps in CMNT for participation as end users.
far all n :sa cert"r;ﬁcﬁtio?'ls inEIudin = x IRPG handles capital improvements; CMNT does not have access to their processes. QA is not currently participating in
ry T g the cerification of the 7000 senes car, this is a critical oversight.
overhauls, purchase of AFC equipment, efc.
There are SOPs for investigation of employes accidents and incidents, but the quality of the investigations and reports is
p. Participation in accidentfincident investigation x poor; Training for supervizors who write reports is needed. OAPs cover CMNT participation in mainline incidents, no
intermal direction.
g. Management of Maintenance: Standards, X 100-1 SOF on S0OPs has a review & approval process; no instruction to change updatefrevision info, no distribution, no
S0OPs, work methodologies safety or secunty input; CMNT has no methedologies or guidance for management of the department
r. Safety goals & accountability x

_ 1 =Compliance 2=MNon-compliance 3 = Unable to Audit
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Appendix A — Completed Internal Audit Checklists

WMATA System Safety Program

Internal Safety & Security Audit Report
Auditors: Michols, McCoy, McKee, Adams, Kelley

Date of Audit: 8-23-10

Department: Railcar Maintenance
Participants; Garzone, George, Grey

Compliance

1

2

3

Comments

2. Equipment Inspections
a.

Checklist for all equipment
inspections established & PM SOPs
used

Mo checklists for daily inspections

Maintenance rules and procedures
established and available at all times
to maintenance personnel

MSRPH

Inspections performed at prescribed
intervals, or at regularly scheduled
intervals for:

" Railcars [daity-weskly-annual)
Wheels & Trucks

Brakes, Slip-Shide

Safety Equipment

Emengency Exts/Procedures/Fire Eqp
Dhoors

Electrical systems (some daily, all others)
PA/Communications Eqp

Propulsion

ATC

Forklifts, cranes

Locomotives, hi-rail & non-revenue
wehicles, money traim

S0Ps & Standards for testing of
repaired vehicles (QA/QI)

Engineering support and
coordination established, SOPs

Through CEMNY, but currently no SOP for safety padicipation in engineering support process; ensure that this is developed.

Supervisor spot check SOPs and
documentation

Mo S0Ps for supervisors

Toolbox meetings, SOPs and
documentation

h.

Participation on safety committee

Rule of day/week

>| = >

J-

SOPs for recovery on the mainline

X

QAR

1= Compliance 2 = Non-compliance 3 = Unable to Audit
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Appendix A — Completed Internal Audit Checklists

WMATA System Safety Program

Internal Safety & Security Audit Report
Auditors: Michols, McCoy, McKee, Adams, Kelley

Date of Audit: 8-23-10

Department; Railcar Maintenance

Compliance

Participants: Garzone, George, Grey 1 2 3 R
3 Maintenance Facilities
d. Facilities fireflife safety inspections conducted X
in-house on a regularly scheduled basis,
50Ps and checklists, doc. control, etc.
. o 200-21: training OAP, which is very general; not a formal training policy or procedures, which are needed
4. Maintenance Training X CENV: Engineering department is handling all training through TTDC; CMMT says that it provides input, but no copies of
a. Safet}r rules and procedures fraining programs were provided and there was little knowledge on the part of management of what training CMNT
employees received, other than diversity training and drug & alcohol training
+  Safety rulebookhandbook X Technicians are trained in applicable rules
. E ced il X Biannual; run by safety; apparently no fire marshals at GBLT; no S0OPs for the facility, supervisors are accountable for their
MErgEncy proceduresinlls employees but have no SOPs; OEM (emergency management) should provide SOPs and provide better fraining for CMNT
«  CarWash/Car cleaners X
*  Blue flag X
*  High voltage X
*  ROW track access X
*  Yard Control X
+ Ladders X Mo ladder training
+  Forklifis X
+  Cranesfrigging strapping X Mo technical training
* OSHA/PPE/Confined Spaces x
+  PM Criticality/Deferment X Mo training information was provided for this area.
y ::Im;rre::r:};i:rehlcles, including x Defensive driving is recommended for all employees required to operate motor vehicles for WMATA
«  Small tooks A Mo small tool training for techs
*  Floor tools X
. Hazmat/Bloodbome pathogens X
*  Whesl Pressitrue/bore X
*  Trucks X
« D& A Policy x
« CPR. AED & first aid X CPRJFirst aid recommended for all employees at WMATA

1=Compliance 2 = Non-compliance 3 = Unable to Audit
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Appendix A — Completed Internal Audit Checklists

WMATA System Safety Program

Internal Safety & Security Audit Report
Auditors: Michols, McCoy, McKee, Adams, Kelley

Date of Audit: 8-23-10

Department: Railcar Maintenance

Participants: Garzone, George, Grey

Compliance
1 2 3

Comments

b. Coordination with area emergency
responders for training

Meed to coordinates with OEM to ensure that first responders are infroduced to hazards and configuration im CMNT
facilities

c. Initial and refresher training programs
developed, with lesson plans

Initial training is in place; however, there is a need to identify needed refresher training, including emergency mgmt

d. Training matrix’schedule developed

Meeds to be developed for CMNT

Train-the-trainer program

Technical training & OJT

f. Safety rule testing SOPs and
documentation

> o (x| x| X

Mo S0Ps in place for challenging rules and procedures as unsafe or in need of update/change

g. Operational rules/procedures testing

h. Safety Dept reviews conducted of
maintenance safety training programs;
S0Ps for training schedule notification to
Safety [coordination with Safety]

Mot currently conducted.

i. Coordination with maintenance
management, engineering &
procurement

j. SOPs for regular review, update and
approval of OAPs

Provided no evidence of regular review and update

k. Training QA performed on training
programs

200-21; not presently performed by QA

I.  Training QA performed on trainees

200-21 “Instructors are responsible for follow-up evaluation™, 205-5 fraining QA

m. Training records documentation,
including signoffs, properly confrolled
and maintained. Centralization.

n. Self certification program in place

0. Training pass/fail and
certification/decertification criteria
developed

200-21 “pass fail criteria varies—in general 75%." It is the strong recommendation that the pass-fail critenia, especially for
safety-critical areas, be re-evaluated with the input of safety.

1= Compliance 2 =Non-compliance 3 = Unable to Audit

February 1, 2011



Appendix A — Completed Internal Audit Checklists

WMATA System Safety Program

Internal Safety & Security Audit Report
Auditors: Nichols, McCoy, McKee, Adams, Kelley

Date of Audit: 8-23-10

Department: Railcar Maintenance Compliance Comments
Participants: Garzone, George, Grey 1 2 3
p. On-the-Job (OJT) training criteria
- Mo formal process for CJT
established and documentad X P
g. OJT training documented X Mo decumentation
. Training for contractors working in X Mathing formal, safety briefing for visitors does not have formal documentation and is not documented when it occurs
shop or yards
5. Training for contractors properly
documented, maintained and X Mo formal training
controlled
t. Maintenance training disciplinary
criteria, guidelines and procedures X
established
u. Retraining programs and procedures
developed, criteria established, and X Mo policy or procedures for technical training; only item that is re-trained is D&A per 49 CFR 655 for leave greater than 30
records properly controlled and days
maintained [medical, LOA, eic ]
5. Interdepartmental/interagency
Coordination
a. Safety Department X SOPs not reviewsd by safety, MTPD, other departments
+ Procedure/policy/process reviews
« (Other
b.  Transit Police X Mo SOPs
c. IPRG X Mo SOPs
d. Hazmat Response X
e Track & Structures X Through the MOC via the QAP
f. Power, ATC, AFC X MOC
g. Transportation X MOC
h. PLNT X MOC
i. Treasury, Fare collection X Mo SOP for scheduled delivery of money trains for maintenance

1= Compliance 2 = Non-compliance 3 = Unable to Audit
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Appendix A — Completed Internal Audit Checklists

WMATA System Safety Program

Internal Safety & Security Audit Report
Auditors: Nichols, McCoy, McKee, Adams, Kelley
Date of Audit: 8-23-10

Department: Railcar Maintenance

Compliance

Participants: Garzone, George, Grey 1 2 3 Comments

6. Hazmat/Industrial Hygiene
a. MSDS on file & available for all X
materials in shop

b. Safety participates in the selection,
approval and procurement of X
hazmats, SOPs established

c. Hazmat training provided; safety
participates in development and X
review of programs; SOPs

d. Waste Management program and
S0OPs

e. Spill containment procedures &
training

f.  Ergonomics/human factors
programs & training

g. Emergency/evacuation SOPs for
hazmat contamination developed X
and drills held

h. QA/Supervisor spot checks for
proper hazmat, PPE, other
industrial compliance conducted,
S0Ps

x Mo S0Ps; this is a critical intermal QA process.

i.  Environmental/air quality analysis
performed to establish hazard X
potential

J- Other hazard potential/job hazard X Mot currently done, not required per the SSPP, but A0N ((WMATA insurer) provides Job safety analyses upon reguest—
analyses performed recommend that CMMNT access this service

1=Compliance 2 =Non-compliance 3 = Unable to Audit
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Appendix A — Completed Internal Audit Checklists

WMATA System Safety Program

Internal Safety & Security Audit Report
Auditors: Nichols, McCoy, McKee, Adams, Kelley

Date of Audit: 8-23-10

Department: Railcar Maintenance Compliance Comments
Participants: Garzone, George, Grey 1 2 3
7. Employee Safety Programs
a. Employee accident & incident X Refer to earlier comment that supervisors need more training; including the accident investigation and reporting function in
information, reporting and analysis the supervisor SOPs and training them in proper technigues is needed.
process in place
b. Hazard communications programs in X
place, including high voltage safety.
c. Hazard and safety concems - R
. - fety hotline is in pl
reporting procedures in place X Safety hotline is in place
8. QA/Qliac
a. Participation in vendor QA processes x
established
b. 2;531:;[;35;223“0” in end user X 200-18 vendar training; recommend expand to cover mare areas of the end user process
. gl;:;ﬂé:;tggmarkeb’eqmpment X QAfengineering OAPs
d. Warehousing/parts storage policies N/A Satellite facility at GBLT; SREML has taken over procurement process except for small purchases; This has resulted in part
and procedures shortages and difficulty obtaining parts for on-time maintenance.
- ) Mone in place, although some parts are marked with a shelf-life, and technicians are expected to check that date. SOPs
e. Shelf-life policy X o
f. gsaigacmlcal leIC‘_f.l' Processes x Mo policy in place; can be addressed in the maintenance policy.
g. Calibration Program X SOP needs updating

1=Compliance 2 =Non-compliance 3 = Unable to Audit
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Appendix A — Completed Internal Audit Checklists

WMATA System Safety Program

Internal Safety & Security Audit Report
Auditors: Nichols, Tucci, McCoy, Mckee, Adams, Kelley

Date of Audit: 8-23-10

Department: Railcar Maintenance

Compliance

Participants: Garzone, George, Grey 1 2 3 SIE
9. Security
a. Facilities security plan established, X Facilities security plan needs to be developed.
including evacuation SOPs
b. Shop security procedures
established /Property trespass SOPs X Only per WMATA |D & access policies; no specific training provided.
established
c. Loss prevention SOPs established X SME._L.I'MTPD; recommend 1_hat procurement powers be restored to CMNT and loss prevention SOPs be developed in
addition to procurement policy and procedures
d. Personal safety awareness training X Training programs in workplace violence are recommended.
for shop personnel
e. Security task force participation X Usually addressed through the safety committee; add to SOP for safety committee
f. Shop security design/redesign ¥ | mMTED
(CPTED)
g. Contingency plans for security
threats, IﬂFlUd!ﬂg bomb threats.’ x For yards, have a PA system but no plan by facility, no SOPs; no departmental S0Ps to support the COOP process
hostage situation, communications
failures, trespass
h. Plans for regional emergency, ¥ | eoc
regional evacuation
i. Severe weather X 20212-4
J- - NIMS training X NIMS training is needed per TSA for all WMATA employees.

1= Compliance 2 =Non-compliance 3 = Unable to Audit
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Appendix A — Completed Internal Audit Checklists

WMATA System Safety Program

Internal Safety & Security Audit Report
Auditors: Nichols, McCoy, McKee, Adams, Kelley

Date of Audit: 5-23-10

Depariment: Communications Compliance
Participants: Nabb, Johnson 1 2 3 Comments
Mo maintenance policy in place; In many cases, OAPs are really policy documents rather than specific procedures;
1. Maintenance Policy established for % dizscrepancy between the documents available on the intranet, in other departments and in TSSM. Also, overall, there is
a. MMIS schedulingfiracking processes no integration of the safety & security functions in the OAPs. SOPs not reviewed by safety, many are dated 2000 or some
older; Have a manual for Maximo, but they are not using Maxime to its full potential because training is limited.
b.  Communications system & component ¥ COMM has QA and staffing issues; supervizors are not fee to spend enough time in the field to properly supervise
inapection reports mechanics, the use of the PM procedures and checklists in the field is not enforced.
£ Comm_unlcatlnns Eap &_cnmpcnent failures X Mo SOP in place for failure trend analysis
and failure trend analysis
d. Priortization of critical repairs X Mo formal SOPs; supervisors are expected to do it or mechanics in the fisld
Mone done at departmental level-inadequate supervision. COMM has QA and staffing issues; supervisors are not free to
e. QAQIQC X spend enough time in the field to properly supervise mechanics; the use of the PM procedures and checklists in the field is
not uniformly enforced.
f. Operational Coordination X Mo SOP for GOTRS; needs to be formalized
g. Coordination with Safety Depariment and
Procurement on specialisubstitute/ X Mo SOP and is not consistently performed
replacement parts and equipment
h.  Hazard management, method 'T:'S[ﬁb“smd to X Mo procedures, no training, No SOPs for hazard assessment, management, pricrtizations, etc.
tfrack and resclve open hazard issues
i Dt_are_rred maintenance and work-around X No procedures or standards
criteria
Use Maximo, AGS reports 98% compliance, however, there is no mechanism in place to ensure that the standards are
i Scheduled maintenance adherence criteria X met, and no procedure to account for deferral. Mo verification was available other than the reported compliance because
no S0P exists.
. Mo SOP for formal coordination with IRPG. Results in systems being purchased that may not be maintainable by COMM
k. Life-cycle program plan X because they are not included in the planning process.
I. Configuration Management and Document X Lack enginesring support-all engineers were transferred to IT. COMM has to share ENSS with all other TSSM
control departments, and so have inadequate support.
m. Preventive maintenance program
revisicns/reviews/modifications control and X Mo current SOPs
approval processes
n. Communications system rehabs, rebuilds & o
overhaul program plan X No SOPs or program
o. Communications system component of Safety
Certification, including plana/procedures for all X See k above.
necessary cerfifications
p. Participation in accidentfincident investigation X
g. Management of Communications
Maintenance: Standards, SOPs, work X S0OP= not reviewed by safety; no management methodologies
methodologies
r. Safety goals & accountability X

1= Compliance 2= Non-compliance 3= Unable to Audit

February 1, 2011




Appendix A — Completed Internal Audit Checklists

WMATA System Safety Program
Internal Safety & Security Audit Report
Auditors: Nichols, McCoy, McKee, Adams, Kelley

Date of Audit: 5-23-10

Depariment: Communications
Participants: Mabb, Johnson

Compliance

1

2

3

Comments

2. Communications Equipment

Inspections

a. Checklist for all inspections and
maintenance established & S0Ps used

Meeds annual review ad update per OAP & system safety configuration management requirements.

b. Maintenance rules and proceduras
established and available at all times to
maintenance personnel

MSRPH

¢. Inspections performed at prescribed
intervals, or at reqularly scheduled
intervals for:

All functions have specified ingpections, S0OPs, standards and inspections are performed; see bulleted list below.

" Emengency Trp station phones

] CCTV

" Radio (Comprehensive Radio
Communications System (CRCS)

. Fire & Intrusion Alarms, annunciators

" P& Systerns (station)

" Fassenger Emergency Responss System
(PERS)

" Environmental Monitoring Systems
(Veeder Root'Gas Leaks), Methane
detection

" FPROTECT [ Securty system-sniffer)

" Hi~rail & mon-revenue vehides, including
meotor vehicles

Dead spots are identified, but not addressed adequately; understaffing has resulted in some defemred or missed preventive
maintenance and cther critical communications functicns being perfiormed. COMM should perform a staffing analysis to
ensure that staffing levels are at levels sufficient to meet preventive and unscheduled maintenance needs.

d. S0OPs & Standards for QA (testing of
repairs)

e. Engineering support and coordination
established, S0OPs

See 1L above

f. Supervisor spot check SOPs and
documentation

Meed full S0OPs for supervision (manual) and ensure that the department standard of supervisors in the field 75% of time is
met.

g. Toolbox meetings, SOPs and
documentation/Rule of dayiweek

h. Participation on safety committee, SOPs

i. S0Ps for response fo critical failures

X

Mone in place, decisions are made without formal guidance. Prioritization and critical response S0OPs are needed.

1=Compliance 2 =Non-compliance 3 = Unable to Audit

February 1, 2011



Appendix A — Completed Internal Audit Checklists

WMATA System Safety Program

Internal Safety & Security Audit Report
Auditors: Michols, McCoy, McKee, Adams, Kelley

Date of Audit: 8-23-10

L Compliance
Depariment: Communications Comments
Participants: Mabb, Johnson 1 2 3
3. Maintenance Facilities/Shops
Evacuation plans and procedures, including
use of emergencyl/safety equipment [fire ext., X Deficiencies in COMM rooms are reported through MOC;
fire hoses, lighting & signage, escape routes];
Evacuation drills held, S0OPs & schedules
4. Maintenance Training X
a. Safety rules and procedures
+  Safety rulebook/handbook x
. High voltage gloves (hot sticking) X
+  ROW track access X
« D& A Policy X
. PM Criticality/Deferment x Mo policy, guidelines or procedure.
. MNon-revenue vehicles, including A
motor vehicles X Hi-rail, off-road
. Hand/amall tools x Mo formal training! formal training from vendor when new WMATA-owned tools are purchased
+  CPR-AED, first aid X Recommend CPR, AED & First Aid for all WMATA employees
. Fitness for duty/fatigue awareness X Strongly recommend for COMM short staffing has led to lots of overtime
. Lockoutftagout x Mo formal SOPfraining
COMM employees are expected to do firewatch—none have formal training, those who have done it are trained on the
. Fi tch X spot by the County or City fire inspectors. However, this is not the most efficient use of COMM workers’ time in a
re walc department where severe understaffing has led to chronic problems with meeting scheduled and maintenance and critical
repairs.

1= Compliance 2 =Non-compliance 3 = Unable to Audit

February 1, 2011



Appendix A — Completed Internal Audit Checklists

WMATA System Safety Program
Internal Safety & Security Audit Report
Auditors: Nichols, McKee, Adams, Kelley

Date of Audit: 8-23-10

Deparment: Communications
Participants: Nabb, Johnson

Compliance

1

2

3

Comments

b.

Training with area emergency
responders developed, coordinated,
implemented and documented.

X

Emergency responders not trained in COMM rooms-0EM responsibility

Initial and refresher training
programs developed, with lesson
plans

Training matrix’schedule developed

Train-the-trainer program

Mo formal program

Safety rule testing SOPs and
documentation

Mo formal SOPs

Operational rules/procedures training

Safety Division reviews conducted of
maintenance safety training programs;
S0Ps for training schedule notification to
Safety [coordination with Safety]

Mo formal SOPs

Coordination with maintenance
management, engineering &
procurement

Mo formal SOPs

S0OPs for regular review, update and
approval of fraining programs

Mo formal SOPs

Training QA performed on fraining
programs & trainers

Mo formal SOPs

Training QA performed on trainees

Informal by supervisors

. Training records documentation,

including signoffs, properly controlled
and maintained. Centralization of
records.

Self certification program in place

Training pass/fail and
certification/decertification criteria
developed

75% set by OAP; needs erview & revision & approval by safety

1= Compliance 2 =Non-compliance 3 = Unable to Audit

February 1, 2011



Appendix A — Completed Internal Audit Checklists

WMATA System Safety Program
Internal Safety & Security Audit Report
Auditors: Nichols, McCoy, McKee, Adams, Kelley

Date of Audit: 8-23-10

Depariment: Communications
Participants: MNabb, Johnson

Compliance
Comments
1 2 3

On-the-Job (OJT) training criteria
established and documented

x Meed to formalize current program for mechanic helpers

OJT training documented

x Meed to document all OJT programs.

Training for contractors working in
COMM

x ROW training needed.

Training for contractors properly
documented, maintained and
controlled

x MNeed to document contractor training.

Maintenance training disciplinary
criteria, guidelines and procedures
established

Retraining programs and procedures
developed, criteria established, and
records properly controlled and
maintained [medical, LOA, eic ]

X Mo policy or procedures for technical training; only item that is re-trained is D&A per 49 CFR 655 for leave greater than 30
days

F-"

5. Interdepartmental/interagency
Coordination

Safety Department
Procedure/policy/process reviews
Other

x Mo SOPs

Transit Police

x Mo SOPs

Emergency Responders, Hospitals

x Mo SOPs

Hazmat Response

CMNT

Track & structures, Power

Transportation/Operations

e

Engineering support

x Insufficient; iz shared with other depariments; no S0OPs in place

mlEle|m|elalo|o|e .

PLNT

>

1= Compliance 2 =MNon-compliance 3 = Unable to Audit
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Appendix A — Completed Internal Audit Checklists

WMATA System Safety Program

Internal Safety & Security Audit Report
Auditors: Nichols, McCoy, McKee, Adams, Kelley

Date of Audit: 8-23-10

Depariment: Communications
Participants: Mabb, Johnson

Compliance

1

2

3

Comments

6.
d.

Hazmat/Industrial Hygiene

MSDS on file & available for all
materials in shop

X

b.

Safety participates in the selection,
approval and procurement of
hazmats, SOPs established

Hazmat training provided; safety
participates in development and
review of programs; SOPs

Ergonomics/human factors
programs & training

Emergency/evacuation SOPs for
hazmat contamination developed
and drills held

QA/Supervisor spot checks for
proper hazmat, PPE, other
conducted, SOPs

Mo S0Ps

Other hazard potential/job hazard
analyses performed

1= Compliance 2= Non-compliance 3 = Unable to Audit

February 1, 2011



Appendix A — Completed Internal Audit Checklists

WMATA System Safety Program

Internal Safety & Security Audit Report
Auditors: Michols, McCoy, McKee, Adams, Kelley

Date of Audit: 8-23-10

L Compliance
Depariment: Communications Comments
Participants: Mabb, Johnson 1 2 3
7. Employee Safety Programs
a. Employee accident & incident X
information, reporting and analysis
process in place
COMM rooms were found to have many problems, including inappropriate storage, blockage of panels and exits with
b. - Industrial safety/housekeeping in X e e e e e ealaons g e e o
COMM rooms the inappropriate materials were left by IT. Access by IT perzonnel is alzo not recorded in the logs in each room per
WMATA rules, although there is evidence that they have been in to perform the installations.
c. Hazard communications programs in X
place, including high-tension safety
d. Hazard and safety concems X
reporting procedures in place
8. QAa/Qliac
a. Participation in vendor QA processes x
established
b. SOPs for participation in end user X
approval process
c. OEM/aftermarket'equipment X
fabrication
d. Warehousing/parts storage policies N/A Satellite facility at GBELT; SRML has taken over procurement process except for small purchases; This has resulted in part
and procedures shortages and difficulty obtaining parts for on-time maintenance.
e. Shelf-life policy x Mone in place, athough some parts are marked with a shelf-ife, and technicians are expected to check that date.
T gs;ig&mcal leIC‘_f.l' processes x Meed to develop a policy; can be added to maintenance policy.
g. Calibration Program X S0P needs updating

1= Compliance 2 =Non-compliance 3 = Unable to Audit

February 1, 2011




Appendix A — Completed Internal Audit Checklists

WMATA System Safety Program
Internal Safety & Security Audit Report
Auditors: Michols, McCoy, McKee, Adams, Kelley

Date of Audit: 8-23-10

- Compliance
Depariment: Communications Comments
Participants: Mabb, Johnson 1 2 3
B.Security K taken h th is litt trol and a lot of k that kept in lockbo: (for fi } and I thod of
. . eys are taken home, there is litle control and a lot of keys that are kept in lockboxes (for firemen) and no real me o
d. EQUIDFI'IEHU]DSS preventmn SOPs & X accounting for keys, reproduction, misuse or loss; no SOPs or policy; we recommended an electronic access control policy
program
b. Employee Security; Personal safety
awareness training for shop X Maone currently required; no violence in the workplace offered to employess.
personnel
c. Security Task force participation x Through safety committees, but need SOP for the committees
d. Property trespass S0OPs established,
implemented, enforced, tracked & X OAP
managed
e. Contingency plans for security
threats
i. Bomb threat
. X Mo SOPs to support the COOP.
i. Hostage = ppo
iii. Communications failures, partial &
total
f. Comm. room security/emergency X Above ground stations have PA’s for emergencies, but no SOP in place to notify COMM employees of emergencies
notification through MOC if they are in non-public areas

1= Compliance 2 =Non-compliance 3 = Unable to Audit

February 1, 2011



Appendix A — Completed Internal Audit Checklists

WMATA System Safety Program

Internal Safety & Security Audit Report

Auditors: Nichols, McCoy, McKee, Adams

Date of Audit: 8-24-10

Department: Power ., AFC & Shops and

Material Support (SAMS) F“mpz“ancg Comments
Participants: Newman, Fitch, Harmris, Taylor
Mo maintenance policy in place; In many cases, OAPs are really policy documents rather than specific procedures;
1. Maintenance Policy established for ¥ discrepancy between the documents available on the intranet, in other departments and in TSSM. Also, overall, there is
a. MMIS schedulingftracking processes no integration of the safety & security functions in the QAPs. S0Ps not reviewed by safety, many are dated 2000 or some
older; Have a manual for Maximo, but they are not using Maximo to its full potential because training is limited.
b. Inspection reports X Once SOC device is fully in place, need to develop PM procedure and checklist.
= - - - - -
¢ Failwes and Gl fend analysis % Some are cumrently done; problem with collecting failure trend by component in Power & AFC because MOC reports do not
identify them.
d. Priontization of critical repairs X Mo SOP currently in place; occurs in the field or through supervisors
Supervision is not always in the field except in power; sometimes have to stay at a computer to receive work orders &
e. QAfQlc X allocate work
f. Operational Coordination X
g. Coordination with Safety Depariment and
Procurement on special/substitute/ X EMN5S provides support, but no SOP for safiety review currently.
replacement parts and eguipment
h. Hazard Management, method established to . = .
track and resclve open hazard issues X Through Maximo, no SOPs, no training
i Deferred maintenance and work-around
criteria X Mo SOP
i Scheduled maintenance adherence criteria X
k. Life-cycle program plan MiA | performed through IRPG/Power
I. Procedure creaticn, Configuration X
Management and Document control
m. Preventive maintenance program
revisions/reviews/modifications control and X Mo S0Pz
approval processes
n. Power system rehabs, rebuilds & overhaul mwe | IrRPG
program plan
= - — -
o ,Jlafe‘q.' Cemgmt":'?' |n:|:||ud|ngb % WMATA has a safety certification SOP, but there are no S0Ps in CMNT for participation as end users.
E;rgﬁipﬁrt?;:s ures tor all necessary IRPG handles capital improvements; TSSM does not have access to their processes.
p. Paricipation in accidentfincident investigation X
g. Management of Maintenance: Standards, X 100-1 SOF on SOPs has a review & approval process; no instruction to change updatefrevigion info, no distribution, no
S0Pz, work methodologies safety or security input; no methodologies or guidance for management of the department
r. Safety goals & accountability X

1= Compliance 2= MNon-compliance 3 = Unable to Audit

February 1, 2011



Appendix A — Completed Internal Audit Checklists

WMATA System Safety Program

Internal Safety & Security Audit Report

Auditors: Nichols, McCoy, McKee, Adams

Date of Audit: 8-24-10

Department: Power . AFC & Shops and

Material Support (SAMS)
Participants: Mewman, Fitch, Harmris, Taylor

Compliance

1 2 3

Comments

2. Substation & Equipment Inspections
a.

Checklist for all inspections and
maintenance established & S0OPs
established & used

Mo SOP for customer senvice to properly route deficiencies reported to them to AFC

Maintenance rules and procedures
established and available at all times fo
maintenance personnel

Inspections performed at prescrihed
intervals, or at reqularly scheduled
intervals for:
. Substations/Equipment rooms
Emergency Trip stations
Meggering/Hi-potting
Substation Protection
Electrolysis & comosion control
Station Power
Shop Power
Emergency generators/siorage batteries/UPS
Hi-rail & non-revenue wehices
0. AFC eguipment

Safety Signage
. Bateries

— o OO0 =] C0OET e GO R —

=
Pl §

PMI's need revision, PMIs have good instructions, safety reminders, equipment, part numbers, etc.

S0P for splicing in emergencies (Power),

Mo SOP for splicing in emergencies, lithium batteries or vehicle shunting

S0OPs for lithium batteries (AFC)

Mo S0OPs for lithium batteries

S0Ps & Standards for QA/QI (testing of
repairs)

Engineering support and coordination
established, SOPs

Shared with TS5M, no S0Ps

Supenvisor spot check S0OPs and
documentation

Mo S0Ps or manual for supervizion; needed in all three disciplines

Toolbox meetings, SOPs and
documentation/Rule of dayiweek

Participation on safety commitiee, SOPs

X

S0Ps for response fo power failure,
problems and incidents on mainling, in
yards and shops, stations

X

1= Compliance 2= Non-compliance 3 = Unable to Audit
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Appendix A — Completed Internal Audit Checklists

WMATA System Safety Program

Internal Safety & Security Audit Report

Auditors: Nichols, McCoy, McKee, Adams
Date of Audit: 8-24-10

Depariment: Power . AFC & Shops and

Material Support (SAMS]

Participants: Newman, Fitch, Hamris, Taylor

Compliance

1

2

3

Comments

3. Maintenance Training
a. Safety rules and procedures

Mo training policy & procedures; SAMS has no technical fraining program to support it;

Safety rulebookihandbook

Mo specific rules training for AFC

High voltage

ROW track access

PPE

D & A Policy

H| x| | x| =

PM Criticality/Deferment

Mo S0P or training

Non-revenue vehicles, including
motor vehicles

>

Hi-rail, off-road

Hand/amall tools
Insulated tocls

Programs for AFC & SMAS also needed

CPR-AED, first aid

Recommended for all WMATA employees

Fitness for duty/fatigue awareness

D&A only, recommend fatigue awareness be required once in place

Fed tag—lockoutftagout

200-2 #16/18 lockout'tagout

1= Compliance 2 = Non-compliance 3 = Unable to Audit
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Appendix A — Completed Internal Audit Checklists

WMATA System Safety Program

Internal Safety & Security Audit Report

Auditors: Michols, McCoy, McKee, Adams
Date of Audit: 8-24-10

Department: Power . AFC & Shops and

Material Support (SAMS)
Participants: Mewman, Fitch, Harris, Taylor

Compliance

1

2

3

Comments

b.

Training with emergency responders
developed, coordinated,
implemented and documented.

X

hazards and configuration in CMNT facilities

Meed to coordinates with WMATAs Emergency Management Department to ensure that first responders are introduced to

Initial and refresher training
programs developed, with lesson
plans

dizciplinary absence, poor evaluation or QA checks, medical leave, etc.

Mo refresher training in any area; needs to be evaluated to deteri=mine thresholds for refreshers after leave of absence,

Training matrix/schedule developed

Train-the-trainer program

Program needed, especially for OJT

Safety rule testing SOPs and
documentation

Mo program currently in place

Operational rules/procedures training

Coordination is achieved through the MOC, but there is no SOP for the GOTRS process.

Safety Division reviews conducted of
maintenance safety training programs;
S0Ps for training schedule notification to
Safety [coordination with Safety]

Mo safety review of any training is performed.

Coordination with maintenance
management, engineering &
procurement for training

Some iz being done with engineering, but it is not consistent, no SOPs

SOPs for regular review, update and
approval of training programs

Mo S0Ps in place. Mo regular review and revision is conducted.

Training QA performed on fraining
programs & trainers

QA curmrently no performing training QA but is set ot begin shortly

Training QA performed on frainees

Mone is performed by trainers or by QAAW.

. Training records documentation,

including signoffs, properly controlled
and maintained. Centralization of
records.

Self-certification program in place

Training pass/fail and
certification/decertification criteria
developed

75% i=s passing for most areas. It is the strong recommendation that the pass-fail criteria, especially for safety-critical
areas, be re-evaluated with the input of safety.

1=Compliance 2 =Non-compliance 3= Unable to Audit
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Appendix A — Completed Internal Audit Checklists

WMATA System Safety Program
Internal Safety & Security Audit Report
Auditors: Nichols, McCoy, McKee, Adams
Date of Audit: 8-24-10

Depariment: Power | AFC & Shops and

Material Support (SAMS) Fﬂmﬂz”a"':g R
Participants: Newman, Fitch, Harmris, Taylor

p. On-the-Job (OJT) fraining criteria

established and documented (AFC) | % Excellent OJT documentation

q. On-the-Job (QJT) training criteria
established and documented (all X Power & SAMS should use the documentation generated in AFC as templates to document their OJT.
other departments)

r.  OJT training documented X

s. Training for contractors working on
power system/signals

t. Training for contractors properly
documented, maintained and X
controlled

u. Maintenance training disciplinary
criteria, guidelines and procedures X
established

v. Retraining programs and procedures
developed, criteria established, and
records properly controlled and
maintained [medical, LOA, eic ]

x Mo formal policy except for D&A

4. Interdepartmental/interagency
Coordination

Safety Department X Mo SOPs in place
Procedure/policy/process reviews
Other

F-"

Transit Police X Mo SOPs in place

Emergency Responders, Hospitals X No SOPs in place

>

Hazmat Response

CMNT/other TSSM

>

~lo|alo o] .

Transportation/Operations/MOC X

1= Compliance 2= MNon-compliance 3 = Unable to Audit
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Appendix A — Completed Internal Audit Checklists

WMATA System Safety Program

Internal Safety & Security Audit Report
Auditors: Nichols, McCoy, McKee, Adams
Date of Audit: 8-24-10

Depariment: Power . AFC & Shops and Compliance
Material Support (SAMS) ; 5 5 Comments

Participants: Newman, Fitch, Harris, Taylor

5. Hazmat/Industrial Hygiene
a. MS3SDS onfile & available for all X
materials in shop

b. Safety participates in the selection,
approval and procurement of X
hazmats, SOPs established

c. Hazmat training provided; safety
participates in development and X
review of programs; SOPs

d. Waste Management program and
S0OPs

e. Ergonomics/human factors
programs & fraining

f. Emergency/evacuation SOPs for
hazmat contamination developed X 202-2 #22 Spill reporting
and drills held

g. QA/Supervisor spot checks for
proper hazmat, PPE, other X Mo formal documentation for supervisor spot checks
conducted, SOPs

h. Other hazard potentialjob hazard

x JSAs are in progress and the ones that have been completed are of good quali
analyses performed B pred ¢ good quallty

1= Compliance 2 =Non-compliance 3 = Unable to Audit

February 1, 2011



Appendix A — Completed Internal Audit Checklists

WMATA System Safety Program

Internal Safety & Security Audit Report

Auditors: Nichols, McCoy, McKee, Adams

Date of Audit: 8-24-10

Depariment: Power | AFC & Shops and Compliance
Material Support (SAMS) T 5 3 Comments
Participants: Newman, Fitch, Harmris, Taylor
6. Employee Safety Programs
a. Accident Prevention/job hazard X Capture the practice in the maintenance policy document

analysis programs in place; SOPs
b. Employee accident & incident

information, reporting and analysis x

process in place
c. Environmental protection program in X

place with scheduled inspections
d. Occupation hazard prevention X

programs in place
e. Hazard communications programs in X

place, including high-tension safety
T Hazar.d and safety CDUCEH’]S X Safety hotline/safety meetings

reporting procedures in place
7. QAa/Qliac
a. Participation in vendor QA processes X Meed SOP & to be involved in process

established
b. SOPs for paricipation in end user X

approval process
c. OEM/aftermarket/equipment ) . . .

S Have insufficient engineering support, need SOPs
fabrication X g g Suppo =
; A SEML has taken over procurement process except for amall purchases; This has resulted in part shortages and difficulty

d. Warehousmgfparts stnrage leICIE‘S M/A | obtaining parts for on-time maintenance. Metro Supply Facility is not always open (like in severe weather) while

and pmcedures department are expected to report and repair, but they can't get the parts from MSF.
e. Shelf-life policy x Mone in place, although some parts are marked with a shelf-life, and technicians are expected to check that date.
f. Safety-critical policy/ processes . ; .

X Include in Maintenance polic

defined petey

d. Calibration Program x Calibration SOP in order. SAMS provides calibration for all TSSM.

1= Compliance 2= MNon-compliance 3 = Unable to Audit
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Appendix A — Completed Internal Audit Checklists

WMATA System Safety Program
Internal Safety & Security Audit Report

Auditors: Nichols, McCoy, McKee, Adams
Date of Audit: 8-24-10

Depariment: Power . AFC & Shops and Compliance

Material Support (SAMS) . 5 a Comments

Participants: Newman, Fitch, Harris, Taylor

8. Security

a. Equipmentiloss prevention SOPs & X Mo SOPs; no accounting for materials used in work or for keys; shold have an electronic access control system
program

b. Employee Security; Personal safety
awareness training for shop X
personnel

c. Facilities security plan established:;

N x SAMS facility does have a security plan, others do not
shop security procedures SAMS facility P

d. Security Task force participation X Safety committees also ocver security concems.

e. Property frespass SOPs established,
implemented, enforced, tracked & X
managed

f. Facility/Shop security
design/redesign criteria established X Meed input in the design faciliies including security ; need SOPs
and implemented

g. Contingency plans for security

~ threats Mo SOPs for post-incident critical debrisfing

i. Bomb threat Mo SOPs for emergency information or bulletins/updates for AFCs

ii. Hostage x Mo S0OPs for emergencies/notifications for remote locations, such as substations
iii.  Communications failures partial & Mo fire drills at Telegraph Road Facility (where SAMs is located)

total ' Meed SOPs in general for all departments to support the COOP

iv. Power failures
h. Weather power outages X
i.  Rail computer failure X
j.  “Vandalism at substations X Need SOP
a. Money spills X

1= Compliance 2 =Non-compliance 3 = Unable to Audit
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Appendix A — Completed Internal Audit Checklists

WMATA System Safety Program

Internal Safety & Security Audit Report
Auditors: Michols, McCoy, MckKee, Adams, Kelley
Date of Audit: 9-26-10

Compliance
Department: QAMWaman
pa ty Comments
Participants: Bitar, DiNatale 1 2 3
Curmrent Hazard management is not referenced in Q& docs per the SSPP; pricrties are done by the engineering
1. QA/Engineering Department Policies X review board—there is no formal policy for this but it is being done by the ERB with input from QA Meed SOPs for
the ERB.
2. SOPs
a PM& pmcedure inspectinns QA areas: railcar, ATC/signals, Power, AFC, Shops, Facilities,
b, Training QA Training QA not currently being done. QA is cumently not performing reviews or auditing in any area except CMMNT.
’ Q . Start date for training audits is Nov. 2010
C. Checklists, schedules, matrices
d. Reports, distribution X 206-1, 206-2 Equipment testing
e. Hazard management 406-1 Equipment reliability

i. Failure trend analysis
i. Tracking to closure of
open items

205-4 QA audit program
205-5 Training & Ops QA No specific SOP for Training QA
205-6 Maintenance audits

3. Change control procedures for all
programs and documentation; Document
control of policies & procedures

Reviewl/update procedure (annual) needed for all documentation; approval process for all documentation does not
x include safety. Mo version contrel for documents released to CMNT for corrective action; include distribution for
documents to include safety.

— N - —— - ; - - ;
Internal controls leICIESfSDF"S X Refers to pe-:rfu:urmﬁnce of intemal QA on the QA function; no current SOP for Q&'s periodic formal review of its own
documentation
5. S0Ps for vendor/contractor audits of X
quality & safety, documentation, etc
6. Review and approval of vendor/contractor .
safety & quality programs (external X 2056 first article, etc.
q preg 606-5 contractor facility inspections
QAQlQc)
[£ Iﬂr:tl;:;(ng DD“C}‘. programs, pmcedures & x Meed to add training/certification policy/procedures to the QA Policy
Management SOPs & methodologies X
Policies/programs for redesign/re-
englneierlng,_ including overhaul, rehab, X 2056 eng. modifications review
maintainability, replacement of OEM parts,
efc.
10. SOPs for coordination with Safety X S0OPs not reviewed by safety

1 =Compliance 2= Non=compliance

3 = Unable to Audit
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Appendix A — Completed Internal Audit Checklists

WMATA System Safety Program
Internal Safety & Security Audit Report
Auditors: Michols, McCoy, McKee, Adams, Kelley

Date of Audit: 9-26-10

Department: QA/MWarmranty
Participants: Bitar, DiNatale

Compliance Comments

1 2 3

11.

SOPs for coordination with other
departments through life-cycle

X

12.

Engineering support established for

all departments (ops, maint, training,

etc.)

X 200-4 for maintenance

13.

SOPs for participation in Safety
Certification

X QA is not participating in the 700-series procurement & certification process

14.

Calibration program

15.

QA programs & procedures for
warehousing, materials
management

X | Currently done by SRML (storeroom, receiving, materials & logistics)

16.

Capital programs policies &
procedures

a. Life-cycle programs X Currently not included in life-cycle planning (M Hiller in charge)
b. Railcar rehabilitation
¢. Infrastructure rehabilitation

1=Compliance 2 = Non=compliance 3 = Unable to Audit

February 1, 2011



Appendix A — Completed Internal Audit Checklists

WMATA System Safety Program

Internal Safety & Security Audit Report
Auditors: Nichols, McCoy, McKee, Adams, Kelley

Date of Audit: 8-25-10

Department: MOW. Structures, Engineering and

Producticn Compliance
Participants: Lee, Albright, Brown, Brooks, 1 2 3 Comments
Damico, Seredich
. ] . There are beginnings for a maintenance policy in 208.1 (Track maintenance) and 208.2 (Structures). These policies are a
1. Mﬂlntepnance qulc‘_.rest_ahllshed for X good start toward a full maintenance policy, and should be fleshed out and not be OAPs, but a stand alone document.
a. MMIS schedulingftracking processes . ;
MMIS processes are captured in the Maximo manual.
b.  Track ingpection SOPs and reporis X
¢. Track, trackbed and procedure failures and . .
failure trend analysis X Flesh out procedures and add to maintenance policies
d. Priontization of critical repairs X Flesh out procedures and add to maintenance policies
e. QAfQQc X Managers inspect every rail repair; but nesed SOP for the process
f. Operational Coordination X MOC procedures; need SOPs for doing the SSWPs through TAMC
g. Coordination with engineering & Safety
Division and Procurement on T, o ErDe N I
specialfsubstitutef replacement parts and X Fabrication in Structures, goes through EMI; no SCOPs coordination with safety
equipment
h.  Method established to track and resolve open —_— - - . .
hazard issues X Maximo; Mo S0OPs; capture in maintenance policy
. . . Maintenance that is deferred becomes the backlog; comes from rail profile report once a year, does the projection,
I Erﬁr:rir;eu maintenance and work-around X followed; &tracked through Maximo; tie assessment report with maintenance reports; / no SOPs for any of this-add to
maintenance policy
i Seheduled maintenance adherence criteria X _100% sched.uled malntenance_ a.dhere_ence; if they are deferrv_ad rcurm_'eather: etc. they ﬁre_dcuje |mme_d|ﬁteh_.' 3% 500N as also
in structures; Severe weather inspection procedure in track inspection (no S0Ps) add criteria to maintenance policy
k. Life-cycle program plan X MNeed work flow documentation
I. Configuration Management and Document X Engineering Modifications do not specify safety review. (EMI procedure); S0OPs for using Documentum for configuration
control management are not yet developed
m. Preventive maintenance program
revisions/reviews/modifications control and X
approval processes
n. Track replacement program plan X Meed to see work flow
0. Maintenance component of Safety
Certification, including PM plansiprocedurss X Currently Safety iz not participating in the certification of the Spemy car; need S0Ps to ensure inclusion of safety
for all necessary cerifications
L ! : ; N Rerailing 202-1
p.  Participation in accident/incident investigation A Track & structures 508.17-1; BOCC for non-revenue accidents
g. Management of Maintenance: Standards, X Some information in 208.1 & 208.2, but not sufficient for management of all areas. Recommend the area be fleshed out in
S0OPs, work methodologies the Maintenance policy
r.  ROW safety X 200-30, no date/ in revision
Safety goals, safety accountability X

1= Compliance 2= Non-compliance 3 = Unable to Audit
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Appendix A — Completed Internal Audit Checklists

WMATA System Safety Program

Internal Safety & Security Audit Report
Auditors: Nichols, McCoy, McKee, Adams, Kelley

Date of Audit: 8-25-10

Department: MOW. Structures. Engineering and
Production

Participants: Lee, Albright, Brown, Brooks,
Damico, Seredich

Compliance

1 2 3

Comments

2. Track & Equipment Inspections
a.

Checklist for all Track inspections
and maintenance established &
S0OPs used

Maintenance rules and procedures
established and available at all times
to maintenance personnel, including
track access

100-9 Wed meetings; SOPs for GOTRS (TAMC)

Storage of rail bebween running rails; not following MSRPH for all items; this is an enforcement issue; see supervision

recommendations beow in 2f.

|ﬂS|DECtiDI'IS pEI'fDI'ITIEd at pFE‘SCFibEd
il'ltEWﬂ'S, or at regularl‘_-,f scheduled
intervals for:

" Track
Trackbed & Ballast
Third Rail
Ties
Fasteners
Geometry-equipment (Spermy)devices
Special trackwork, interockings, etc.
Lubrication
Track standards
Vegetation
Tampers, profilers & other equipment

Hi-rail & non-revenue vehides, induding
Motor vehicles

Inzpections performed daily for all track to be done 1xfweek; for red line twice a week

Ultra-5 times! year, geometry, 4X year; ties at least 1cefyear
Cuartery (switch inspections)
Lubrication iz done automatically on short radius curves in the yards

CMMNT

S0Ps & Standards for QA/QI

Engineering support and
coordination established, SOPs

Meed SOPs

Supervisor spot check SOPs and
documentation

Meed SOPs for all supenvisory functions.

Toolbox meetings, SOPs and
documentation

508.17-1

Participation on safety committee,
S0OPs

508.17-1 Track & structures safety committee

Rule of day/week

1= Compliance 2= Non-compliance 3 = Unable to Audit
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Appendix A — Completed Internal Audit Checklists

WMATA System Safety Program

Internal Safety & Security Audit Report
Auditors: Nichols, McCoy, McKee, Adams, Kelley

Date of Audit: 8-25-10

Department: MOW, Structures. Engineering and Compliance
Production Comments
Participants: Lee, Albright, Brown, Brooks, T 2 3
Damico, Seredich
3. Maintenance Facilities
d. Evacuation plans and procedures,
including use of emergency/safety X Plans are posted; drills held 2X year, but no SOPs in their department; No schedule but usually done after twice-yearly
equipment [fire ext., fire hoses, lighting & picks
signage, escape routes); Evacuation
drills held, SOPs & schedules
4. Maintenance Training X Mo formal tracking of training for structures: no SOPs for managing fraining in structures
Audit team recommends that use of personal electronic devices be forbidden on the wayside, in yards and in Metro
facilities while work is being performed by an employes. Personal electronic devices should not be wom on the person but
+  Safety rulebook/handbook x may be stowed while tumed off in personal effects while performing work duties. Personal cell phones should only be
used in the event of a Metro emergency where no other form of Metro communication is available. (ref. Special Order 08-
05
. High voltage x Recommended to begin high voltage training for track & structures
. ROW track accessiescort training & %
red tag outage
¢+  Track Equipment X Refreshers no SOP
« D& A Policy x
*  PM Criticality/Deferment X Yes
*  Structures/Facilities X Yes
y rJnn-reveque vehicles, including x Defensive driving is recommended ; curmrently reactive—should be done proactive
motor vehicles
*  Small toolks X Insulated tools! not on small toals
+ CPR-First Aid-AED x Mot currently required; recommend everyone at WMATA receive training in this area
— . - Stepping up to supervision;, QDEVY; have work limits (16) hours; need to ensure that workers get the fatigue training once it
. Fitness-for-dutyfatigue awareness x is in place through Medical Group
b, MOC trainin X Recognition of “events or situations” per 200-2 #9 (PLNT, ATC at MOC desk—NOT TSSM perscon); The process could be
) g by implementing improved training for MOC in TSSM issues
c. Rerailing X
d. Rediag X COnce

1= Compliance 2= Non-compliance 3 = Unable to Audit

February 1, 2011



Appendix A — Completed Internal Audit Checklists

WMATA System Safety Program

Internal Safety & Security Audit Report
Auditors: Nichols, McCoy, McKee, Adams, Kelley

Date of Audit: 8-25-10

Department: MOW. Structures. Engineering and
Producticn

Participants: Lee, Albright, Brown, Brooks,
Damico, Seredich

Compliance

1

2

3

Comments

e.

Initial and refresher training
programs developed, with lesson
plans

Track Walker Clualifications certification says that QAAW representative administers tests; should have increased QA
involvement in all maintenance training

Training matrix/schedule developed

Except for structures

Train-the-trainer program

o gl [ (]

Safety rule testing SOPs and
documentation

Mot formal, but all employees are instructed to follow the rule book and report hazards

Safety Division reviews conducted of
maintenance safety training programs;
S0Ps for training schedule notification to
Safety [coordination with Safety]

Meed SOPs.

Coordination with maintenance
management, engineering &
procurement

Meed Sops

SOPs for regular review, update and
approval

Meed SOPs

Training QA performed on fraining
programs/trainers

Except for Track Walkers

Training QA performed on frainees

Except for track walkers

Training records documentation,
including signoffs, properly controlled
and maintained. Centralization.

Self certification program in place

Training pass/fail and
certification/decertification criteria
developed

In general, the criterion is 75%. It is the strong recommendation that the pass-fail criteria, especially for safety-critical
areas, be re-evaluated with the input of safety.

1= Compliance 2= Non-compliance 3 = Unable to Audit
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Appendix A — Completed Internal Audit Checklists

WMATA System Safety Program
Internal Safety & Security Audit Report
Auditors: Michols, McCoy, McKee, Adams, Kelley

Date of Audit: 8-25-10

Department: MOW, Structures, Engineering and
Producticn

Participantzs: Lee, Albright, Brown, Brooks,
Damico, Seredich

Compliance
Comments
1 2 3

q.

On-the-Job (OJT) training criteria
established and documented; OJT
training documented

x Have documentation on some; inconsistent need SOPs

Training for contractors working on
track; Training for contractors
propery documented, maintained
and controlled

X ROW safety program in place and tracked

Maintenance training disciplinary
criteria, guidelines and procedures
established

Retraining programs and procedures
developed, criteria established, and
records properly controlled and
maintained [medical, LOA, eic ]

x Retraining on retum to work for D&A only; recommend refresher for all employees out over 30 days

5.
Coordination
a.

Interdepartmental/Interagency

Safety Division
Procedure/policy/process reviews
Investigation

Other

S0OPs (QAPs) not reviewed by safety

Safety sign-off on track inspection work instructions

x Meed to complete SOPs for all interdepartmental interactions

It is critical that a hazard assessment be performed by SAFE for any reorganization of any TIES depariment or
organization.

Transit Police

x Meed SOPs

Emergency Responders, Hospitals

x Meed SOPs

Hazmat Response

EQCs/DCOs

CMNT

Power, ATC

M=

Transportation/Rail Operations

X

o (= |aleo|o|e « .

= Compliance 2 = Non-compliance 3 = Unable to Audit
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Appendix A — Completed Internal Audit Checklists

WMATA System Safety Program

Internal Safety & Security Audit Report
Auditors: Nichols, McCoy, McKee, Adams, Kelley
Date of Audit: 8-25-10

Department: MOW. Structures. Engineering and Complian::e

Production Comments
Participants: Lee, Albright, Brown, Brooks, 1 2 3
Damico, Seredich

6. Hazmat/Industrial Hygiene
a. MSDS on file & available for all X S0Ps needed; supervisors camy them in the field for track inspectors
materials in shop

b. Safety participates in the selection,
approval and procurement of X
hazmats, SOPs established

c. Hazmat training provided; safety
participates in development and X
review of programs; SOPs

d. Waste Management program and
S0OPs

x S0OPs needed for structures

e. Ergonomics/human factors

programs & training x Call safety when assistance is needed.

f.  QA/Supervisor spot checks for
proper hazmat, PPE, other X In track, in general the supervizion in all areas is good; no SOPs for structures
conducted, SOPs

g. Other hazard potential/job hazard
analyses performed

1= Compliance 2 = Non-compliance 3 =Unable to Audit
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Appendix A — Completed Internal Audit Checklists

WMATA System Safety Program

Internal Safety & Security Audit Report
Auditors: Nichols, McCoy, McKee, Adams, Kelley
Date of Audit: 8-25-10

Department: MOW_ Structures. Engineering and c i
_ ompliance
Produetion Comments
Participants: Lee, Albright, Brown, Brooks, 1 2 3
Damico, Seredich
7. Employee Safety Programs
d.
b. Employee accident & incident
information, reporting and analysis X
process in place
c. Environmental protection program in X
place with scheduled inspections
d. Dccupation hazard prevention X
programs in place
. Hazard communications programs in X
place, including high-tension safety
T Hazar.d and safety CDUCEH’]S x “Safety Audit Documentation” program does not appear to be an effective process.
reporting procedures in place
- 500-8
9. SafE'[}" Incentive F‘rogram X 100 days accident free gift certificate sponsored by safety, participation
8. QA/QlacC
a. Paricipation in vendor QA processes X
established
b. SOPs for participation in end user X OAP
approval process
C. DEWaﬂermarkeUequipment ) )
_— X enginesring
fabrication
d. Warehousing/parts slorage policies x no mention of safety & security oversight of inventoryf need Sops for rail, fasterners, ties, general storage, etc.
and procedures
e. Shelf-life policy X Mo S0Pz
f. SafE'[‘_l,"-CI'ItICEil leIC‘_f.l' Processes x Meeds to be formally defined; recommend adding to maintenance policy
defined
g. Calibration Program x Diaily for gauge for track inspections! SOPs

1= Compliance 2= Non-compliance 3 = Unable to Audit
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Appendix A — Completed Internal Audit Checklists

WMATA System Safety Program

Internal Safety & Security Audit Report
Auditors: Nichols, McCoy, MckKee, Adams, Kelley

Date of Audit: 8-25-10

Department: MOW . Structures. Engineering and .
: Compliance
Prosuction Comments
Participants: Lee, Albright, Brown, Brooks, 1 3 3
Damico, Seredich
9. Security RTRA 101.11-1 radio
a. Egquipmentiloss prevention SOPs & X G00.3, 600.4, inventory & usage control—no safety'security reference
program Mo key control policy; OAP
b. Employee StEQU{IW,T Perﬁonal safety X Through rules training
dwareness iraining for shop Mo NIMS training, and MERT has not been completed
personnel
c. Security Task force participation X Through the safety committee
d. Property frespass SOPs established,
implemented, enforced, tracked & X
managed
e. Contingency plans for security
threats
I Bomb threat X Mo S0Ps for support of the COOP
ii. Hostage
iii. Communications failures, partial &
total
f. Weather emergencies X
Audit team recommends that use of personal electronic devices be forbidden on the wayside, in yards and in Metro
facilities while work is being performed by an employes. Personal electronic devices should not e wom on the person but
g. Cell phones x may be stowed while turmed off in personal effects while performing work duties. Personal cell phones should only be
used in the event of a Metro emergency where no other form of Metro communication is available. (ref. Special Order 08-
05}
h. 1D Access » Meed to document the procedure for forgotten |De—temporary employes IDs

1= Compliance 2= MNon-compliance 3 = Unable to Audit
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Appendix A — Completed Internal Audit Checklists

Auditors_Nichols, Tucci, Adams, McCoy. Kelley, McKee, Sullivan. Briscoe, Davis. Mclean

WMATA System Safety Program
Internal Safety & Security Audit

Date: MNovember 2, 2010

Department: RTRA

Compliance 2 = Non-compliance

Participants: Dziduch, Epps, Piper, compjance Comments

England, Ballard, Lewis
Issuance/Effective date for new MSRPH? January 31,2011--Date 9/18/2010
All SOPs, manuals and safety/security critical documents need to have RTRA annual review
& revision & signoff for concurrence by safety & MTPD.

1. Rail 30Ps/Rules X MOC S0OPs are out of date (Feb 2001), as are Terminal operations procedures, Controller manual
and many other critical documents.
Recommend revision of 12-hour clock for reports per SSOP #37 to 24-hour clock to conform to
other RTRA operations

2. Readback/hearback SOP X Meed rule number/documentation to verify

3. S0Ps for interaction of control center

with vehicle maintenance, infrastructure X MOC SOPs in place-dated February 2001 See #1

maintenance & plant, including change Internal SOP on SOPs needed to cover all 30Ps.

and modification

4. S0Ps for Pre-Trip inspection/ X Instructions are in troubleshooting guide; no checklist for sign-off. Need to ensure a documented

Checklist and verifiable procedure to ensure performance and accountability is put in place.
S0P 8.5.5.1: "Station managers shall attempt to extinguish small fires”, RTRA should ensure that

5. Emergency / Contingency SOPs X this instruction is well-defined as to size and type of fire, and that fire extinguisher training is
provided annually to ALL personnel.

; Control Center Manual—2002 is the official date- the document is currently in revision

o mules | Protedures avalable to OCC checKlists for SOPs provided; however, field verifications indicated that controllers and

Emergency/Contingency SOPs, always X supernntendents did not have immediate access to all SOPg and EOPs needed. T_he only manuals

available to controllers on duty ’ any personnel could locate were long out of date.  Electronic access was not consistent or well-
understood by OCC/MOC personnel
Mo OCC-specific emergency plan; no OCC COOP; current plan for back-up OCC at CTF not yet

7. Contingency SOPs for partial / total functional; (need forty minutes to two hours to establish a new OCC)

failure of communications; other X A copy of a document called the DC Evacuation plan was provided of the auditors; however, the

contingencies audit team saw no supporting SOPs for RTRA to participate in such an evacuation as a
coordinated effort.

8. S0Ps for distribution of bulletins,

notices and updates

* Operators X MNeed a verification process for issuance/receipt of all shift information for conftrollers

s Supervisors p P ’

* Maintenance

=  Controllers

9. Track Allocation/GOTRS SOPs X Participation by ROCC/MOC-S0P is in the new rulebook; need to add SOP to Controller Manual

1=

3 =Unable to Audit
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Appendix A — Completed Internal Audit Checklists

Auditors Nichols, Tucci, Adams, McCoy. Kelley, McKee, Sullivan. Briscoe, Davis, Mclean

WMATA System Safety Program
Internal Safety & Security Audit

Date: MNovember 2, 2010

Department: RTRA

Participants: Dziduch, Epps, Piper, Fomprance Comments
England, Ballard Lewis
10. SOPs on SOPs X Rule development in place; Need SOP for SOPs to cover all SOPs used in the department
11. Annual review and revision or rules & Maintenance, MTPD, etc.
S0Ps; configuration management & MNew MSREPH 5.3 (a) 1 "bi-annual review & update”
document control; approval & signoff X Many SOPs provided need update-annual update and revision and appropriate SOPs for update
procedure; review by safety & other and revision of all departmental documentation needed
departments Ensure review by safety and security
12. SOP for bulletins/daily-general .
orders X MSREPH/SOPs in place
13. Yard Control S0Ps X Mo drills for OCC or yard tower emergencies/contingencies/COOP
- SO for participation in drils & X Should be developed in concert with OEM and Safety.
15. Efficiency/proficiency testing; SOPs, X Blackberry program; 5 per month per supervisor; training program in place; reports filed “Quality
schedule, Control checks”
16. Safety Rule testing S0OPs X
Add to controller manual. The station managers should also have access to Maximo so that so
) much manual paperwork is not generated. The audit team found that many times station managers
17. SOPs for logs & other documentation X did not fill out their paperwork properly. Electronic management of these records would enhance
compliance and verification.
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Appendix A — Completed Internal Audit Checklists

WMATA System Safety Program
Internal Safety & Security Audit

Auditors Nichols, Tucci, Adams, McCoy. Kelley, McKee, Sullivan. Briscoe, Davis, Mclean

Date: MNovember 2, 2010

Department: RTRA

Participants’ Dziduch, Epps, Piper, I Comments
England, Ballard Lewis
18. 50Ps for information control X P/l; ensure that WMATA has a disciplinary process for electronic (social media, Twitter, etc.)
. aﬁggﬁ;gﬂ'ﬁ;ﬁgggﬂ JSarety dept X Ensure that safety approves all documentation.
20. Radio maintenance (troubleshooting)/ X Meed SOP in place for radio problems in OCC. Need to put together a manual for the
S0Ps available superintendents and assistant superintendents for their work tasks & methodologies.
21. Radio/communications equipment
modification changes; engineering
support; change control; safety X RTRA does not significantly participate in safety certification, end-user input or life-cycle planning.
certification; life-cycle planning for
equipment
22. Safety criticality of Control Center X Supervisory control of train movement is a critical activity; documentation in RTRA should
Communications equipment established document this criticality.
23. Non-revenue vehicles/ Control center
S0OPs for: X In place
a. Deadhead
b. Testing X First revenue_train is used to test_ in manual mode; _maintainers do not operate revenue trains, but
) road mechanics are and are certified to operate trains.
c. Yard operations X
d. Supervisor motor vehicles X
e. Money train X
! Open channel; no method of verifying that operators have received the information for all such
. Special orders/general orders X announcement. Temporary order SOP is in place in MSEPH

1 = Compliance

2 = Non-compliance

3 = Unable to Audit
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Appendix A — Completed Internal Audit Checklists

WMATA System Safety Program
Internal Safety & Security Audit

Auditors Nichols, Tucci, Adams, McCoy. Kelley, McKee, Sullivan. Briscoe, Davis, Mclean

Date: MNovember 2, 2010

Department: RTRA

Participants- Dziduch, Epps, Piper, R Comments
England, Ballard Lewis
24. Rule of the day / week X Safety contact program in place; rule of the week
25.SOPs for Supervision (field, ROCC, | ROCC supervision SOPs in place, field supervision covered primarily in training program &
MOC) rulebook.
) MOC daily summary report provided; COP, ROCC report of incidents, OCC incident report
26 Sors for OTR/trend analysis, ofher X (Maximo reporting also), new SMS reporting-training. Customer Operations unusual occurence
porting report, SOPs need to be developed for all analysis and reporting.
27. SOPs for interaction with Rail X OTP/rend analysis; other system information; dwell; headways, ATC anomalies/analysis, etc.
Planning Through weekly reporting: need to have SOP
26. Safety data acquisition and analysis | X ﬁs;%tg E:nmdent reports printed; analysis and tracking to closure through the weekly report-SOP
29. Safety Committee Participation X LSC/Superintendent; minutes provided & tracking of items to closure;
30. Hazard Identification and Resolution : — _
Process/SOPs X Need to T-U”"_If" document Supenntendent activities and asst SLIpEI'II'ltEI'ldEI'lt.
31. SOPs for paricipation & conduct of
Supervisory personnel in accident X No full SOP.
investigation

1 = Compliance

2 = Non-compliance

3 = Unable to Audit
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Appendix A — Completed Internal Audit Checklists

Auditors_Nichols, Tucci, Adams. McCoy, Kelley, McKee  Sullivan, Briscoe, Davis, Mclean

WMATA System Safety Program
Internal Safety & Security Audit

Date: MNovember 2, 2010

Department: RTRA

England, Ballard Lewis

Participants: Dziduch, Epps, Piper,

1

2

Compliance

3

Comments

32. Training:

a. Lesson plans/matrix

>

b. Pass/Fail criteria

Operator certification requirements & pass fail criteria provided; need to ensure that cardinal rules
have 100% pass-fail compliance.

c. Rules Testing

d. OJT

control

e. Training documentation &

f. Training QA

g. Re-gualification

biennial

h. Safety

BBP, CPR, First Aid, Station Managers all need to be trained.

i. Emergencies

2o x| x| x| X

COOP training is needed once COOPs are updated and in place for Divisions: and when SOPs are
developed to support the WMATA COOP

including violence in
anger management

Security Plan/Programs |,

the workplace,

Need a full security plan & training in the plan for the OCC and other RTRA functions and facilities

Program

k. EAP-Employee Assistance

boards, SCADA, etc

I.  Equipment (radio, control

)

m. Train the trainer

TSI Train-the-Trainer instruction is recommended during the first year of instruction for all
employees providing RTRA training

n. Other department review & input
on training (maintenance, MTPD)

for RTRA training

0. Safety Review and concurrence

trained in all rules /p

33. Superintendents & supervision

X

rocedures

No training policy in place

1 = Compliance

2 = Non-compliance

3 = Unable to Audit
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Auditors_Nichols, Tucci, Adams. McCoy, Kelley, McKee Sullivan, Briscoe, Davis, Mclean

WMATA System Safety Program
Internal Safety & Security Audit

Date: MNovember 2, 2010

Department: RTRA

Participants: Dziduch, Epps, Piper, Jomprance Comments
England, Ballard Lewis
34. Fitness for Duty Station Manager Wellness Program provided includes all below—it would be of great benefit to
"a. Checks performed/SOPs X everyone in RTRA to receive similar training; the depot clerk is responsible for fitness for duty
: check. Recommend fitness for duty fraining; SOPs and verification of those checks are required.
b. Supervisor training / re-training X
C__ Fitness for duty / fatique X
d. Uniforms X Field supervision
e Rulebooks X Field supervision
f. Bulletins X Field supervision
i Blackberry (quality control program) checks: ensure that all blackberry program-related information
g. Documentation of checks X becomes%gzrlt o o neld sﬁpe%'urisugtraining and manual. P9
35. Management SOPs and work X Not currently in place—have performance measure for management, which lists tasks, but not how
methodologies to perform them
ﬁgl_iclﬁ;ﬂranagement Training Program and X Not currently in place
37, Environmental hazard X
communication
Emergency plans (COOPS) for RTRA facilities are out of date (GBLT 2003; several have no date at
38. Security & Emergencies: X all; all need to be updated and expanded-some are barely a few pages): exercises should be held
a. Facilities Plan/Exercises at each RTRA facility. make sure all have orders of succession;
2010-2011 Emergency weather plan provided-updated annually?
b, SOPs X Some are in place-however additional SOPs are needed for situations to include active shooter,
: shelter in place of personnel, etc.
No approved COOP for OCC yet-in draft format-also, notifications are by name, not position. Lots
of altenate location and notification info, but doesn't have provisions for needed items (Orders of
c. COOP SOPs X succession, vital records and systems, etc.)
For every COOP for every location SOPs are needed-currently documents give instructions, but
don't explain responsibilities or procedural performance of the instruction.
d. Task force participation X Addressed through safety committees

1 = Compliance

2 = Non-compliance

3 = Unable to Audit
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Appendix A — Completed Internal Audit Checklists

WMATA System Safety Program
Internal Safety & Security Audit

Auditors Nichols, Tucci, Adams, McCoy, Kelley, McKee, Sullivan. Briscoe, Davis. Mclean

Date: Movember 2, 2010

Depariment: RTRA

Participants: Dziduch, Epps, Piper, I Comments
England, Ballard Lewis
e. Interaction with Office of X Mo formalized interaction; need to develop formal SOPs with OEM, including for all activities for
Emergency management OEM “desk” function
f. S0Ps for interaction w/MTPD and )
external first responder agencies X Not formalized
g. Loss prevention X Hand held radio SOP (10-23-2000) needs update. SOP needed for keys.
39. Interdepartmental Coordination
a. Safety
b. MTPD X For maintenance functions, through MOC there are SOPs provided, but none for other
c. TSSM departments, including safety, MTPD, IT, etc.
d. PLNT
e. Other
40.
41.
42

1 =Compliance 2= Non-compliance

3 = Unable to Audit
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Appendix A — Completed Internal Audit Checklists

Auditors Adams. Gilbert, McCoy. Nichols

WMATA System Safety Program
Internal Safety Audit Program

Date of Audit: 18 May 2010

Department: HR: Drug & Alcohol

Compliance
Participants: Dr. Lisa Cooper-Lucas, Manager, Comments
Medical Sves & Compliance 1 2 3
Santos Garcia, Compliance Maonitor
1. Drug and Alcohol policy clearly stated and Last Revision Date 2002 (see item 4 below)
disseminated Recommendations for improvement:
-definitions v Prescription and Over-the-Counter Medication policy should provide more guidance, i.e. more
-alcohol specific information as to the types of medications that should be reported
-substance abuse v Upcoming proposed changes to the policy removes the list of covered positions. This should be
-prescription medications X reinstated as par of the policy, and included as an attachment so that it can be updated on a regular
-0OTC medications hasis per WMATA organizational changes. This list provided needed guidance to the departments
-testing program and to the Medical Group so there is no question as to those positions which require testing per 49
-Referral CFR 655 and WMATA infemal standards and requirements
1 (a) Formals SOP for dissemination of the ) -
policy throughout WMATA X Formal SOP for dissemination needed
2. Standard Operating Procedures (SOP) for
drug and alcohol testing
:Eges_fggliggﬂtem Recommendation for improvement:
_Reasonable Suspicion v Although there is a sign-off sheet for the reasonahle suspicion testing, WMATA's SOPs and
_Discretiona p X handbooks for the positions that qualify as supervisory under 655 should indicate that in all cases of
-Random ry reasonable suspicion and post-accident testing the supervisor should maintain reasonable care,
-Referral custody and control of the employees to he tested until the testing is undertaken.
Testing SOPs
Validity of testing
-Test results accurate
Testing Methodologies clearly stated; SOPs in place
3. S0Ps and standards, including checklists, Retesting for alcohol = .02
including for supervisory perscnnel in the Refusal to submit
modes, for 655-compliant testing X Retumn to duty
SAP.MRO SOPs
4. 30Ps for periodic Review/Update of X Puolicy has not been revised since 2002—currently in review but new version not yet approved. The
policies, standards and procedures Department should include the language for annual review and revision as needed in the document.
. Metro Transit Police are not currently partaking fully of EAP programs—recommend that more outreach be
b
5. EAF established X done with MTPD should officers wish to use the programs.
6. SOPs for EAP referral developed X Formal S0OPs should be documented for use throughout the authority.

1 = Compliance 2 = Non-compliance

3 = Unable to Audit
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Appendix A — Completed Internal Audit Checklists

WMATA System Safety Program
Internal Safety Audit Program
Auditors Adams, Gilbert, McCoy, Nichols
Date of Audit: 18 May 2010

Depariment: HR: Drug & Alcohol -
Compliance
Participants: Dr. Lisa Coocper-Lucas Manager, Comments
Medical Sves & Compliance 1 2 3
Santos Garcia, Compliance Monitor

7. Supervision and management trained
in EAP procedures

8. NMotification SOPs for testing
established; supervision and X
management trained

9. Testing and training records control
established

10. Safety/D&A data analysis performed/

Hazard Identification and Resolution X Mo data analysis or reports for testing of WMATA employees were available for review.
Process

11. Safety data -FTA MIS reporting

requirement X FTA compliance is in order

11a.3afety data distributed for analysis to
appropriate departments
-Safety Mo data is currently shared with other departments for analysis. There is a need to have wider
- Other HR (EAP) distribution of raw results to Safety & other departments for trend analysis, because hazards may
-Metro police be missed without proper analysis for safety and security. Safety Department will provide a written
-Risk Mgmt Post-analysis data request to share data by February 1, 2011.
-Operations
-Maintenance

12. Sanctions policies clearly stated. X

13.S0Ps developed for sanction

procedures X SOPs are needed system-wide for implementing sanctions related to 49 CFR 655

14. Change control SOPs, including
S0OPs for distribution of notices and
updates

X S0Ps are needed to control changes within the department and provide proper Configuration
Management per the requirements of system safety.

1 = Compliance 2 = Non-compliance 3 = Unable to Audit
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Appendix A — Completed Internal Audit Checklists

WMATA System Safety Program
Internal Safety Audit Program
Auditors Adams, Gilbert, McCoy. Nichols
Date of Audit: 18 May 2010

Department: HR: Drug & Alcohol _
- CDI‘I’IpIIEI‘ICE
Participants: Dr. Lisa Cooper-Lucas Manager, Comments
Medical Sves & Compliance 1 2 3
Santes Garcia, Compliance Monitor

15. Training:

» Lesson plans
Pass/Fail criteria
Policies/Matrix X
Document/records control
Re-qualification
Employee initial training

»  Supervisor training

16. Formal Training program in place for Mo formal training policy or program is in place for the medical group. A training matrix, program
Medical Group employees. and policy should be developed for the departiment.

17. Self-Referral program and policy
established X

18. Self-referral program procedures Mo SOP in place for the self-referral program.
established, and training provided to X
employees

19. Fitness for duty awareness Recommend that financial and emotional crisis programs also be made available and awareness
programs and training developed programs instituted for employees.

-fatigue

-medical conditions, health & nutrition

-violence in the workplace

-financial crises

-emotional crises

-anger management

20. D & A Contractor QA S0Ps X There is limited documentation in place to support vendor audits There is a guideline currently
established and implemented being used, and the program is effective for the audits currently being done. However, for the
-vendor audits/QA performed program to be most effective, and to preserve institutional knowledge, a full WMATA SOP should
-contractor safety plans required be developed.
-contractors required to abide by
WMATA SSPP regs

1 = Compliance 2 = Non-compliance 3 = Unable to Audit
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Appendix A — Completed Internal Audit Checklists

WMATA System Safety Program

Internal Safety Audit Program

Auditors Adams, Gilbert, McCoy, Nichols

Date of Audit: 18 May 2010

Department: HR: Drug & Alcohol

Compliance
Participants: Dr. Lisa Cooper-Lucas Manager, Comments
Medical Sves & Compliance 1 A 3
Santes Garcia, Compliance Monitor
21. Other contractors subject to WMATA
drug and alcohol policies & testing X
programs
21 (a) Bus Contractor drug
testing/auditing procedures X
-S0OPs, Manuals, Signatures
21 (b) Rail Contractor drug X Currently, no rail contractors are being audited for 49 CFR 655 compliance. This condition was
testing/auditing procedures reported to the C30 as a UHC.
22 Records control for contractor testing X
programs
23. Contractor training programs for X
substance abuse
24. Medical qualifications established Rail operator physical not cumently required— Rail operator medical recertification program is in
-Regulatory X development. Full medical recertification program and Standard Operating Procedures for rail
-Physicals should be fully implemented.
25. Medical qualifications standard
operating procedures , and Records
control and review X
-Medical facilities /contractors
-Medical refemals counseling
26. Information Security:
« SOPs X No information security SOPs were provided.
« QA
27. 49 CFR 29 Certification
« Original Certification submitted x | Unable to fully verify at present. Item is currently under investigation, and will remain open until
+ SOPs for employee convictions verification is complete. Mo hazards are associated with the item remaining open.
+ Employee signatures

1 = Compliance 2 = Non-compliance

3 = Unable to Audit
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Appendix B — Corrective Action Plans to Address Internal Audit Findings

TA System Safety Program

| Safety and Security Audit Corrective Action Plan

A gram_
Interna
Maintenance S5PF Element 15

CAP#  |FindinglArea of Concarn

20

|

|
Dapt & 5taff Responsible

Lack of definition and
documentation criteria for repeat | These crtical processes must be defined
failures, deferred maintenancs and documented. I is recommended that
criteria, priortzation of critical each Maintenance department develop a CMNT-Garzone
repairs, scheduled maintenance  |Mamntenance Control Policy to cover these COMM EATC-Nabb
Mi adherence, tracking of open critical areas. Track Mantenance and E Powrer-Newmian
hazards, training poficies and Structures have prownded a caurtaded TSSM-Albright
standards, preventive maintenance |description of some of the processes in
program revsions and approvals,  [DAPs 208.1 and 208 2; however, these
Iife-cycle plarming and documents are not sufficient o cower all of
rmanagement S0Ps and the detail for all of the critical processes.
miethodologies.
There are no checklists foruse in  |Dewelop a checklist to be used with the Daily ,
MZ daily inspections of railcars Inspection Procedurs. Q20T CMNT-Garzone
Develop S0Ps & methodologies to cover 3l
. supenvisory duties, ncluding (as applicable)
Smm o ok hawe Standard spet checks, pricritization of repairs, fiekd CMNT-Garzone
Ciperating Procedurss or . . COMM EATC-Nabb
Methodologies for any of ther nspections, ;,q nspections. PPE checks, . 4 | Poier-Mewmian
M3 e . toolbox mestings and safety contacts, =t tn g B .
duties; supenisors do not have a . . L TSSM-Albnght
formal training program for their discipl nary processes, on-the-job training,
position and duties ehe. This manual’guidebook can then be
’ used as atraning tool to nstiute traming for
all supenvisors in the departments.
CMNT-Garzone
Train all personnel in MIMS, COOP and COMM EATC-Mabh
M4 Lack of traming for emengency faclity emmergency plans and procedures; 0AB0M 2 Powrer-Mewmian
preparsdness and security personal safety awareness & procedures; TSSM-Albnght
workplace widlence. Ciffice of Emergency
Management-LaPorte
CMNT-Garzone
COMM EATC-Mabh
Posser-Mewrnian
Lack of procedures to support Dievelop departmental procedures. o support , .
M3 lcooe activation of the COOP QR0 T=SM-Albright
Ciffice of Emergency
Management-LaPore
MTPLC-Tabom
Dievelop facility emmengency plans and
procedures for each facility, to nclude all- CMNT-Garzone
hazards scenarnios, incheding active shooter, COMM EATC-Mabl
ME Mo specific facility emengency weather emengencies, fire, shefter-inplace Dam0M Poweer-Mewman
plans o procedures opbions, et. The facility that houses the TSSM-Albnght
SAMS deparmments does hawve a faciities Ciffice of Emergency
emergency plan, but there are no supporting Managerment-LaPorte
procedures of drlls o test the plan.
M7 |Lack of exercises totest COOP  |Hold annual exsrcise to test COOP Dar30i 1| Ofiee of Emergency
Management-LaForte
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Appendix B — Corrective Action Plans to Address Internal Audit Findings

| Safety and Security Audit Corrective Action Plan

ATA System Safety Program
Internal
Maintenance, 55PP Element 13

|
CAP # _|FindingiArea of Concern |
CMMNT: Ladders, cranes/rigging/sirapping,
PM criticality, defensive driving, small tools
COMM: PM criticality, fimess for duty, smal
tools, lockout/tagout CMNT-Garzone
Power- PM criticality COMM EATC-Nabb
ME There is a lack of certain technical |ATC: Lone Worker, high voltage, PM a1 Power-Mewrman
training for maintenance personnel. |criticality TE5M-Albright
TS5M: High voitage. small tools
In addition, it is recommended that all
Mamntenance employess receive training in
fatigue/fitness for duty when the new course
comes online from the medical group.
MZ  [MNoSOP for GOTRS Heec wﬁnﬁﬁmﬂﬂs 03301 1| TIES-Dave Kubicek
Mesd formal docurmentation of ERB process
Mo S0P for Engnesring Rewew  |for change conirol im Maintenance, to ensure ,
M10 Soard the participation of all end users, SAFE and 033011 | TIES-Dave Kubicek
security whens appropriate
Each mantenancs area must have adeguats
There is no dedicated enginesring  |dedicated enginesring support. This means
support for TSSM, COMM. Power, |that all enginesring needs for change
AFC and SAMS, and. as aresult, |conirol, procedures. iraining and QA should ,
Mt there is a lack of progsr b= met by qualified enginesning staf within a R0 TIES-Dave Kubicsk
enginesring support for these reasonable penod of time to mest
areas of Mantenance established preventrs and other
mantenance schedules without deferrals.
Ensure that thers are formal, docurmented
procedures for configuration management
and document contnol for al mantenance
t‘ln S0Ps OF PrOGECures place departments, Documentum system is being ,
M12 or Configuration Management & 035301 1| TIES-Diave Kubicek
Document Control mplemented, but S0Ps for its use must be
deneloped for each depariment. This
ncludes all fisld logs, inspections, notes and
briefings from all depariments.
Arsa emergency response partners
Mi132 hawe not besn framed n the Inciude maintenance facilities in emengency 1231710 Ciffice of Emergency
hazards of the facilities towhich respondsr training Management-LaPorts
thiey may have to respond
Mo refresher training or retraining
program is in place for any courses |Perform an analysis with SAFE to determine TTDCPetersen
M14  |with the exceplon of dreg and needed refresher training and retraining 1273110 S AFE-Cohen
alcohiod per FTA requirements and  |requiremsents, including emergency raining
trackwalker recertfication
Dewedop a matrix that lists training for each
M15  |CMNT has no training matrix position in CMNT, required fraining and 12r311g| 1] DE-Fetersen
. CMNT-Garzone
franing intervals
There is no frain the trainer
o oo™ |Review and anaiyze all 0T. and determine . |TTDC-Petersen
M1a - . the positions that will requine Training skills 033111 o
amount |:|f on-the-job training within the Maintenance function SAFE-Cohen
provided in 3l sreas, this is 3 key
OIS on.
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Maintenance, 5S5PF Element 135

MATA System Safety Program [ ]
Internal Safety and Security Audit Corrective Action Plan

20

CAP#  |Finding/Area of Concern

|
Dept & Staff Responsible

There is no formal safety rule E:ﬁ?ﬁ :n depa'n:y:nm:;“ ;;:n haz:-fc: *
M17  |testng program in place at within the exisfing rules and procedures 0353111 | SAFE-Dougherty
WMATA
shmscture.
TTDC-Petersen
SAFE-Dougherty
SAFE does not curmenthy renew E".E""-E that all traming programs are .y 4 |CMNT-Garzone
M14 o resiewed by saety for compliance with the 0331
any mamntenance training programs SCPP and . = COMM EATC-Mabh
and cther safety requiremen Power—Hewman
TSEM-Albright
Develop an SOP for the review, resision and
There is no S0P for regular resiew, |update of DAPs, to inchede the review and ,
M2 resision and update of OAPs approval process with safety rewew and GBI TIES-Dave Kubicek
signoff
QAAW & not curmently performing  |Ensure proper QA is performed ion . |
M2d 1A on Maintenance training mantenance training programs BEET TIES-Dave Kubicsk
M2 ;::? = wm‘;z:”nm @8 |ensure a full QA program for evaluation of naraqy 1 [TIES-Dave Kubicsk
e frainees is developed | TTDC-Petersen
Mmiaintenancs
There is casmenthy nio formal
process of documentation for On- | Dewslop a formal, documented OJT program | .
M22  |the-Job traning for any for all ©JT: the AFC format and DO ﬁEDSCE:';"E Kubicek
Maintenance depariment except for |documentation is an excellent template
AFC
Develop a formal safety training for
. . .. contractors and briefing for visitors; ensure
There is no formal safety training
: all fraining prowided is documented, that v 4 |EMNT-Garzone
M23 program ﬂ':::ffH:T‘“’;“;m isitors are escorted 3t all times, and that | Lo o0 || TTDC-Petersen
g ops. contractors are supendsed at al times by
CMNT employess.
Develop S0Ps to cover interdepartrmental
Interdepartmental and interagency  |and mieragency interactions CMNT-G -
communications and coordination  |CMNT: Safety, MTPD, Treasury & Fars COMM BATC-Nabb
are not formally documenied. collecton (o inchide schedulad delivery of P N
M22  |These S0Ps must include review  |the money trains for mamtenance and repar)| 020530011 TESM-Albright
of programs and documents as COMM: Safety, MTPD, ENSS, IRPG
well 35 formal communications and |Power: Safety, MTPD, ENSS, IRPG
interactions. ATC: Safety, MTPD, EMSS, IRPG
TS5M: Safety, MTPD. EMNS5S, IRPG
CMMT-Garzone
There are no formial sheff-life Each department wil analyze its materals COMM EATC-Nabb
M25  |policies in place for materials used |and develop appropriate shelffdfe policies 0853001 1 | Power-Newman
in any of the departrments audited. |and procedures for perishable items. TSSM-Albright
SRML-Mitchell
T — e e
Safety-crtical parts, processes and uTes m. - Processss and 4 | Posteer-Mewrmian
M2d tom ot formally identified systerms in maintenance. This may be 0301 TooM-Albriaht
SySIEmS ane ¥ iden " |included as part of the maintenance policy ~Albrig
document
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MATA System Safety Program [ 3
Internal Safety and Security Audit Corrective Action Plan

Maintenance, 55PP Element 13

FindinglArea of Concarn

Diepartmental participation in safety

Ensure that S0PS are developed to ensure
that IRPG includes end wsers, safety, MTPD
and all appropriate stakeholders per
WMATA's safety certfication policy and

]
Dept & Staff Responsible

M2Y  |cerfification does not occur for all  program. bn particular, the Spery Car 035300 1 | IRPG-Trowp
capital acquisitions purchase needs the involvement of SAFE in
the cerfification; and QA & MTPD should be
mvoived in the FO00 series railcar
certification
M24 .ND SOPs are in place for splicing Develop 30Ps for splicing in emergencies 117301 0| Poweer-Newman
in emergencies
mzg [0 SOPs arein place forlthium |1y eson SOPs for lithium batteries 12/31110| AFC-Newman
batienes
nsufficient participalion in end Ensure that S0PS are developed o ensure Poweer-Newman
user approval process, vendor G4 . . ; ,
M30 processes and OEM replacement that Posser is included in all engineesing and | 0330011 [QAAW -Bitar
processes for Power group A processes applicable to their operation EMSS-Myersr
There are no S0Ps in place for Ensure 30Ps are in place to include
M21  |departments to participate in critical |departments affected by critical incidents in | 12/31/10 gﬁ;‘e of E"FE;”;:’E
|in-:i|:h=_-"1 debriefings the debmsfing process A=
:J;EH?:];; F:'IEC'E e EZ‘;‘: ;?: Ensure S0Ps are in place to cover
M3a2 made in | I-::-::-tgi::r's. such as "cl:ﬁ-:aﬁl:-"il n emergency situations to cover| 123110 MOC-Piper
. all field assignments without PAs.
rs-ul:-51.311m5
Mo S0Ps 1o cover vandalism or .
M23  |graffiti remediation at Power DE“:;F EE;P o h;'.“ e graffti and 12/31/10| Power-Newman
substations EnaalEm at srnsEtons
CMNT-Garzone
Iinderst=fing in some departments EDH"EMMTC'MIQ
M has led to defemed maintenance  |Perform manpower analyses for each o301 | TesM-Albraht
and excessive overtime, leading to |departrment in coordination with SAFE. - -Albrig
. SAFE-Dougherty
atigue.
£ [NoS0Ps in place for response to  (Develop S0Ps for response to critical ,
M35 leritical faiures in COMM failures CRE0MTCOMM-Habo
. .. |Ensure contractors working on property with
Mag  |TraIna for contractors WOMKNG N | SOMM receive proper ROW safety training, | 1231/10| COMM-Nabi
s and that the raining is properly documented
COMM rocms are not maintained  |Ensure that COMM rooms are inspected for
in proper and safe crder. Several  [safely when entered for work. Violations . ,
M3 COMM rooms had hazardous should be reporied, documented and 231710 COMM-Nabo
conditions comected
Cumently, ATC does not hawe The AIMS system must be accessible to all ATC-Nabb
M33 |access to the AIMS system, which |depariments performing diagnostic 123110 ENEE-—H
hinders the diagnostic process orocesses for ATC failures and anomalies
Currently no meggering or grownd  |S0Ps for testing of grounds and meggering | L. - -
W testing is perforrmed in ATC. should be developed and implamented [30ABIATC-Nach
M40 MS0S are not readly avalable in - [Ensure that ready access to M303 is £1/3010 ATC-Mabb
the field for ATC crews Fvailabde io ATC field technicians ' SAFE-Best
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[WMATA System Safety Program [
Internal Safety and Security Audit Corrective Action Plan
Maintenance, S5PP Element 135
|
CMMT-Garzone
M1 Job hazard analyses are not Ensure job hazard analyses are completed DB3012 COMM EATC-Nabb
complete for all departments for all positicns Power-Newman
TSESM-Albright
Coritical shortages of matenals and
replacement parts have resufed
from the lack of forward supply
points and the inabdity of
departrments to purchase and ggm;ﬁ&:_ﬁniﬂ
maintain siores.  Addiionally, the  |Perform an immediate analysis of the critical Power-H
M42  |Central supply facility is not open at |supply needs for each department in 113010 TSSM-Albright
all the howrs the depariments have |coordination with SAFE -

. - SAFE-Dougherty
needs, and it closes in bad SRML-Mitchell
weather, when crews in the
departments it supplies are stil
working and in need of supplies
and parts

. |Document the existing work flow plan;
Mgg |1reck replacement program planis | rmend adding it o the Maintenance 023012 | TSSM-Albright
nizt fully docurmented - :
Control Policy
MOC is not well versed in the
Mag [events and situabon expenenced | Training for MOC personns] in pricetization 123110 TS5 M-Albright
by TSSM. There is no TSSM of kems for TSSM MO C-Piper
person at the MOC desk
Structures has no S0Ps for
M5  |disposal of hazardous waste Develop SOPs for hazardous waste for 12/3110| TSSM-Albright
|generated at work sites Structures
JA is cumently not performing
o reviews of auditing in any area Ensure all appropniate areas have propsr QA 03311 1 TIES-Kubicek
except CMNT, and is not support QAN -Bitar
performing any traming audits
Mo SOP for QA documentation Dievedop and mplement annual review and
annual review and revision; curment (resision of (A4 Documentation. Ensure that
docasmentation is not reviewed by |all QA documentation references the SS5PP . ,
M SAFE and does not refer to the and hazard management roles and L3 QAAW-Baar
S5PP or hazard management processes and al documentation is reviesed
r"unmin:rrs by SAFE.
Mo SOP is place for QA's peniodic .-
M43 [formal review of s intenal gi"“": formal SOF for intemal controts for | pam 111 |QAsw-Bitar
documentation. :
Dievelop fraining and certification policy and
Mo raining or certification poficy or |procedures for all positions in CIAAN . .
et procadures for QAAW staff Recommend adding this to existing Q& DREUNT | CAAW-Bar
peolicy docasment.
Ensure that end wsers and QA are involved
nsufficient immivement of end m all steps of capital acquisitons, including
M50  |users and QA in Capital fe-cyele planning and programs, & 032111 | IRPG-Trows
acquisitons rehabilitation of roliing stock and
nirastructure.
Toolbox mestings and Safety Ensure SOFs are developed for Toolox EEEL_G&:_T_E"EIG
M51  |Contacts have workshests to mestings and Safety Contacts. May be ety |
document them, but no S0Ps neluded in Supenisor's Manual SOPs Power-Newman
TSEM-Albright
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| Safety and Security Audit Corrective Action Plan

MATA System Safety Program
Interna

RAIL TRANSPORTATION (RTRA}

Finding/fArea of Concern

or

[

]
Dept & S5taff Responsible

T | jevelopment of intemal SOPs.  |Develop intemal SOF on SOPs. 033111 |RTRA-Epp=
Dievedop 3 read back'hear back procedurs
for critical radio transmissions; this should
RZ  |Moread back/hear back procedure (nclude the conditions under which critical 123110 |RTRA-Epps
nformation passad by radio to the field is
verified.
I Devedop and mplement a chechdist for the
R3 h:_;:;ﬂ :ﬁ:’:in pl?::ni pre-depariure inspection and a verTication 0531111 |RTRA-Epps
- pec procedurs, incheding sign-offs and QC
Ensure that security and related traming for
A . areas of concem s prowided o RTRA o _
R4 Lack of traming for security employees: Refer tn item 32 j in the audt 117304 RTRA-England
miatrix
Lack of procedurss to support Dewedop departmental procedures to support e _
RS lcoor activaion of the WMATA COOP 113011 [RTRA-Epps
Dievedop facility emergency plans and
procedures for each diesion, to include all-
S RTRA-Epps
No speciic ity - hazards scenarnios, including active shooter, Hffice of E ency
R& I . weather emengencies, fire, shefter-inqplace 1173012 ¥ d
plans or Hr=s opbions, etc. Develop OCC COOP and Manag FLaPons
supporting 30Ps; a5 appropniate. develop
ntemnal S0Ps to support DC evacuation
Hold anrual exsrcises to test RTRA
COOPs; ensure that S0Ps are deweloped
i - R Ciffice of Emergency
. within RTRA to faciitate participation in 1y s ¥
RT Lack of exercises to test COOPs dirills, cribical debriefings and e DEv30 :I_.I:_rumagaTnenE Et LaPore
actions from tems identified in emergency PR
preparedness drills
. . . |Ensure that all critical documentation is
Critical documentation is not readily - -
RE  |availsble to control center updated property and readiy avaiable to 12131110 |RTRA-Epps
am eweryone on duty as aponopriate in the
¥ control center.
Devedop a formal S0P and supporting
There is no SO or werification checklists/docurmentation for the controller
R process for issuanca’receipt of &l |shift changes to enswre accountabdity and 0531111 |RTRA-Epps
shift information for controllers comect exchange of criical safety
nformation between shifts
There 1= o SOF Tor contller= 1 | Develop a formal SOP and accountability for
R10 . o controller review of the GOTRS informiation | 1273110 |RTRA-Epps
contained in GOTRS is properdy hift
reviewed prior to each shift O E3c S
Ensure that all RTRA documentation is
R11 if‘FET“F?f I“”' fnJE_“Em“”.;mE"‘ -eviewed by Safety for compliance with the | 033111 |RTRA-Epps
¥ S5PP and safety requirernents
Ensure that there are formal, docurmented
procedures for configuration management
No SOPs or procedures in place and document confrod for Al areas of RTRA;
- . - Diocasmentum system is being implemented o _
R12 S’C:-"ﬁgtulr:auTﬁMmageneﬂ & put SOPs for its use must be developed for 117308 RTRA-Epps
poumeEn: Lon each area. This includes all logs
nspections, notes and briefings from all
cepartments.
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MATA System Safety Program [ -
Internal Safety and Security Audit Corrective Action Plan
RAIL TRANSPORTATION (RTRA)
~Movemnber 22, 2010
I I I
Finding/Area of Concern Dept & Staff Responsible
Ar=a emergency responss partners
R13 hawe not been trained in the unigue |Inclede control center facilities in emergency 12131110 Ciffice of Emergency
configuration of the JGB and CTF  |responder training ' Management-LaPore
conirol centers
All required documentation, inchuding bogs,
Some RTRA documentation, requires SOPs to guide the completion of
especialy logs, is not collected or  |the task. Electronic means of completing
stored electronically. Many of the task may mprove processes. |n 14 |
R1%  hese lems also do not have SOPs [adcdition, having Maximo aailable to Station | 102 V11 |RTRA-Epps
for their use. and do not hawe QC  |Managers would be of great benefit and
performed. mprove documentation and werfication for
ther areas of responsiolity
r T n
rig [0 SOF in place for radio Nesd SOP for radic troutleshooting 033111 |RTRA-Epps
troubles hooting
g : Egzz da;ilfhE::-EﬂPE Devedop S0Ps or methodologies for all work
R16 ; . = tasks for Superntendents and Assistant 1273112 |RTRA-Epps
or methodologies to cover their .
Sapperintendents
wiork
. S Ensure that documentation of all safehy
- |Safety cribeality of control center . N L i _
R17 Sctivibes is ot f jy established inat:-:;i processes inthe confrod centeris in | 03531/ RTRA-Epps
I Ensure that all training programs are
SAFE;F;T;F‘ o ¥ rewew resieved by safety for compliance with the
Rig [AY ning programes. SSPP and other safety ; by MTPD for 03/31/11 |RTRA-England
Programs are also nof reviewed by , - )
other stakeholders security SEPF compliance; and by other
= 5EaRen ’ stakeholders as appropriate.
. . Diespedop an SOP for the review, revision and
There is no SOP for regular review. | o o 3l RTRA documentation, to ,
R18  |rewision and update of all intemnal 03731111 |RTRA-Epps
; nciude the review and approval process with
RTRA documentation . ;
safety resiew and signoff
Ensure full participation of RTRA in a
RTRA does not significanthy procuraments from planning to disposal for
participate in safety certification Al equipment and other purchases. Ensure i ]
R0 end-usar input or ife-cyclke that safety certification is performed for all 1231 IRPG-Troup
planning. safety-critical procurements, and that RTRA
and Safety participaie
There are no S0Ps for rend Ensure that responsibilities and
R21 |analysis and ofher reporting S0Psmethodologies for all trend analysis 1273112 |RTRA-Epps
performed by RTRA and reporting are captured (see R16)
FC:S;:;D;' ;{?RTI;;;_ nel in Ensure that complete formal documentation
R22 accident and incident investgaton for all nwestigations is in place for RTRA &3111 |RTRA-Epps
. . personne.
is not in place
. . . Dievedop a formal training policy and matrix
R23 :?ﬁ"'““ policy or matrixfor |l RTRA personnel, including 12131111 |RTRA-England
personne Superintendents.
Mo verification of fitness for duty  |Implement standards, guidelines, S0Ps and e
R2%  checks for operators is performed  |verification for filness for duty checks D121 |RTRA-Epps
. RTRA-Epps
JEM desk function = not covered  |Ensure that S0Ps for OEM desk functions
R25 | 053111 |Cffice of Emergency
in RTRA S0Ps are developed and implemented. Management-LaPorte

February 1, 2011



Appendix B — Corrective Action Plans to Address Internal Audit Findings

MATA System Safety I-’n:-gram _
Internal Safety and Security Audit Corrective Action Plan
RAIL TRANSPORTATICN (RTRA)

Mo S0Ps in place for loss

Devedop and mplement S0Ps for loss

|
Dept & S5taff Responsible

R26 B tion regardng keys. prevention for keys ssued to RTRA 0573111 |RTRA-Epps
personne].
Mot all mterdepartmiental - .
37 |coordination is covered by formal |2 =vEioR S0P for all interdeparimental 1231111 |RTRA-Epps
coondinabion
S0Ps
. . ure Cranking and blocking procedure needs to
R28 Ea?;g;ﬂ ﬂ?fﬁkﬂ? " o= evalusted and revised to ensure D131/11 |RTRA-Epps
o ?tlec o HJE? responsibiliies, equipment and procedures ' PR
gEney” are fully documented.
. _ . |Devedop and mplement a contingency plan
R20 Eﬁ“;:’:ﬁ;‘;ﬁf‘: taf-.m O \for full, partial, short- and long-term kss of | 01/21/11 |RTRA-Epps
= == the GOTRS system
g“;ﬂ:ﬁszz :;”n;s:;t:t Ensure that all Personnel handling BCH
R30 adequate training on frack cincuitry i::;’s are adequately tramed in this critical 1273111 |RTRA-England
EITor reporting
R31

February 1, 2011



Appendix B — Corrective Action Plans to Address Internal Audit Findings

WMATA System Safety Program
Internal Safety & Security Audit Program

Corrective Action Plan

Department: HR: Drug & Alcohol
Participants: Dr. Lisa Cooper-Lucas,
Manager, Medical Sves & Compliance, Santos

Corrective Actions for Deficiencies
Identified Requiring Corrective Action

To Be Completed On Or

Responsible Party

Garcia, Compliance Monitor Before
Date CAP Opened- e
Area of Non-Compliance
{Matches Audit Matrix Humber)
1 {a) There iz no formal Standard Operating Dret;EI?u'?fr:;?rTEI SOF f;::ljiss;ler}-'linal.lticn
Procedure (30FP) for dizsemination of the gnd Erl:ncedures dnsguan:ent Eﬁ ;‘;npﬁéw B18-11 Dr. Liza Cooper-Lucas, Manager.,
WMATA Drug and Alcohol policy and par‘tzrﬂﬂe policy and pmcédures T Medical Sves & Compliance
procedures document. document. See #4 below.
Current policy is under revision process
at this time, and is expected to be in
4 Current Policy has not been revised since place by October 1, 2010. A formal S0P 10-1-10 Dr. Lizsa Cooper-Lucas, Manager.,
2002 needs to be added to the policy Medical Sves & Compliance
document to indicate annual review and
wersion control.
Formal SOPs for the EAP Program )
&. Current EAP program has no formal S0P should be documented for use 5-18-10 Dr’ﬁéﬁﬁgEE;_;uéii;;ﬂi:igen
throughout the Authority
Drug and alcohol testing results with
redacted personal/medical identifying
10. No data analysis reports for testing of information are to be forwarded to the
WHATA emplcyee; are cur:ently t::aing Safety Department for review and 2,111 James M. Dougherty, Chief Safety
. analysiz. The Safety Deparment shall Officer, WMATA Safety Department
performed on drug and alcohol testing make a formal request in writing to
ensure the data is transmitted for
analysiz. See 11(a).
Drug and alcohol testing results with
redacted personal/medical identifying
information are to be forwarded to the
o .
11{a) Data is not currently shared with other ::;TﬁiEeap:d”?::r?sfr:ﬁ;t;ﬁf::haenrd hazard 2-1-11 James M. Dougherty, Chief Safety

departments for analysis and review

departments for review as appropriate
bazed on that analysis. An SOP is
needed to enzure the implementation of
hazard analysiz for D&A results.

Officer, WMATA Safety Department

February 1, 2011



Appendix B — Corrective Action Plans to Address Internal Audit Findings

13. No system-wide SOPs exist for

Develop WMATA S0OPS for use

Dr. Lizsa Cooper-Lucas, Manager,

implementation of sanctions per 49 CFR 655 gﬁfegdhfuulghgsaeangg for sanctions g-18-10 Medical Sves & Compliance
. Development of formal configuration
14. No change cantrol ._{Cnnﬁgurapcn management/document control Dr. Liza Cooper-Lucas, Manager,
management) SOPs exist for Medical Group i &-18-10 . )
. procedures are needed for the Medical Medical Sves & Compliance
documentation
Group.

16. There is no formal training program in place A formal training program needs fo be Dr. Liza Cooper-Lucas, Manager,

: . developed for the department, including 8-18-11 ; . - :
for Medical Group employees. 2 training matrix and policy. Medical Sves & Compliance

. Develop WMATA SOPS for use .
[

18. There are no SOPs in place for use throughout the agency for the self- 8-18-10 Dr. Liza Cooper-Lucas, Manager,

system-wide for the self-referral program

referral program

Medical Sves & Compliance

21 (b} Rail Contractor drug testing/auditing

1. Ensure the Medical Group has a list of
the confractors cumently working in rail
2. Development of an SOP to ensure

1. 8-20-10 (UHC)

1 & 2: Heather Obora, Chief
Procurement Officer, WMATA
Office of Procurement

i H t being impl ted notification of the Medical Group any 2. 12-31-10
program 1= currently not BEmg implemented. time a contractor begins work for TSSM. 3. 12-31-10 3. Dr. Lisa Cooper-Lucas,
3. Ensure the applicable contractor Manager, Medical Sves &
audits are performed per 49 CFR 655 Compliance
. - ) Development of deparmental SOPs for )
26 Mo deparimental information security SOPs information security. These an be part of 51810 Dr. Liza Cooper-Lucas, Manager,

were provided

the Departmental policy and guidelines.

Medical Sves & Compliance

February 1, 2011



APPENDIX C
ANNUAL SECURITY AUDIT REPORT



Washingten
Metropoltan Area
Transit Authonty

SUBJECT: Security and Emergency DATE: January 25, 2011
Preparedness Plan (SEPP)—Afnua
Internal Audit -@ )

FROM: MTPD —f Michael’A. Tabé/n ~

TO: GMGR — Richard Sarles

Overview

This report was created in accordance with the reporting requirements defined in the
State Safety Oversight Rule, 49 CFR Part 659, and the Tri-State Oversight
Committee (TOC) Program Standards, Section 6.3.

Section 6.3, TOC Program Standards and Procedures, requires the Washington
Metropolitan Area Transit Authority (WMATA) to submit an annual internal security
audit report to the TOC on or before February 1% of each year. The report must
contain the following:

1. A summary of the internal audit

2. Internal audit checklist

3. Findings of the internal audit

4. Any Corrective Action Plans (CAP)

Audit Description

On April 7, 2010, TOC and the Metro Transit Police Department (MTPD) performed
an Internal Audit (IA) for Elements 4.1 thru 4.5. Several findings of non-compliance
were identified and CAPs were created to address those findings.

The TOC performed a Triennial Safety and Security Audit in June 2010, as required
by 49 CFR Part 659 and several areas were identified as requiring corrective action.

On August 19, 2010, TOC approved an A process that is currently being performed
jointly by SAFE and MTPD with the concurrence of Mr. James Dougherty, WMATA
Chief Safety Officer and Chief Michael A, Taborn, Chief of Police, Metro Transit
Police Department. This ongoing IA includes review, assessment, and auditing of
security and the Security and Emergency Preparedness Plan (SEPP). Every A
performed at WMATA since June 2010, includes auditing of system security and the
SEPP.



The TOC also revised its Program Standards as of January 2011. To ensure a more
accurate portrayal of the current practice, the SEPP was rewritten to meet the new
TOC Program Standards and address current practices.

Findings of the Internal Audit

1.

WMATA Policy and Instruction, P/l #1.11/1 - Procedures for Inter-
Departmental Notification of Incidents, dated June 30, 2003, was outdated
and needed to be revised. The MTPD TOC liaison will ensure that revisions
to this document are accomplished in collaboration with responsible WMATA
offices. The office responsible for originally writing this P/l is no longer in
existence due io organizational changes. A delay in the response to this
update may be necessary to determine the lead WMATA office.
e MTPD issued numbered memorandum #10-66, Command
Notifications, to address this issue. A copy of the memorandum was
provided to TOC in December 2010.

MTPD General Order 405 — Communications, dated April 25, 2001, is
outdated and should reflect the current Command Notifications protocols.
e MTPD is currently updating this General Order and should be
completed by March 2011.

MTPD Numbered Memorandum #10-02 — Command Notifications, dated
January 21, 2010, should update the TOC notification incident list as set forth
in the TOC Program Standards & Procedures.
e« MTPD issued memorandum #10-866, Command Notifications, to
address this issue. A copy of the memorandum was provided to TOC
in December 2010.

The current MTPD General Order 365 — Major Incident Scenes, dated August
15, 2001, should be updated to reflect current response protocols. Inregard
to protocols for emergency response procedures, the team recommended
that the MTPD General Order 340, Active Shooter, dated September 29,
2010, be added and the National Incident Management System (NIMS) 400
updated.

« MTPD is currently updating this General Order and should be

completed by March 2011.

The Metro Emergency Response Training (MERT) should be added to the
training that supports the SEPP related activities table.
e This element has been included in the current update of the SEPP.



8. Develop a standardized After Action Report (AAR) form to properly document
exercises and incidents. This would enable the Department to convert the
AAR’s into CAP’s that can be tracked through impiementation.

o MTPD provided TOC with a copy of the current AAR in December
2010. Several offices of the MTPD are working together to update the
AAR. The MTPD is updating General Order 365, Major Incident
Scenes, requiring AAR’s be completed after any “hot wash” of major
incidents.

2011 Internal Audit Schedule

Please refer to the TOC letter of August 19, 2010, which approved the |A recovery
plan, and subsequent revisions of the audit schedule. The most recent audit
schedule is included in the annual report.

2010 Security Internal Audit

In May of 2010, MTPD performed an internal audit of the SEPP. The checklist and
corrective actions are attached.



Metro Transit Police Department
Security and Emergency Preparedness Plan (SEPP)

Internal Audit Checklist

Partl

Auditor Position
Lt. Jennifer Donald MTPD
Sergeant Nopadon T. McKee MTPD
Captain Kevin Gaddis MTPD
Captain Ronald Pavlik MTPD
Darren McCoy SAFE

Date TOC notified of Internal Audit;

March 4, 2010

Date Audit Completed: April 7, 2010
# CHECKLIST SEPP Requirements INCLUDED Page COMMENTS
ITEM Does the SEPP contain or provide for the following: Yes --- No Ref.
3.1 | Responsibility for [ «  Identification of the person(s) responsible for
Mission establishing transit system security and emergency
Statement preparedness policy and for developing and
approving the SEPP.
3.2 | Management of o Identification of the person{s) with overall

the SEPP responsibility for transit security and emergency
Program preparedness policy and for developing and
approving the SEPP.
3.3 | Division of e Listing of SEPP-related responsibilities of the
Security personnel who work within the transit agency

Responsibility

security/police function.




Metro Transit Police Department
Security and Emergency Preparedness Plan (SEPP)

Internal Audit Checklist

CHECKLIST
ITEM

SEPP Requirements
Does the SEPP contain or provide for the following:

INCLUDED
Yes --- No

Page
Ref.

COMMENTS

33

Division of
Security
{continued)

Listing of the security-related responsibilities of
other (non-security/police) rail transit agency
employees, including their relationship to the
employees other duties.

A SEPP Program Roles and Responsibility Matrix
should be developed showing interfaces with other
transit system departments/functions and the key
reports or actions required.

The responsibilities of external agencies for
supporting SEPP deveiopment and implementation
should be identified.

The committees developed by the rail transit agency
to address security issues should be identified.

4.1

Planning

Identification of SEPP activities and programs in
place at the rail transit agency to support planning
for system security and emergency preparedness.

4.2

Organization

Identification of the organization of SEPP-related
activities and programs and the ability to coordinate
with external response agencies.

43

Equipment

Description of the equipment used to support
implementation of the SEPP program.

4.4

Training and
Procedures

Description of the SEPP-related training and
procedures available to ensure employee
proficiency.

4.5

Exercises and
Evaluations

Description of SEPP-related activities to ensure the
conduct of emergency exercises and evaluation




Metro Transit Police Department
Security and Emergency Preparedness Plan (SEPP)
Internal Audit Checklist

Additional Information pertinent to the Internal Audit:

Part 11
MTPD Internal Audit Corrective Action Form
WMATA
DEPARTMENT
AND EXPECTED ACTUAL
CAP PERSON COMPLETION COMPLETION
NUMBER DESCRIPTION RESPONSIBLE DATE DATE TOC VERIFICATION
Procedures for Inter-Departmental Notification of Incidents” P/ MTPD has addressed this in
Number 1.1111, dated 6-30-2003 were outdated and needed to be Memo #10-66, which
revised, The MTPD TCC liaison will ensure that MTPD works addresses how MTPD
with the other responsible WMATA offices in sending updated notifies other external
1 procedures and assist in the revision of this document, The office M\:.{ngAg ’L: llilnlliggl‘g Novernber 2010 agencies. This CAP is now
responsible for originally writing this P11 is no longer in existence CLN ¢ closed. June 2, 2010.
due to recent WMATA organizational changes, therefore there
may be a delay in the response to this update since WMATA will
have to identify a new office to take the lead in the revision
MTPD requests
MTPD General Order 405 ~ Communications was outdated (dated extension to March 31,
2 4/25/01) and should reflect the current Command Notification MTPD Sgt. N. McKee 2011. This General
Protocols Order is currently being
revised
MTPD Memeorandum #10-02 —Command Notifications, {dated
3 January 21,2010) should update the TOC notification incident MTPD Sgt. N. McKee August 2010 June 2, 2010
list as set forth in the TOC Program
The current MTPD General Order 365 - Major Incident Scenes MTPD requests
should be updated to reflect current response protocols. In extension to March 31,
4 regards to protocols for emergency response procedures, the team MTPD Sgt. N. McKee 2011. This General

recommended that the Active Shooter Generat Order be added and
the NIMS 400 update.

Order is currently being
revised.




Metro Transit Police Department

Security and Emergency Preparedness Plan (SEPP)

Internal Audit Checklist

Recommended that a list of equipment carried by members
assigned to the Special Operations Division be added under a
separate section.

Recommended that a write-up of the Chemical Detector Sensors
be included to include their locations.

MTPID> Sgt. N. McKee

January 1, 2011 (Yearly
update of the SEPP)

January 1, 2011

The MERT Training should be added to the training that supports
the SEPP Related Activities table.

MTPD Sgt. N. McKee

January 1, 2011(Yearly
update of the SEPP})

January 1, 2011

Determined that a standardized After Action Report form needed
to be developed to properly document exercises and incidents.
This would enable the Department to convert the After Action
Reports into Corrective Action plans that are tracked through
implementation.

MTPD Sgt. N. McKee
OEM T. Jones

MTPD requests
extension to March 31,
2011. This General
Order is currently being
revised.




ATTACHMENT 2:

WMATA INTERNAL SAFETY AND SECURITY
AUDIT SCHEDULE — OCTOBER 2010 THROUGH
SEPTEMBER 2013



WMATA
Internal Safety Audit Schedule*
Performance Period: October 1, 2010 through September 30, 2013

Year 1 — October 2010 — September 2011
Quarter Audit Areas
1 (Oct, Nov, Dec) IT, Rail Transportation, OCC
2 (Jan, Feb, March) Public Relations/Public Information
3 (April, May, June) Procurement/Materials
4 (July, Aug, Sep) Fare Collection, Customer Service

Year 2 — October 2011 — September 2012
Quarter Audit Areas
1 (Oct, Nov, Dec) Rail Scheduling/Planning, Training
2 (Jan, Feb, March) Engineering, Station & Systems Planning
3 (April, May, June) Facilities/Plant Maintenance
Elevator & Escalator, MTPD, Emergency
4 (July, Aug, Sep) Management

Year 3 — October 2012 — September 2013
Quarter Audit Areas
1 (Oct, Nov, Dec) TSSM (ATC/Signals, Communications)
2 (Jan, Feb, March) TSSM (MOW/Power)
3 (April, May, June) Railcar Maintenance
4 (July, Aug, Sep) QA & Warranty, Drug and Alcohol

*Please note that this schedule includes auditing all SSPP and SEPP elements by Department to
reduce the burden placed on WMATA'’s departments to participate in multiple audits throughout
the three year schedule.
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