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Re: WMATA Annual Safety and Security Audit Report and Certification 

Dear Mr. Bassett, 

The Washington Metropolitan Area Transit Authority 0/1/MATA) is pleased to submit the 
attached 2011 Annual Safety and Security Audit Report (Attachment 1). This report is 
submitted to meet the requirements of 49 CFR Part 659.27 and section 6.3 of the Tri-State 
Oversight Committee's (TOC) Program Standard and Procedures. Please also find 
attached WMATA's internal safety and security audit schedule for the three year period of 
October 1, 2010 through September 30, 2013 (Attachment 2). 

2011 Safety and Security Program Highlights 

As you are aware, WMATA continued to take significant steps in 2011 to bolster its safety 
and security programs and to continue to implement a strong and proactive safety culture 
throughout the organization. Highlights of our efforts included: 

• 

• 

• 

• 
• 

• 
• 

• 

• 

Implementing all rema1n 1ng recommendations from the Federal Transit 
Administration 's (FTA) March 4, 2010 Final Audit Report. 

Finalizing and receiving TOC approval of WMATA's new Incident and Accident 
Investigation Policy/Instruction. 

Continuing the implementation of WMATA's new Hazard Management Procedure and 
the strengthening of other safety policies and procedures. 

Promoting the safety hotline and anonymous intranet reporting systems . 

Expanding safety reporting and analysis through the automated and centralized 
Safety Measurement System (SMS). 

Strengthening local, departmental, and executive safety committees . 

Training more than 5,000 employees in the newly developed Roadway Worker 
Protection Program. 

Continuing the development and implementation of tools to monitor loss of shunt 
health on a real-time basis. 

Increasing safety staff by more than 60%. This has included adding two on-call safety 
officers available 24/7 and on site at major weekend "shut-downs", as well as 
deploying more safety staff in the field. 

• Publishing lessons learned from Incidents. 
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• Hosting the second Annual Champions of Safety Recognition Program, which was 
attended by Deborah Hersman, Chairman of the National Transportation Safety 
Board. 

• Procuring 10,000 new safety vests that have been redesigned based on task specific 
job hazard analysis, regulatory mandates and industry best practice, coupled with 
consideration for comfort, security and ease of use and standardization. 

In addition to the above, WMATA continues to implement its aggressive Metro Forward 
rebuilding effort, in which WMATA is making an investment of nearly 1 billion dollars to 
address National Transportation Safety Board {NTSB) safety recommendations, to install 
more than 21 miles of new rail, to rehabilitate or replace escalators and elevators 
throughout the system, to complete multiple station projects, and to rehabilitate 100 older 
buses and place in to service 116 new hybrid electric buses and 241 Metro Access 
vehicles. WMA T A also continues to invest in signal system upgrades, track and 
infrastructure projects, and the replacement of Metro's oldest railcars, the 1 COO-series 
fleet, with new 7000-series cars. 

In 2011, WMATA continued to implement its restructured internal safety and security audit 
program to fully comply with the requirements of Part 659 and TOC's Program Standard 
and Procedures. The attached report documents the internal safety and security review 
activities performed by WMATA for calendar year 2011 and provides the status of 
subsequent findings and corrective actions. 

Annual Certification 

I hereby certify that WMA TA is in compliance with the requirements of its SSPP and SEPP 
with the exception of the remaining open findings identified during WMATA's 201 0/2011 
audit cycle and those identified by TOC during its Triennial Review and recent review of 
WMATA's new Hazard Management Process. 

Conclusion 

In conclusion, I would like to thank you for your continued oversight, cooperation and 
support of WMAT A's safety and security programs. WMATA remains fully committed to 
implementing a proactive and effective system safety program in compliance with TOC's 
Program Standard and Procedures and all other applicable Federal and state regulations 
and requirements. I look forward to our continued partnership as we continue to progress 
WMA T A's safety and security programs. 

If you have any questions regarding WMATA's Annual Safety and Security Audit Report, 
please do not hesitate to contact me or James Dougherty, Chief Safety Officer. 

Richard Sarles 
General Manager and 
Chief Executive Officer 
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1.0  Introduction 
 
The Washington Metropolitan Area Transit Authority (WMATA) is required by Section 6.3 of 
the Tri-State Oversight Committee’s (TOC) Program Standard and Procedures, and by Paragraph 
3.1 of the Memorandum of Understanding by and between WMATA and TOC to develop an 
Annual Safety and Security Audit Report, which is to be submitted to TOC on or before 
February 1 of each year. This report must:  
 

 Provide a summary of the internal audits performed during the preceding calendar year. 

 Include the completed internal audit checklists used to perform the internal audits during 
the preceding calendar year.  

 Document the findings identified as a result of the audits performed during the preceding 
calendar year. 

 Identify the corrective action plans developed to address the findings generated through 
the internal audit process for the preceding calendar year.  

 
This document has been developed to meet these requirements and serves as WMATA’s 2010 
Annual Safety and Security Report.  
 
2.0 Summary of Internal Audits 
 
In July 2010, WMATA implemented an Internal Safety Audit (ISA) Recovery Plan to bring the 
internal safety audit program into compliance with the requirements of WMATA’s SSPP, TOC’s 
Program Standard and Procedures, and 49 CFR Part 659. The ISA Recovery Plan included 
WMATA’s new standard operating procedure for performing internal safety audits and was 
approved by TOC on August 19, 2010.  
 
Consistent with the ISA Recovery Plan, WMATA completed the audits of SSPP Element 15, 
Maintenance Audits and Inspections, and SSPP Element 20, Drug and Alcohol Program to close 
out the 2009 audit cycle.  Once these audits were completed, WMATA implemented the new 
audit schedule and audit process as established by the TOC approved, standard operating 
procedure for performing internal safety and security audits.  
 
Under the new procedure, the internal safety and security audits were performed by department 
rather than by program element. In this manner, WMATA evaluated the implementation of all 
applicable SSPP and SEPP elements for each audited department, rather than evaluating a 
limited number of safety and security program elements across the organization. This was done 
to reduce the audit burden placed on WMATA’s departments as a result of participating in 
multiple audits throughout the three year audit cycle, as well as to improve the thoroughness of 
the audits performed for each department.  
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During 2010, internal safety and security audits were performed for each of the following 
departments: 
 

 Office of Track Structures and Systems Maintenance (TSSM) – Automatic Train 
Control/Signals (audit conducted August 25, 2010) 

 TSSM – Maintenance of Way, Structures, Engineering and Production (audit conducted 
August 25, 2010) 

 Human Resources – Drug and Alcohol 

 Information Technology 

 Railcar Maintenance 

 Communications 

 Power and Way, Automatic Fair Collection, Shops and Material Support (supply and 
procurement) 

 Quality Assurance/Warranty 

 Rail Transportation 
 
As required by Section 6.2 of TOC’s Program Standard and Procedures, WMATA provided 
TOC with the internal audit checklists in advance of each audit as part of each audit notification 
package. Audit teams consisted of both WMATA and contractor personnel and included 
representatives from WMATA’s Department of Safety and Environmental Management (SAFE), 
the Metro Transit Police Department (MTPD), and Quality Assurance. The audits included 
document and record reviews, interviews of applicable staff, and field verifications and 
inspections. Final audit reports documenting the audit results, including findings, 
recommendations and associated corrective action plans were developed and submitted to TOC 
in accordance with TOC’s Program Standard and Procedures. In addition, WMATA has applied 
its hazard assessment review process to the internal audit findings to better evaluate, prioritize 
and respond to the findings identified through the internal audit process.   
 
The completed checklists used to perform the internal audits are included in Appendix A. The 
corrective action plans developed in response to the internal audit findings are provided in 
Appendix B. The system security portion of the report is included in Appendix C.  
 
2.1  Summary of Audit Findings – Maintenance and SSPP Element 15 
 
The primary areas of non-compliance identified through the internal safety and security audit of 
Maintenance and SSPP Element 15 for 2010 are listed below:  
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1. Changes in the purchasing and warehousing policies at WMATA without the 
consultation of end users or the safety department has created hazardous conditions and a 
critical lack of parts in many of the maintenance areas. No forward stores are available 
any more to ATC, CMNT and other areas. This has led to a critical and unacceptable 
situation where some ATC parts have a back order of more than 25 weeks, delaying 
critical maintenance and repair functions. No hazard analysis was performed for this 
change even though it affected safety-critical areas. The most critical problem is the lack 
of understanding throughout the agency that systemic changes must be made with the 
knowledge and participation of the safety department. This hazardous condition must be 
addressed immediately with a hazard assessment and recommendations for corrective 
action.  

 
2. Many of the documentation issues can be addressed by developing Maintenance Policies 

for each area. Currently, only two areas, track maintenance and structures, have a 
document that addresses policy in some of these areas, but a full program should be 
developed for each department addressing the issues listed under area of concern #1 in 
each audit matrix, plus any other issues that the department feels are essential to their 
mission, work practices and processes.  

 
3. There is a general lack of supporting procedures and other documentation in all 

departments for required safety- and security-critical activities. Also, many of the 
existing OAPs are not procedures, but rather policy documents. Departmental SOPs 
sometimes do not reflect the OAP, or are not in compliance with OAPs, not because the 
departmental procedures are faulty, but rather, the specialized nature of departmental 
activities are not easily defined by larger OAPs meant to be general and more 
comprehensive. Particular areas where SOPs are needed include the GOTRS and the 
Engineering Review Board.  

 
4. Procedures are not reviewed and updated on an annual basis; configuration control is an 

issue, including document control, version control, document storage and retrieval and 
document distribution and access. There is no system-wide system currently in place. The 
dates of some documents provided to the audit team for verification are 10 years past. 
The Documentum system has begun to be implemented at WMATA, but SOPs are still 
needed for every department to ensure its consistent and correct usage across the board. 
Also, safety currently does not review any SOPS, procedures, training, inspections, 
checklist or other documentation for any of the departments audited. This is a required 
process under system safety and should be immediately addressed.  

 
5. Safety-critical processes and procedures are not adequately identified as such in any 

group. This is critical to ensuring that preventive, predictive, deferred, scheduled and 
other maintenance is performed appropriately and that no safety-critical issue or item is 
handles inappropriately. These items are most easily addressed in the Maintenance Policy 
as described above. In addition, there are no specific criteria for deferred maintenance in 
most groups. OAPs for CMNT refer to pullout as a standard. It is unacceptable to an 
agency that adheres to safety as the highest standard to refer to pullout as criteria for 
using cars with deferred maintenance items without the guidance of specific criteria, such 



WMATA 2010 Annual Safety and Security Report  

February 1, 2011  Page 4 

as braking percentages, safety-critical parts and processes lists, detailed component & 
sub-system safety-critical criteria, fixed out-of service tolerances, etc.  

 
6. In general, training programs lack specific documentation. Very few departments had any 

documentation at all for their on-the-job training. This is a critical area where 
consistency, quality assurance and structure are needed. In addition, the audit team is 
concerned about the pass/fail criteria for WMATA. According to stated practices in the 
OAPs and in other documentation provided for verification, the passing grade for 
required testing is generally 75%. For non-critical areas of instruction, this is acceptable. 
However, it is not acceptable for critical areas, such as safety-critical rules, and safety-
critical repairs and processes. In addition, safety does not review the development or 
implementation of any training in the maintenance area, nor does it have input into the 
pass-fail criteria for the safety-critical areas. This is a critical oversight, and should be 
corrected immediately.  

 
7. Lack of adequate field supervision and quality assurance on procedures are in a critical 

state. Several departments (ATC and Communications especially) have a critical shortage 
of manpower, and due to a number of concerns, including lack of adequate technological 
support, such as lack of ability to receive critical communications through Maximo in the 
field, supervisors are not able to provide adequate field supervision for technicians. There 
is inadequate engineering support for Communications also, as well as a lack of formal 
QA support. The ENSS Department is shared among multiple departments and is also 
understaffed. All of these factors have led to a critical backlog of maintenance, including 
preventive maintenance, and to critical failures, such as dead spots on the radio 
communications system that have not been addressed, the failure to perform meggering 
on ATC equipment in the field, and an unacceptable deviation from specifications and 
tolerances in field use of ATC equipment.  

 
8. Several issues in the area of emergency preparedness are critical. They are:  

 
a. Firewatch is currently being done by Communications personnel when it is needed. 

Not only is this an inappropriate function, since they have no training in firewatch, for 
a department with a critical shortage of manpower it is an unsupportable position. 
WMATA should take immediate action to identify a more appropriate group to 
implement firewatch when it is required; more appropriate personnel might be, for 
example, the emergency coordinators for the facility per WMATA emergency 
preparedness plans, or the emergency management group, or even the safety 
committee for the affected facility.  
 

b. No group interviewed had any knowledge of a facility emergency plan, nor did the 
audit team find any documentation of such a document for any facility.  
 

c. CMNT could not identify the WMATA-required emergency coordinators for its 
facility.  
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d. No group had any plans or procedures for implementing WMATA’s COOP. None 
had any understanding of what a COOP is, that they had any critical role in continuity 
of operations for the Authority, or when the plan would be applicable. WMATA must 
undertake the process of implementing its COOP fully throughout the organization by 
developing appropriate SOPs and EOPs for its activation, training all personnel in the 
plan and the supporting SOPs, and exercising the Plan in periodic drills designed to 
test and familiarize the agency.  
 

e. No NIMS training has been provided for any maintenance group. 
 
f. Very little contingency planning has been done in the Maintenance Group. There is a 

false reliance on the COOP as a plan for emergencies. Some OAPs exist, such as for 
weather emergencies and computer failure, but very few other situations have been 
addressed, such as active shooters, field emergencies and notifications, IEDs, etc. 
Training for employees in personal security on the job, violence in the workplace and 
other security procedures is needed.  

 
g. No facility has done training with Emergency Responders to ensure that they 

understand the hazards in the facilities should they have an emergency. This is very 
critical in the CMNT shop, where third rail and stingers pose a grave risk to 
responders who are unfamiliar with those hazards.  

 
9. There were few SOPs for interdepartmental and interagency coordination in any 

departments. The sole exception was interactions with MOC, which were well codified in 
WMATA’s OAPs. However the lack of documented interactions has led to the 
inappropriate exclusion of safety- and security critical interactions for the department, 
including the above mentioned safety review and approval of training programs, safety 
involvement in engineering and change control (until recent changes), the involvement of 
emergency management and MTPD to address deficiencies referred to in #5 above, and 
other areas where critical communications are lacking.  

 
10. Job Safety Analyses had only been performed for the track walkers. This is an excellent 

practice, and the other Maintenance areas are encouraged to ensure that the Risk 
Management contractor, AON, be asked to perform the analyses for all jobs.  

 
11. The Power department had no SOP for splicing in emergencies; although this is not the 

preferred method for repairs, it is sometimes required for emergency measures in the 
field. It is a hazardous process and should have an SOP in place to guide technicians in 
the field.  

 
12. Field Observations in CMNT yielded many findings of non-conformity with good and 

required industrial hygiene and safety practices. This indicates a general lack of 
knowledge about the subject. It is recommended that the safety committees add more 
items to their facilities checks and that more training in applicable industrial safety and 
hygiene requirements be provided to committee members and employees working in the 
shop. Particular areas of concern include:  
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a. Food and beverages in the shop area instead of the break room 
b. Unmarked/unlabeled spray and other bottles of liquids  
c. Hazardous use of extension cords and electrical appliances  
d. Inappropriate storage of flammable materials  
e. Blockage of utility and electrical panels and doors  
f. Inappropriate items stored in flammable storage cabinets  
g. Inappropriate or blocked safety signage  
h. Lack of supplies in first aid boxes  
i. Unlabeled locked storage cabinets  

 
13. Maximo is not being used to its full potential in most of the areas audited for a number of 

reasons:  
 
a. Staff are not receiving complete training on the use of Maximo and all of its features 

because of staffing and time issues. 
b. Maximo versions change relatively frequently, and by the time a version is is learned, 

a new version is introduced and training is again required.  
 

14. It is strongly recommended that WMATA provide CPR, First Aid, and AED training to 
all employees.  
 

15. Loss Prevention programs are lacking, especially as regards keys. Keys are taken home, 
there is little control of the keys and keyholders, and there are keys that are kept in 
lockboxes (for firemen) and no real method of accounting for key security, reproduction, 
misuse or loss, and no SOPs or policy exists for accountability. The audit team 
recommends an electronic access control policy to be implemented throughout the 
agency. accountability, sops  
 

16. IRPG issues: There are a number of instances in which the IRPG group has specified, 
purchased and had systems or equipment installed, implemented and turned over of 
maintenance to departments without any input form the end user/maintainer. This 
situation has resulted in equipment being poorly or inadequately maintained, additional 
strain on already understaffed departments and a lack of integration and system 
cooperation. The IRPG group must make immediate changes to include the departments 
affected by all capital purchases, without exception, and ensure the following processes 
are part of every capital purchase initiated, implemented or completed through the group:  

 
a. Reliability & maintainability studies  
b. Life-cycle planning  
c. End-user approval  
d. QA review and approval  
e. Safety & Security Certification, to include the safety department from cradle to grave  
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17. The audit team recommends that use of all personal electronic devices (not limiting the 
affected items to cell phones) be forbidden on the rights-of-way, in yards, in Metro 
revenue and non-revenue vehicles and in Metro facilities while work is being performed 
by an employee. Specifically, personal electronic devices should not be worn on the 
person while on duty, but may be stowed while turned off in personal effects while. 
Personal cell phones should only be used in the event of a Metro emergency where no 
other form of Metro communication is available. (ref. Special Order 08-05).  

 
2.2  Summary of Audit Findings – Drug and Alcohol and SSPP Element 20 
 
The primary areas of non-compliance identified through the internal safety and security audit of 
WMATA’s Drug and Alcohol Program and SSPP Element 20 for 2010 are listed below:  
 

1. The most significant finding was that the Medical Services and Compliance Group was 
not performing 49 CFR 655 compliance auditing of contractors in the rail transit area. 
Verification of the finding revealed that the Medical Group had not received any 
notification for rail contractors working in rail transit, even though they had made several 
requests for the information. Once the audit team verified that information had not been 
made available to Medical, a hazard assessment was performed and the noncompliance 
was found to be unacceptable. 49 CFR 659 reporting was performed per WMATA’s 
requirements under the System Safety Program Plan and the System Safety Program 
Standard for reporting Unacceptable Hazardous Conditions (UHC). The corrective action 
put into place was to ensure that the Purchasing Department provided the current list of 
contractors to Medical. Follow-up corrective actions will include development of a 
Standard Operating Procedure (SOP) to ensure that the process is ongoing, monitored and 
continuous. 
 

2. The primary areas of non-compliance centered on a lack of supporting procedures for a 
small number of required areas. 

 
2.3  Summary of Audit Findings – Rail Transportation 
 
The primary areas of non-compliance identified through the internal safety and security audit of 
Rail Transportation for 2010 are listed below:  
 

1. The cranking and blocking procedure is not being implemented consistently and 
uniformly throughout the agency. The audit team received several different answers as to 
the areas of responsibility, procedure and training regarding this critical area. WMATA 
has had a fatal incident in its history in association with the cranking and blocking 
procedure and any inconsistencies or anomalies regarding this area should be addressed 
with expediency. RTRA must immediately address this concern and formulate, 
implement and verify full compliance at all times with a cranking and blocking procedure 
with the lowest level of hazard associated with it. 
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2. In addition, cranking and blocking requires equipment, which is commonly stored on the 
wayside in boxes. However, WMATA has no verification or inspection procedures for 
these boxes, and equipment is not always available in the boxes because it has been used 
and not replaced. Furthermore, not all personnel know where the boxes are on the 
wayside in any given area. Since cranking and blocking is a requirement for certain 
situations on the railroad, all employees operating on the system should be required to 
know the position of all crank/block boxes, just as they must qualify on other physical 
characteristics of the railroad. 
 

3. The divisional COOPs are incomplete, out of date and not currently exercised. Every 
division needs a functional COOP with supporting procedures, and each COOP should be 
exercised at a minimum every year with at least a tabletop exercise. 

 
4. If the GOTRS system is not functional, there is currently no contingency plan or 

procedure in place to address track allocations and changes occurring during the system 
loss. This is a high hazard and should be addressed immediately. 
 

5. Fitness for duty checks performed for operators reporting to duty are performed by 
Clerks. No verification of the checks is performed, and no SOP exists for its 
performance. Some issues of conflict of interest may arise due to the positions being part 
of the same collective bargaining organization as the operators. 
 

6. Pre-trip inspections were not consistently verified. Some field supervisors did take it 
upon themselves to observe and perform QA/QC on pre-trip inspections of trains by yard 
operators. However, it is not required that QA/QC inspections of the process be done on a 
regular and consistent basis. In concert with #3 above, it is the audit team's 
recommendation that WMATA consider changing the current staffing configuration; one 
option is an arrangement in which the depot clerk position be eliminated to address the 
conflict of interest problem, and instead, a non-union supervisory position be created for 
a Dispatcher. This position is common in other transit agencies, and would have multiple 
responsibilities at the terminals/yards, to include fitness for duty checks, rule compliance 
checks in the yards and terminals, supervision and QA/QC with verification assurance of 
predeparture inspections, and other terminal/yard duties as needed. 
 

7. There is currently no verification process for safety-critical information (operational 
changes, general orders, etc.) issued via radio to operators in the field. 
 

8. The controllers do not have all of their required duties documented in the controller 
manual. The controller manual should be reviewed, revised to include procedures for all 
required duties, and reissued. It should also be reviewed for currency annually the same 
as all other critical documentation in RTRA.  
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9. Shift changes in the OCC/MOC introduce the opportunity for hazards. Controllers do not 
have a specific task requirement to provide information between shifts, or verification 
that they have transmitted all critical information to their replacements. Controllers' 
receipt of critical information, such as track allocation and other bulletins and critical 
information about their shift when they come on duty is also not verified. The shift 
change in the morning also occurs at a critical time (6:30 AM), during the AM 
pullout/morning rush hour, when the demands on the control center and the whole system 
are increased. This situation provides opportunity for error that can result in critical safety 
hazards. This situation needs to be immediately addressed. 
 

10. Cross training for all personnel working in the OCC/MOC is recommended so that all 
persons have knowledge of all the other functions. This can be critical in emergencies 
and when there may be a critical shortage of personnel for any reason. This is all the 
more critical since SOPs and EOPs are not readily available to all personnel in the control 
center. 
 

11. There is no emergency plan specific to the control center and its personnel and 
responsibilities for either the JGB location or the new location in CTF. There was also a 
lack of knowledge of emergency evacuation plans and procedures among employees at 
the terminals. 
 

12. All documentation for RTRA must be reviewed annually and revised as needed. SOPs for 
the process and documentation of its implementation are required. 
 

13. All RTRA documentation must be reviewed by the safety department and MTPD for 
compliance with the SSPP and the SEPP. 
 

14. The QC program in RTRA needs to have all of its requirements and SOPs documented. A 
QC manual is recommended for this process. 
 

15. A training policy and procedures to cover all RTRA positions, including management, is 
needed. 
 

16. The audit team recommends that the employee train departure times be revisited to give 
station managers adequate time to perform station checks before opening. The 4:50 train 
from Brentwood does not allow for sufficient time for station managers on that train to do 
proper pre-opening inspections and correct any hazards or deficiencies prior to opening 
the station to patrons.  
 

17. The audit team also observed that not all WMATA personnel on duty on property in the 
terminals and yards were wearing proper safety gear, including vests. Many of the 
employees were not RTRA (employees included PLNT, TSSM and CMNT) but overall, 
this situation indicates a lack of adequate and attentive supervision, QC and safety 
awareness. 
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18. ln the area of the MOC, the Assistant Superintendent noted a function of recording "high 
BCH" errors for the track circuitry. When questioned, he said he did not really know 
what they were, but that a "high number" of them were reason or concern. Bose-
Chaudhuri-Hocquenghem (BCH) code is often used to detect anomalies in circuitry. 
Circuits employ the BCH code to identify and correct multiple random bit errors. High 
numbers of errors of this type can indicate serious failures or anomalies in the track 
circuitry system; however, the position tasked with identifying criticality in these errors is 
not provided training or full awareness of that criticality. The "high number" was not 
defined, but rather, the AS's untrained judgment is providing oversight in this safety-
critical area. The audit team recommends that more training be provided in the track 
circuitry to all MOC personnel, including Superintendents and Assistant Superintendents 
to address this hazard 
 

19. The Assistant Superintendents still use paper logs in the control center. The audit team 
recommends that electronic logs be used, and that quality checks be performed on them, 
since their use is required. In addition, RTRA should document all duties of 
Superintendents and Assistant Superintendents in methodologies for the department. 
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Participants: Nabb, Flanders, Savina 

1. Maintenance Policy established for 
a. MMIS sclledulingltracking processes 

e. QNQ!/OC 

g. 

h. Hazardl management; method established to 
track amd resolve open hazard issues 

i. Deferred maintenance and work-around 
criteria 

j Scheduled maintenance adherence criteria 

I. Configuration Management and Document 
control 

m. 
control and 

for all 

p, Participation in accident/incident investigation 

q, Management of Signals Maintenance: 
Standards, SOPs, work methodologies 

WMATA System Safety Program 
Internal Safety & Security Atudit Report 
Aud itors: Nichols, McCoy, McKee, Adams. Kelley 

Date of Audit: 8-25-10 

Compliance 
1 2 3 Comments 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

No formal coordination in any area except for Engineering Review Board; no documented SOPs 

No formal SOPs 

No formal doct.ment management of deferrals; PMs can be deferred for more than 30 days using current practices 

98% ; no written policy 

NO SOPs for A TC review of PMs 

See above 

IRPG; no SOPs 

IRPG does capital acquisrtion; no SOPs for participation by ATC 

Produce 1" report for employees; in 7 days there is a formal accident report & corrective action; MOC dispatches ATC 
wor1< crew to site of operational incidents to do an assessment; verify safety circurts & other items. 

and procedures and ensure that these standards are in place, used and not deviGted from without approval of 
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Department: ATC/Signals 

Participants: Nabb, Flanders, Savina 

2. Signal, Swit ch & Equipment 
Inspections 
a. Checklist for all S & S inspections and 

maintenance established & SOPs used 

b. Maintenance rules and procedures 
established and available at all times to 
maintenance personnel 

c. Inspections perfom1ed at prescribed 
intervals, or at regularly scheduled 
intervals for : . Grade Xings (Yards) . Tr.3Ck circuitry/train control rooms . Sig nals, signal lodts. interlockings . 

hoosings. switches . Ground Detectors 

• Hi-rail & non-revenue vehicles 

d. Meggering: ground s 

e. SOPs & Standards for QAJQI (testing of 
repairs) 

f. Engineering support and coordination 
established, SOPs 

g. Supervisor spot check SOPs and 
documentation 

h. Toolbox meetings, SOPs and 
documentation/Rule of day/week 

I. Participation on safety committee, SOPs 

j. SOPs for response to signal system 
failure on mainline 

k. Train control room SOPs 

I. Systems maintenance records SOPs 

m. Cranking/Blocking SOP 

WMATA System Safety Program 
Internal Safety & Security Audit Report 
Aud itors: Nichols, McCoy, McKee, Adams. Kelley 

Date of Audit: B-25-1 o 

Compliance 
Comments 

1 2 3 

X 
Yes; need to have access to AIMS S)'Stem for diagnostic purposes which they do not currently (AIMS controlled by 
engineering). CUrrently cannot do proper diagnosis without it. 

X 

Every 90 da)IS (ove~ay circuit) for grade X 
X Signals 90 da)IS, TCRs weekly also inte~ockings 

Ground fault testing monthly each train control room has them; check ground detectors 

X Meggering program in planning; in '12 budget ; grounds need to be checked v.tlen ground detectors are checked-in the 
process of starting those inspections; Both areas are critical and need to be addressed immediately 
Supervisor for the shift goes into Maximo; manager closes it; 3 point shunt test is in place, but employees in the field are 

X not familiar with the reason for its use; reset procedure for Branch Avenue is not consistent with other resets for the Control 
Board; special procedures for any CBs deViating from tne norm need to be captured 

X Through CENV, need SOPs for all interactions. 

X No SOP currently in place 

X No SOPs & debriefs, escort procedure is not provided to everyone 

X 

X 

X 

X 204-1 #302, PMs not all currently kept in Maximo; Train control room data is mot currently stored electronically; recommend 
pdfing and storing in Documentum 

X 

1 = Compliance 2 = Non-compliance 3 = Unable t o Audit 
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Department: ATC/Signals 

Participants: Nabb, Flanders, Savina 

3. Maintenance Fac ilities 
a. Evacuation plans and procedures, 
including use of emergency/safety equipment 
[fire ext., fire hoses, lighting & signage, 
escape routes); Evacuation drills held, SOPs 
& schedules 
4. Maintenance Training 
a. Safety rules and procedures . Safety rulebooklhandllOOI< 

. High voltage 

. ROW track access . S & S Equipment 

. D&APolicy 

. PM Criticality/Delennent . Structures/Facilities . Non-revenue vehicles, including 
motor vehicles . Hand/small tools 

. CPR-AED, first aid 

. Frtness lor duty/latigue awareness 

. Lockout/tag out 

WMATA System Safety Program 
Internal Safety & Secu rity Audit Report 
Aud itors: Nichols, McCoy, McKee, Adams. Kelley 

Date of Audit· 8-25-10 

Compliance 
Comments 

1 2 3 

Emergency notifications are not made in Train Control Rooms that are not in stations because they lack PA's. SOP needs 
X to be developed to address emergency notifications through MOC in the case of emergencies on the system affecting 

those in TCR's outside stations. TSSM Building has no adequate facility en1ergency plan and no SOPs to support it. 

X 
Lone 'Mlll<ers are not allowed only by an e-mail procedure: NEED TO issue bulletin; need to ensure that there are no lone 
WO!l<ers and that MOC has this procedure in writing so ATC teams are not asked to go out alone. 

X MSRPH, annual cert . 

X Recommend adding to the training program, especially lor meggering & ground procedures. 

X 

X Technical training 

X 

X No current policy or training 

X Train control rooms-technical training 

X Hi-rail, non-revenue vehicles 

X Insulated Tools/ not small tools 

X Recommended to be required system-wide 
Recommend beginning the EAP program once on board of fatigue; severe understaffing. Have done a man hours 

X analysis and need 42 ATC employees to meet minimum mrk requirements lor current scheduled inspections and repairs. 
Current stalling levels are lower than that. 

X On snowmener PMI 

1 = Compliance 2 = Non-compliance 3 = Unable to Aud it 
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Department: ATC/Signals 

Participants: Nabb, Flanders, Savina 

b . Training with a rea emergency 
responders developed, coord inated, 
implemented and documented . 

c . Init ial and refresher training 
programs developed, w ith lesson 
plans 

d . Training matrixJschedule developed 

e . Train-the-trainer program 

f. Safety rule testing SOPs and 
documentation 

g Safety Division reviews conducted of 
maintenance safety training programs; 
SOPs for training schedule notification to 
Safetv [coordination with Safetvl 

h . Coord ination with maintenance 
management, engineering & 
procurement 

i. SOPs for regular review. update and 
approval of training programs 

j . Training QA perfonned on training 
programs & trainers 

k. Training QA perfonned on trainees 

I. Training records documentation . 
including s ignoffs, property controlled 
and maintained. Central ization of 
records. 

m . Self certif ication program in place 

n . Training pass/fail and 
certif ication/decertification criteria 
developed 

WMATA System Safety Program 
Internal Safety & Security Audit Report 
Aud ito rs: Nichols, McCoy, McKee, Adams. Kelley 

Date of Audit: 8-25-10 

Compliance 
Comments 

1 2 3 

X Coordinate with Emergency Management to ensure responders have training in TCRs 

205-3 Development SOP; currently only refresher training is rules certification and d&a; having ATC workers out in the field 
X without their full training can create a hazard; need to ensure that all ATCworkers are ft.lly trained. Resources need to be 

allocated to ensure this occurs. 

X 

X None in place 

X Should infonn MOC and/or supervisors to ensure concems are addressed; MSRPH 

X No reviews or SOPs 

X No SOPs 

X No SOPs 

X QA is not perfomling evaluations currently of ATC training 

X Need SOPs for supervisor checks 

X 205-2 

X 

75% It is the strong recommendation that ltle pass-fail criteria, especially for safety-critical areas, be re-evaluated v.ith the 
X input of safety. 

1 = Complian ce 2 = Non-compliance 3 = Unable t o A udit 
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Department: ATC/ Signals 

Participants: Nabb, Flanders, Savina 

0 . On-the-Jo b (OJT) training criteria 
established and documented 

p. OJT training documented 

q Training fo r contractors worKing on 
siqnals 

r. Training fo r contractors properly 
documented, maintained and 
controlled 

s. Maintenance train ing disciplinary 
criteria, guidelines and procedures 
established 

t Retraining programs and procedures 
developed, criteria established, and 
records properly controlled and 
maintained [medical, LOA. etc.] 

5. Interdepartmental/Interagency 
Coordinationt 
a. Safety Department 
• Procedure/policy/process reviews 

• Other 
b. Transit Police 

c. Emergency Responders, Hospitals 

d. Hazmat Response 

e. CMNT 

f. TracK, structures. Power. AFC, 
SAMS 

g. Transportation/Operations/MOe 

WMA1iA System Safety Program 
Internal Safety & Security Audit Report 
Aud itors: Ni chols, McCoy, McKee, Adams. Kelley 

Date of Audit· 8-25-10 

Compliance 
Comments 

1 2 3 

X Not usin.g a fonnal journeyman program, and the OJT program in place is not well documented 

X No documentation 

X 

X 

X 

X No current policy other than rules and D&A 

X Need SOPs 

X Need SOPs 

X Need SOPs 

X 

X 

X 

X 

1 = Complian ce 2 = Non-compliance 3 = Unable to Aud it 
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Department: ATC/ Signals 

Participants: Nabb, Flanders, Savina 

6. Hazmatllndustrial Hygiene 
a. MSDS on file & available for all 

materials in shop 
b. Safety participates in the selection. 

approval and procurement of 
hazmats. SOPs established 

c. Hazmat training provided; safety 
participates in development and 
review of proqrams; SOPs 

d. Ergonomics/human factors 
programs & training 

e. QA/Supervisor spot checks for 
proper hazmat, PPE, other 
conducted. SOPs 

f. Other hazard potential/job hazard 
analyses performed 

WMATA System Safety Program 
Internal Safety & Security Atudit Report 
Aud itors: Nichols, McCoy, McKee, Adams. Kelley 

Date of Audit: 8-25-10 

Compliance 
Comments 

1 2 3 

X Need SOPs for the field work-MSDS is not available in the field 

X 

X 

X Call safety when needed 

X No SOP in place 

X Not currently done, recommend be requested from AON; Because of understaffing, fatigue is a severe problem in ATC 

1 = Compliance 2 = Non-compliance 3 =Unable t o Audit 
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Department ATC/Signals 

Participants: Nabb, Flanders, Savina 

7. Employee Safety Programs 
a. Employee accident & incident 

information, reporting and analysis 
process in place 

b. Hazard communications programs in 
place, including high-tension safety 

c. Hazard arnd safety concerns 
reportinq procedures in place 

8. QAIQI/QC 
a. SOPs for participation in end user 

approval process 
b. OEM/aftermarkeUequipment 

fabricatiorn 

c. Warehousing/parts storage policies 
and procedures 

d. Safety-crit ical policy/ processes 
defined 

g. Calibration Program 

WMATA System Safety Program 
Internal Safety & Security Audit Report 
Aud itors: Nichols, McCoy, McKee, Adams. Kelley 

Date of Audit· 8-25-10 

Compliance 
Comments 

1 2 3 

X 

X 

X Safety h>otline 

X No SOPs 

X Engineering support is from ENSS; insufficient at this time; ENSS is shared among TSSM departments 

No SOPs; Currently no forward supply points; no coordination with procurement-layoffs in procurement have caused a 
X backlog in ordertng so sometimes there are 28 - 30 weeks to wart for some parts. ATC is operating without some circuits 

due to shortaoes of critical parts. Also the Metro Supply Facility may close in bad weather & on weekends. 

X Informally using a standard of 1 00%; needs ot be doctmented in the Maintenance policy 

X All calibration done by SAMS (shops & Matertal Support )!SOPs & equipment identified 

1 = Compliance 2 = Non-compliance 3 =Unable to Audit 
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Department: ATC/Signals 

Participants: Nabb, Flanders, Savina 

9. Security 
a. EquipmenUloss prevention SOPs & 

program 

b. Employee Security; Personal safety 
awareness training for personnel 

c. Security training 

d. Security TasK force participation 

e. Property trespass SOPs established, 
implemented. enforced, tracKed & 
manaaed 

f. Facility/Shop area security 
design/redesign criteria established 
and implemented 

g. Contingency plans for security 
threats 

i. Bomb threat 
ii. Hostage 
h. Communications failures. partial & 

total 

iii. Signal failure "code 34" 

i. Winter response 

j . Derailment response (ATC) 

WMATA System Safety Program 
Internal Safety & Security Audit Report 
Aud itors: Nichols, McCoy, McKee, Adams. Kelley 

Date of Audit: 8-25-10 

Compliance 
Comments 

1 2 3 

Inventory daily of test equipment, will be more defined with Maximo, for radios & train control room keys; no current SOP 
X for ensuring those are returned or not misused, 

X No current security awareness training for ATC personnel. 

X None in place, need MERT, NIMS, workplace violence training 

X Address in safety meetings 

X WMATAOAPs, policies 

X IRPG/CPTED 

No SOP for notification from MOC/OCC for employees in non-public areas, like train control rooms. OCC does not need to 
X be notified for entry into bus garages and parking facilitie~ergency notification procedures need revision to include all 

areas of access for employees. Need departmental SOPs to support the COOP 

X 204-1 #301 

X 204-1 #306 

X 204-1 #307 

1 = Compliance 2 = Non-compliance 3 = Unable t o Audit 
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WMATA System Safety Program 
Internal Safety & Security Audit Report 
Audrtors: Nichols, McCoy, McKee, Adams. Kelley 

Date of Audit: B-23-10 

Depanrnent: Railcar Maintenance Compliance Comments Participants: Garzone, George, Grey 1 2 3 

No maintenance policy in place; In many cases, OAPs are really policy documents rattler than specific procedures; 
1 . Maintenance Policy establ ished for X discrepancies between the documents available on the intranet. in other departments and in TSSM. Also, overall, there is 
3 . MMIS scheduling/tracking processes no integration of fhe safety & security functions in the OAPs . SOPs not revlewed by safety, many are dated 2000 or some 

older; Have a manual for Maximo, but they are oot using Maximo to its full potential because training is limited. 

b . Equipment inspection reports X Overall the instruc tions are good and provide adequate safety and waming instructions. However, tllere ar e not checklists 
only a sign.off sheet; supervisors should sign o ff. 

c. Equ ipment, part and procedure failures and X 202-5: repeat failu res defined as "2X in 7 days•; need to better define, preferably by component & subsystem, with the 
failure trend analysis support of OA and Engineering 

200-5 CMNT or Superintendent is tasked w ith prioritization of critical repairs; however there is no specific procedural 
d . Prioritization o f criticaJ repairs X guidance or standards, and the superintendents are not trained in prioritization; Safety-critical parts/processes list needs to 

be developed w ith the support of engineering and OA. 
OAAW provides fimited OA support for procedures at this time; will be expanded to cover the other necessary areas such 

e. OA/0 1/0 C X as training. Supervision, SOP for sigooff; management review; no SOPS- need to develop supervision manual with SOPs, 
which can also be used as a training document for sueprvisors. 

f. Corrective maintenance SOP X 200-5 
g. Yard Control & Opera tional Activit ies X OAPs 
h . Coordination with Safety Division and 

CENV coordinates with procuremenU safety review; the Engineering Review Board currentty has a safety member Procurement • including special/ substitute/ X 
replacement parts an<l equipment 

participating, but t here are no formal SOPs or membership. Formal documentation needs to be developed. 

i. Method established to track and resolve open 
X 200-5 page 3: closed by supervisor or mechanic by signing WO; no formal procedure. training hazard issues 

i Deferred maintenance and work-around OAP 202-6 oo indication o f standards or cri teria or list of critical mailltenance; supervisors decide but there is no training 
X and no standards, Need to develop a full procedure tha t does not indicate that pullout detennines the use o f a car in a 

criteria deferred maintenance mode 

k. Scheduled maintenance adherence cliteria X 200-3: "not exceeded except by autholizlltion of AGM"; does not stllte wllat is differed (refer to j) 

I. Configuration ManagemenVDocument Control X Configuration management for the department is handled by CENV; no evidence of SOP for annual revlew and revision o f 
all CMNT policies and procedures; also oo review o f documents by safety & security 

m. Preventive maintenance program OAP states "periodic• review of maintenance service instructions (MSI)-by Jan 31 of each year ; no evidence presented that 
revisions/reviews/modifications control and X the SOP was being fo llowed approval processes 

n. OVerhaul program plan/ Life-cycle program X Component overhaul is on PMis; NO evidence presented o f full life-cycle planning, including midlifelrehab. 
plan 

0 . Maintenance component o f Safety WMATA safety certificat ion program & SOP. but there are no SOPs in CMNT for participation as end users. Certification, including PM plans/procedures 
X IRPG handles capital improvements; CMNT does oot llave access to the ir processes. OA is not currently participating in for all necessary certifications, including 

overhau ls , purchase o f AFC equipment etc. 
the certification oi the 7000 series car; this is a critical oversight. 

There are SOPs for investigation of employee acciden ts and incide·rts, but the quality of the investigations and reports is 
p , Participation in accident/incident investigation X poor; Training for supervisors who write reports is needed. OAPs cover CMNT partici pation in mainline incidents, no 

in temal direction. 

q, Management of Maintenance: Standards, X 100-1 SOP on SO Ps llas a review & approval process; no instruct ion to change updafelrevision info, no distribution, no 
SOPs, v.'Or1t methodologies safety or security input; CMNT has no methodologies or guidance for management o f the department 

r. Safety goals & accountability X 
- - -1 - Comphance 2 - Non -compha.nce 3 - Unable to Aud•t 
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Depanrnent: Railcar Maintenance 

Participants: Garzone, George, Grey 

2. Equipment Inspections 
a . Checklist for all equipment 

inspections established & PM SOPs 
used 

b . Maintenance rules and procedures 
established and availab le at all times 
to maintenance personn el 

c. Inspections pertormed at prescribed 
intervals. or at regularly schedUled 
intervals for: . Railcars ( daJ1y-weekly-annuaf) . Wheels & T ruc:f(s . Sr;ll\es, Slip-Slide . Safety Equipment . Emergency ExitsJProceduresiFire Eqp . lloo<s . Electrical systems (some daily, all o<he.rs) . PA/Comrn .. mications Eqp . Propulsion . ATC . Forklifts. cranes . Locomotives. hi~ail & non-revenue 

v&nid~. money trolin 
d. SOPs & Standards for testing of 

repaired vehicles (QA/QI) 
e . Engineering support and 

coordination established. SOPs 
f. Supervisor spot check SOPs and 

documentation 
g . Toolbox meetings, SOPs and 

documentation 

h . Participation on safety committee 

i. Rule of dayrweek 

j . SOPs for recovery on th e mainline 

WMATA System Safety Program 
Internal Safety & Security Audit Report 
Auditors: Nichols, McCoy, McKee, Adams. Kelley 

Date of Audit· B-23-10 

Compliance 
Comments 1 2 3 

X No checklists for daly inspections 

X MSRPH 

X 

X 

X Through CENV, but currently oo SOP for safety participation in engineering sup!X)rt process; ensure that this is developed. 

X No SOPs for supervisors 

X 

X 

X 

X OAP 

-1 = Compliance 2 = Non-compliance 3 = Unable to Audit 
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Depanrnent: Railcar Maintenance 

Participants: Garzone, George, Grey 

3 Maintenance Facilities 
a. Facilities firenife safety inspections conducted 

in-house on a regular1y scheduled basis, 
SOPs and checklists. doc. control. etc. 

4. Maintenance Training 
a. Safety rules and procedures 

. Safety rulebool</handbook 

. Emergency procedures/drills 

. Car Wash/Car cleaners 

. Blue flag 

. High voltage 

. ROW track access 

. Yard Control 

. Ladders . Forklifts 

. Craneslrigging strapping 

. OSHA/PPE/Confined Spaces 

. PM Criticality/Deferment . Non-revenue vehicles, including 
motor vehicles . Smafl tools . Fbor tools . Hazmat/Bioo<1bome pathogens . Wheel Press/true/bore . Trucks . D & APolicy . CPR. AED & first aid 

WMATA System Safety Program 
Internal Safety & Security Audit Report 
Audrtors: Nichols, McCoy, McKee, Adams. Kelley 

Date of Audit: B-23-10 

Compliance 
Comments 1 2 3 

X 

200-21: training OAP, which is very general; not a fonnal training policy ex procedures, which are needed 

X CENV: Engineering department is handling all training through TTDC; CMNT says that it provides input, but no copies o f 
training programs were provided and there was littte knowtedge on the part of management of wllat training CMNT 
employees received, other than diversity training and drug & alcohol training 

X Technicians are trained in applicable ru~s 

X 
Biannual; run by safety; apparently no fire marshals at GBLT; no SOPs for the facility; supervisors are accountable for t:tleir 
emolovees but have no SOPs· OEM !emeraencv manaaementl should orovide SOPs and orovide better trainina for CMNT 

X 
X 

X 
X 

X 
X No ladder training 

X 
X No technical training 

X 
X No training information was provided for this area. 

X Defensive driving is recommended for all employe-es required to operate motor vehicles forWMATA 

X No small tool training for techs 

X 
X 
X 
X 
X 

X CPR/First aid recommended for all employees at WMA TA 

1 = Compliance 2 = Non-compliance 3 = Un able to Audit 



Appendix A – Completed Internal Audit Checklists  

February 1, 2011  A – 13 

 
 
 
 

Depanrnent: Railcar Maintenance 

Participants: Garzone, George, Grey 

b. Coordination with area emergency 
resoonders for train ina 

c. Initial and refresher training programs 
developed, with lesson p lans 

d. Training matrix/schedule developed 

e. Train-the-trainer program 
f. Safety rule testing SOPs and 

documentation 
g. Operational rules/procedures testing 
h. Safety Dept reviews conducted of 

maintenance safety training programs; 
SOPs for training schedule notification to 
Safety [coordination with Safety) 

i. Coordination with maintenance 
management, engineering & 
procurement 

j . SOPs for regular review, update and 
approval of OAPs 

k. Training QA performed on training 
programs 

I. Training QA performed on trainees 
m. Training records documentation. 

including signoffs, properly controlled 
and maintained. Centralization. 

n. Self certification program in place 
0. Training pass/fail and 

certification/decertification criteria 
developed 

WMATA System Safety Program 
Internal Safety & Security Audit Report 
Audrtors: Nichols, McCoy, McKee, Adams. Kelley 

Date of Audit: B-23-10 

Compliance Comments 1 2 3 

X Need to coordinates with OEM to e·nsure that first responders are introduced to hazards and configuration in CMNT 
facitities 

X Initial training is in place; however, there is a need to identify needed refresher training, including emergency m gmt 

X Needs to be developed for CMNT 

X Technical training & OJT 

X No SOPs in place for cha llenging rules and procedures as unsafe or in need o f update/change 

X 

X Not currently conducted. 

X 

X Provided oo evldence of regular review and update 

X 200-21; not presently perfonned by OA 

X 200-21 "Instructors are responsible for tonov.-.up evaluation" , 205-5 training OA 

X 

X 

X 200-21 "pass fail criteria varies-in general 75% .• H is the strong recommendation that tile pass-fail erie ria, especially for 
safety-critical areas. be re-evaluated with the input o f safe ty. 

1 = Compliance 2 = Non-compliance 3 = Unable t o Audit 
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Depanrnent: Railcar Maintenance 

Participants: Garzone, George, Grey 

p. On-the-Job (OJT) training cliteria 
established and documented 

q. OJT training documented 

r. Training for contractors worl<ing in 
shoo or vards 

s. Training for contractors properly 
documented, maintained and 
controlled 

t Maintenance training disciplinary 
cliteria, guidelines and procedures 
established 

u. Retraining programs and procedures 
developed, criteria established, and 
records property controlled and 
maintained ·[medical. LOA, etc.] 

5. Interdepartmental/Interagency 
Coordination 
a. Safety Department 
• Procedure/policy/process reviews 
• Other 
b. Transit Poli'ce 

c. IPRG 
d. Hazmat Response 

e. TracK & Structures 

f. Power, A TC. AFC 
g. Transportat ion 
h. PLNT 

i. Treasury; Fare collection 

WMATA System Safety Program 
Internal Safety & Security Audit Report 
Audrtors: Nichols, McCoy, McKee, Adams. Kelley 

Date of Audit 8-23-10 

Compliance Comments 1 2 3 

X No formal process for OJT 

X No documentation 

X Nothing fonnal; safety briefing for visitors does not llave foiTflal documen tation and is not documented when it occurs 

X No formal training 

X 

X 
No policy or procedures for technical train ing; only item that is re-trained is O&A per 49 CFR 655 for leave greater tllan 30 
days 

X SOPs not reviewed by safety, MTPD, other departments 

X No SOPs 

X No SOPs 

X 

X Through the MDC via the OAP 

X MOC 

X MOC 

X MOC 

X No SOP for scheduled de livery o f money trains for main tenance 

- - -1 - Compliance 2 - Non-compliance 3 - Unable to Audit 
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Depanrnent: Railcar Maintenance 

Participants: Garzone, George, Grey 

6. Hazmat/lndustrial Hygiene 
a. MSDS on file & available for all 

materials in shoo 
b. Safety participates in the selection, 

approval and procurement of 
hazmats. SOPs established 

c. Hazmat training provided; safety 
participates in development and 
review of oroorams; SOPs 

d. Waste Management program and 
SOPs 

e. Spill containment procedures & 
training 

f. Ergonomics/human factors 
programs & training 

g. Emergency/evacuation SOPs for 
hazmat contamination developed 
and drills held 

h. QA/Supervisor spot checks for 
proper hazmat, PPE, other 
industrial compliance conducted, 
SOPs 

i. Environmental/a ir quality analysis 
performed to establish hazard 
ootential 

j . Other hazard potentiaVjob hazard 
analyses performed 

WMATA System Safety Program 
Internal Safety & Security Audit Report 
Audrtors: Nichols, McCoy, McKee, Adams. Kelley 

- -Date of Audit' 8 23 1 o 
Compliance 

Comments 1 2 3 

X 

X 

X 

X 

X 

X 

X 

X No SOPs; this is a critical internal QA process. 

X 

X 
Not currently done. not required per the SSPP, but AON (~MA TA insurer) provides Job safety analyses upon request-
recommend that CMNT access this service 

1 = Compliance 2 = Non-compliance 3 = Unable to Audit 
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Depanrnent: Railcar Maintenance 

Participants: Garzone, George, Grey 

7. Employee Safety Programs 
a. Employee accident & incident 

information. reporting and analysis 
process in place 

b. Hazard communications programs in 
place. includinq hiqh voltaae safetv. 

c. Hazard and safety concerns 
reoortina procedures in place 

8. QAIQI/QC 
a. Participation in vendor OA processes 

established 
b. SOPs for Participation in end user 

approval process 
c. OEM/aftennarket/equipment 

fabrication 
d. Warehousing/parts storage policies 

and procedures 

e. Shelf-l~e policy 

f. Safety-crnical policy/ processes 
defined 

g. Calibration Program 

WMATA System Safety Program 
Internal .Safety & Security Audit Report 
Audrtors: Nichols, McCoy, McKee, Adams. Kelley 

Date of Audit 8-23-10 

Compliance Comments 1 2 3 

X Refer to earlier comment that supervisors need more training; including the accident investigation and reporting function in 
the supervisor SOPs and training them in proper techniques is needed. 

X 

X Safety hotline is in place 

X 

X 200-1 8 vendor training; recommend expand to cover mare areas of the end user process 

X OAierngineering OAPs 

N/A Satellite facility at GBLT; SRML has taken over procurement process except for small purchases; This has resulted in part 
shortages and difficulty obtain ing parts for on-time maintenance. 

X None in place, although some parts are marked with a shelf-life, and technicians are expected to check that date. SOPs 
needed 

X No policy in place; can be addressed in the maintenance policy. 

X SOP neeoo updating 

1 = Compliance 2 = Non-compliance 3 = Unable to Audit 
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Depanrnent: Railcar Maintenance 

Participants: Garzone, George, Grey 

9. Security 
a . Facilities security plan established, 

includinq evacuation SOPs 
b . Shop security procedures 

established / Property trespass SOPs 
established 

c. Loss prevention SOPs established 

d . Personal safety awareness training 
for shop personnel 

e . Security task force participation 

f. Shop security design/redesign 
(CPTEDl 

g . Contingency plans for security 
threats, including bomb threats, 
hostage situation, communications 
failures. trespass 

h . Plans for regional emergency, 
reoional evacuation 

i. Severe weather 

j . NIMS training 

WMATA System Safety Program 
Internal Safety & Security Audit Report 

Auditors: Nichols. Tucci, McCoy, McKee, Adams. Kelley 
Date of Audit: B-23-10 

Compliance 
Comments 1 2 3 

X Facilities security plan needs to be developed. 

X Only per WMATA 10 & access poltcies; no specific training provided. 

X 
SMRUMTPD; recommend that procurement powers be restored to CMNT and loss prevention SOPs be developed in 
addition to orocurement oolicv and orocedures 

X Training programs in workplace violence are recommended. 

X Usualty addressed through the safety committee; add to SOP for safety committee 

X MTPO 

X For yards, llave a PA system but no plan by facility, no SOPs; no departmental SOPs to support the COOP process 

X EOC 

X 202.124 

X NIMS training is needed per TSA for all WMATA employees. 

1 = Compliance 2 = Non-compliance 3 = Un able to Audit 
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Department: Communications 

Participants: Nabb, Johnson 

1 . Maintenance Policy established for 
a. MMIS scheduling/tracking processes 

b. Communications system & component 
inspection reports 

c. Communications eqp & component failures 
and failure trend analysis 

d . Prioritization o f critica~l repairs 

e. OA/0 1/0 C 

f. Operational Coordina tion 
g. Coordination with Safe ty Departmen t and 

Procurement on speciial/substitute/ 
replacement parts and equipment 

h . Hazard managemen t; method established to 
track and resolve open hazard issues 

i. Deferred maintenance and work-around 
criteria 

i Scheduled maintenan ce adherence criteria 

k. Life-cycle program plan 

I. Configuration Management and Document 
control 

m. Preventive maintenan ce program 
revisions/reviews/modifications control and 
approval processes 

n. Communications system rehabs, rebuilds & 
ove·rtlau l program plan 

0 . Communications system component of Safety 
Certification, including planslprocedures for all 
necessary certifications 

p . Participation in accident/incident investigation 

q. Management of Communications 
Maintenance: Standards, SOPs, work 
methodologies 

r. Safety goals & accoun tability 

WMATA System Safety Program 
Internal Safety & Security Audit Report 
Audrtors: Nichols, McCoy, McKee, Adams. Kelley 

Date Qf Audit· 8-23-1 o 
Compliance 

Comments 
1 2 3 

No maintenance policy in place; In many cases, OAPs are really policy documents rather than specific procedures; 

X 
discrepancy between the documents available on the intranet, in other departments and in TSSM. Also, overall, there is 
no integration of the safety & security functions in the OAPs . SOPs not reviewed by safety, many are dated 2000 or some 
older· Have a manual for Maximo but they are not usino Maximo to its full potential because training is lim ited. 

X 
COMM has QA and staffing issues; supervisors are not fee to spend enough time in the field to proper1y supervise 
mechanics; the use of the PM procedures and checklists in the field is oot enforced. 

X No SOP in place for failure trend analysis 

X No formal SOPs; supervisors are expected to do it or mechanics in the field 

None done at departmental level-inadequate supervision. COMM has OA and staffing issues; supervisors are not free to 
X spend enough time in the field to proper1y supervise mechanics; the use of the PM procedures and checklists in the field is 

not uniformly enforced. 
X No SOP for GOTRS· needs to be formalized 

X No SOP and is not consistently pertormed 

X No procedures, no training, No SOPs for hazard assessment. management, prioritizat:ions, etc. 

X No procedures or standards 

Use Maximo, AGS reports 98% compliance, however. there is oo mechanism in place to ensure that the standards are 
X met, and no procedure to account for deferral. No verification was available other than the reported compliance because 

no SOP exists. 

X 
No SOP for formal coordination w ith IRPG. Resutts in systems being purchased that m ay not be maintainab le by COMM 
because they are oot included in the planning process. 

X 
Lack eng:inee·ring support-all engineers were transferred to IT. COMM has to share EN SS with all other TSSM 
departments, and so have inadequate support. 

X No current SOPs 

X No SOPs or program 

X See k above. 

X 

X SOPs not reviewed by safety; oo management methodologies 

X 
- - -1 - Compliance 2- ~on -compliance 3 - Unable to Aud1t 
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Department: Communications 

Participants: Nabb, Johnson 

2. Communicat ions Equipment 
Inspections 
a. Checklist for all inspections and 

maintenance established & SOPs used 

b . Maintenance rules and procedures 
established and available at an times to 
maintenance personnel 

c. Inspections perfonned at prescribed 
intervals, or at regularly scheduled 
intervals for: 

• Emergency Trip station phones . CC1V . Radio (Comprehensive Radio 
Communications System {CRCS) . Fire & Intrusion Alarms. annunciators . PA Systems {s-:a:ion) . Passenger Emergency Respon.se Sys.:em 
(PERS) . Environmental Monf:oring Systems 
(Veeder Root/Gas l eaks). Methane 
deteclion . PROTECT (Security system-sniffer) . Hi-rail & non-revenue vehid es. i ncludir"~g 
mc:tor vehid es 

d. SOPs & Standards for ONOI (testing of 
repairs) 

e. Engineering support and coordination 
established, SOPs 

f. Supervisor spot check SOPs and 
documentation 

g. Toolbox meetings, SOPs and 
documentation/Rule of day/week 

h. Participation on safety committee, SOPs 

i. SOPs for response to critical failures 

WMATA System Safety Program 
Internal Safety & Security Audit Report 
Aud rtors : N ichols , McCoy, McKee, Adams. Kelley 

Date of AUdit: 8-23-10 

Compliance 
Comments 

1 2 3 

X Needs annual review ad update per OAP & system safety configuration management requirements. 

X MSRPH 

X All functions have specified inspections, SOPs, standards and inspections are performed; see bulleted list below. 

Dead spots are identified, but not addressed adequately; understaffing has resulted in some deferred or missed preventive 
X maintenance and other critical communications functions being performed. COMM should perform a staffing analysis to 

ensure that staffing levels are at levels sufficieN to meet preventive and unscheduled maintenance needs. 

X 

X See 1 L above 

X 
Need full SOPs for supervision (manual) and ensure tllat the department standard of supervisors in the field 75% of time is 
met. 

X 

X 

X None in place, decisions are made without formal guidance. Prioritization and critical response SOPs are needed. 

1 = Com pliance 2 = Non-comp l iance 3 = Unable to Audit 
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Department: Communications 

Participants: Nabb, Johnson 

3. Maintenance Facilit ies/Shops 
Evacuation plans and procedures, including 
use of emergency/safety equipment [fire ext., 
fire hoses, lighting & sign age, escape routes]; 
Evacuation drills held, SOPs & schedules 
4. Maintenance Train ing 
a. Safety rules and procedures . Safety rulebool</handbook . High voltage gloves (hot sticking) . ROW track access . O& APolicy . PM Criticality/Defe!Tflent . Non--revenue vehicles, including 

motor vehicles . Hand/sm all tools . CPR·AED, first aid . Fitness for duty/fatigue awareness 

. Lockoutttagout 

. Fire watch 

WMATA System Safety Program 
Internal Safety & Security Audit Report 
Audrtors: Nichols, McCoy, McKee, Adams. Kelley 

Date of Audit· B-23-10 

Compliance 
Comments 

1 2 3 

X Deficiencies in COMM rooms are reported through MOC; 

X 

X 
X 

X 
X 

X No policy, guidelines or procedure . 

X Hi-rail, off-road 

X No formal training! formal training from vendor when new WMA TA-cmned tools are purchased 

X Recommend CPR, AEO & First Aid for all WMA TA employees 

X Strongly recommend for COMM short staffing has ted to k>ts of overtim e 

X No formal SOP/training 

COMM employees are expected to do firewatch-oone have formal training, tllose who have done it are trained on the 

X 
spot by the County or City fire inspectors. However, this is not the most efficient use of COM M workers' t ime in a 
department where severe understaffing has ted to chronic problems with meeting scheduled and maintenance and cri tical 
repairs. 

1 = Compliance 2 = Non-compliance 3 = Unable to Audit 
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Department: Communications 

Participants: Nabb, Johnson 

b. Training with area emergency 
responders developed, coordinated, 
implemented and documented. 

c. Initial and refresher training 
programs developed, with lesson 
plans 

d. Training matrix/schedule developed 

e. Train-the-trainer program 
f. Safety rule testing SOPs and 

documentation 
g. Operational rules/procedures training 
h. Safety Division reviews conducted of 

maintenance safety training programs; 
SOPs for training schedule notification to 
Safety [coordination with Safety] 

i. Coordination with maintenance 
management, engineering & 
procurement 

j . SOPs for regular review, update and 
approval of traininq proqrams 

k. Training QA pertonmed on training 
proorams & trainers 

I. Training QA pertonmed on trainees 
m. Training records documentation, 

including signoffs, properly controlled 
and maintained. Centralization of 
records. 

n. Self certification program in place 
0 . Training pass/fail and 

certification/decertification criteria 
developed 

WMATA System Safety Pr ogram 
Internal Safety & Security Audit Report 

Audrtors: Nichols, McKee, Adams, Kelley 
Date of Audit: B-23-10 

compliance 
Comments 

1 2 3 

X Emergency responders not trained in COMM rooms-OEM responsibility 

X 

X 

X No formal program 

X No formal SOPs 

X 

X No formal SOPs 

X No formal SOPs 

X No formal SOPs 

X No formal SOPs 

X Informal by supe-rvisors 

X 

X 

X 75% set by OAP; needs erview & revision & approval by safety 

1 = Compliance 2 = Non-compliance 3 = Unable to Aud it 
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Department: Communications 

Participants: Nabb, Johnson 

p. On-the-Job (OJT) training cliteria 
established and documented 

q. OJT training documented 

r. Training for contractors worl<ing in 
COMM 

s. Training for contractors properly 
documented, maintained and 
controlled 

t Maintenance training disciplinary 
criteria, guidelines and procedures 
established 

u. Retraining programs and procedures 
developed, criteria established, and 
records property controlled and 
maintained ·[medical. LOA, etc.] 

5. Interdepartmental/Interagency 
Coordination 
a. Safety Department 
• Procedure/policy/process reviews 
• Other 
b. Transit Police 

c. Emergency Responders, Hospitals 

d. Hazmat Response 
e. CMNT 

f. TracK & structures, Power 

g. Transportation/Operations 

h. Engineering support 

i. PLNT 

WMATA System Safety Program 
Internal Safety & Security Audit Report 
Audrtors: Nichols, McCoy, McKee, Adams. Kelley 

Date of Audit· B-23-10 

Compliance 
Comments 

1 2 3 

X Need to formalize current program for mechanic helpers 

X Need to doc1.r11ent all OJT programs. 

X ROW training needed. 

X Need to doee.rncnt contra ctor training. 

X 

X No policy or procedures for technical training; only item that is re-trained is O&A per 49 CFR 655 for leave greater tllan 30 
days 

X No SOPs 

X No SOPs 

X No SOPs 

X 
X 

X 
X 

X Insufficient; is shared wtth other departments; oo SOPs in place 

X 

1 = Compliance 2 = Non-compliance 3 = Unable to Audit 



Appendix A – Completed Internal Audit Checklists  

February 1, 2011  A – 23 

 
 
 
 
 
 
 
 
 
 
 
 
 

Department: Communications 

Participants: Nabb, Johnson 

6. Hazmat/lndustrial Hygiene 
a. MSDS on file & available for all 

materials in shop 
b. Safety participates in the selection, 

approval and procurement of 
hazmats. SOPs established 

c. Hazmat training provided; safety 
participates in development and 
review of programs; SOPs 

d. Ergonomics/human factors 
oroarams & trainiilq 

e. Emergency/evacuation SOPs for 
hazmat contamination developed 
and drills held 

f. QAJSupennsor spot checks for 
proper hazmat, PPE, other 
conducted, SOPs 

g. Other hazard potentiaVjob hazard 
analyses performed 

WMATA System Safety Program 
Internal Safety & Security Audit Report 
Audrtors: Nichols, McCoy, McKee, Adams. Kelley 

Date of Audit: B-23-10 

Compliance 
Comments 

1 2 3 

X 

X 

X 

X 

X 

X No SOPs 

X 

1 = Compliance 2 = Non-compliance 3 = Unable to Audit 



Appendix A – Completed Internal Audit Checklists  

February 1, 2011  A – 24 

 
 
 
 
 
 
 

Department: Communications 
Participants: Nabb, Johnson 

7. Employee Safety Programs 
a. Employee accident & incident 

information. reporting and analysis 
process in place 

b. Industrial safety/houseKeeping in 
COMMrooms 

c. Hazard communications programs in 
place, including high-tension safety 

d. Hazard and safety concerns 
reoortinq procedures in place 

8. QAIQI/QC 
a. Participation in vendor OA processes 

established 
b. SOPs for participation in end user 

approval process 
c. OEM/aftennarKet/equipment 

fabrication 
d. Warehousing/parts storage policies 

and procedures 

e. Shelf-l~e policy 

f. Safety-crnical policy/ processes 
defined 

g. Calibration Program 

WMATA System Safety Program 
Internal Safety & Security Audit Report 
Audrtors: Nichols, McCoy, McKee, Adams. Kelley 

Date of Audit· B-23-10 

Compliance 
Comments 

1 2 3 

X 

COMM rooms were found to have many problems, including inappropriate storage, blockage of panels and exits with 

X 
storage materials, inappropriate appliances, and flammable materials next to electrical installations, among other s(see 
supplemental materials). Apparently IT also has access to COMM rooms to install new tetephone equipment, and some of 
the inappropriate m aterials were left by IT . Access by IT personnel is also not recorded in the logs in each room per 
Wt#. TA rules, altllough there is evidence that they llave been in to pertorm the installat ions. 

X 

X 

X 

X 

X 

N/A Satellite facility at GBLT; SRM L has taken over procurement process except for small purchases; This has resulted in part 
shortages and d ifficutty obtaining parts for on-time maintenance. 

X None in place, a lthough some parts are marked with a shelf-life, and technicians are expected to check that date . 

X Need to develop a policy; can be added to maintenance poltcy. 

X SOP neeoo updating 

1 = Compliance 2 = Non-compliance 3 = Unable to Audit 
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Department: Communications 

Participants: Nabb, Johnson 

9. Security 
a. Equipment/loss prevention SOPs & 

program 

b. Employee Security; Personal safety 
awareness training for shop 
personnel 

c. Security TasK force participation 

d. Property trespass SOPs established, 
implemented, enforced, tracKed & 
managed 

e. Contingency plans for security 
threats 

i. Bomb threat 
ii. Hostage 
iii. Communications failures, partial & 

total 
f. Comm. room security/emergency 

notification 

WMATA System Safety Program 
Internal Safety & Security Audit Report 
Audrtors: Nichols, McCoy, McKee, Adams. Kelley 

Date of Audit: B-23-10 

Compliance 
Comments 

1 2 3 

X Keys are taken home. there is little control and a lot of keys that are kept in lockboxes (for firemen) and no real method of 
accounting for keys, reproduction, misuse ex loss; oo SOPs or policy; we recommended an electronic access control policy 

X None currently required; no violence in tile workplace o ffered to employees. 

X Through safety committees, but need SOP for the committees 

X OAP 

X No SOPs to support the COOP. 

X 
Above ground stations have PA•s for emergencies. but oo SOP in place to notify COMM employees of emergencies 
through MOC if they are in non-public areas 

1 = Compliance 2 = Non-compliance 3 = Unable t o Audtt 
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Department: Power AFC & ShOI!S and 

Material Suooort (SAMSl 

Participants: Newman, Fitch, Harris, Taylor 

1 . Maintenance Policy establ ished for 
3 . MMIS scheduling/tracking processes 

b . Inspection reports 

c. Failures and failure trend analysis 

d. Prioritization o f critica l repairs 

e. OA/0 1/0 C 

f. Operational Coordination 
g. Coordination with Safety Department and 

Procurement on special/substitute/ 
replacement parts and equipment 

h. Hazard Management; method established to 
track and resolve open hazard issues 

i. Deferred maintenance and work-around 
criteria 

j . Scheduled maintenance adherence criteria 

k. Life-cycle program plan 

I. Procedure creation, Configuration 
Management and Document control 

m. Preventive maintenance program 
revisions/reviews/modifications control and 
nraramvnl ramr~~PS: 

n. Power system rehabs, rebuilds & overhaul 
program plan 

0 . Safety Certification, including 
plans/procedures for all necessary 
certifications 

p. Participation in accident/incident investigation 

q. Management of Maintenance: Standards, 
SOPs, wor1t methodologies 

r. Safety goals & accountability 

WMATA System Safety Program 
Internal Safety & Security Audit Report 

Auditors: Nichols, McCoy, McKee, Adams 
Date of Audit: B-24-10 

Compliance 
Comments 

1 2 3 

No maintenance ooricy in olace: In many cases. OAPs are really POlicy documents rather than soecific orocedures: 

X 
discrepancy between the documents available on the intranet, in other departments and in TSSM. Also, overall, there is 
no integration of the safety & security functions in the OAPs. SOPs not reviewed by safety, many are dated 2000 or some 
older; Have a manual for Maximo, but they are oot using Maximo to its full potential because training is limited. 

X Once SOC device is fully in p lace, need to develop PM procedure and checklist. 

X 
Some are currently done; problem with conecting failure trend by component in Power & k.FC because MOC reports do oot 
identify them. 

X No SOP currently in p lace; occurs in the field or through supervisors 

X 
Supervision is not atways in the field except in power; sometimes have to stay at a computer to receive work orders & 
allocate work. 

X 

X ENSS provides support, but no SOP for safety review currently. 

X Through Maximo, no SOPs, no train ing 

X No SOP 

X 

N/A performed through IRPG/Power 

X 

X No SOPs 

N/A IRPG 

WMATA has a safety certificat ion SOP, but there are no SOPs in CMNT for participation as end users. 
X IRPG handles capital improvements; TSSM does not have access to their processes. 

X 

X 
100-1 SOP on SOPs has a review & approval process; no instruct ion to change update/revision info, no distribution, no 
safety or security input; no methodo)Ogies or guidance for managemen t of the department 

X 

1 = Compliance 2 = Non-compliance 3 = Unable t o Audit 
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Department: Power AFC & ShOI!S and 

Material SU!!!!Ort {SAMS) 

Participants: Newman, Fitch, Harris, Taylor 

2. Substation & Equipment Inspections 
a. ChecKiisl for all inspections and 

maintenance estab lished & SOPs 
established & used 

b. Maintenance rules and procedures 
established and available at all times to 
maintenance personnel 

c. Inspections performed at prescribed 
intervals, or at regularly scheduled 
intervals for: 
1. Subs-:ationsiEquipment rooms 
2. Emergency Trip stations 
3. Meggeriog!Hi-potting 

•• Subs-:ation Protection 
5. Elearolysis & corrosion control 
6. Station Power 
7. Shop Power 
8. Emergency generatorsJs.:orage batteries/UPS 
9. Hi-rail & n~rewnue vehicles 
10. /J.FC equipment 
11. SXe.-y Signage 
12. B.nteries 

d. SOP for splicing in emergencies (Power). 

e. SOPs for lithium batteries (AFC) 

f. SOPs & Standards for ONOI (testing of 
repairs) 

g. Engineering support and coordination 
established, SOPs 

h. Supervisor spot check SOPs and 
documentation 

i. Toolbox meetings, SOPs and 
documentation/Rule o f day/Week 

j . Participation on safety committee, SOPs 

K. SOPs for response· to power failure, 
problems and incidents on mainline, in 
vards and shoos stations 

WMATA System Safety Program 
Internal Safety & Security Audit Report 

Auditors: Nichols, McCoy, McKee, Adams 
Date of AUdit: 8-24- 10 

Compliance 
Comments 

1 2 3 

X No SOP for customer service to property route deficiencies reported to them to AFC 

X 

PMI's need revision, PMis have good instructions, safety reminders, equipment. part numbers, etc. 

X 

X No SOP for splicing in emergencies, lithium batteries or vehicle shunting 

X No SOPs for lithiiSO batteries 

X 

X Shared with TSSM, no SOPs 

X No SOPs or manual for supervision; needed in all three disciplines 

X 

X 

X 

1 = Compl tance 2 = Non-compltanc e 3 = Un able to Audtt 
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Department: Power , AFC & ShO(!S and 

Material SUI!IlOrl (SAMSj 

Participants: Newman, Fitch, Harris, Taylor 

3. Maintenance Train ing 
a. Safetv rules and procedures . Safety rulebool</handbook . High voltage . ROW track access . PPE . D&APolicy . PM Criticality/Defe!Tflent . Non--revenue vehicles, including 

motor vehicles . Hand/small tools . Insulated tools . CPR-AED, first aid 

. Fitness for duty/fatigue awareness 

. Red tag-lockoutltagoot 

WMATA System Safety Program 
Internal Safety & Security Audit Report 

Auditors: Nichols, McCoy, McKee, Adams 
Date of Audit· B-24-10 

Compliance 

1 2 3 Comments 

No training policy & procedures; SAMS h as no technical tra ining program to support it; 

X No specific rules training for AFC 

X 

X 
X 

X 
X No SOP or training 

X Hi-rail, off-road 

X Progmms for AFC & SMAS also needed 

X Recommended for all WMATA employees 

X O&A only, recommend fatigue awareness be required once in place 

X 200-2 #16/181ockoutltagoot 

1 = Compliance 2 = Non-compliance 3 = Unable to Audit 
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Department: Power AFC & ShOI!S and 
Material SU!!!!Orl {SAMS] 

Participants: Newman, Fitch, Harris, Taylor 

b. Training with emergency responders 
developed, coordinated, 
implemented and documented. 

c. Initial and refresher training 
programs developed, with lesson 
plans 

d. Training matrix/schedule developed 

e. Train-the-trainer program 
f. Safety rule testing SOPs and 

documentation 
g. Operational rules/procedures training 
h. Safety Division reviews conducted of 

mainlenance safely !raining programs; 
SOPs for training schedule notification to 
Safety [coordinalion with Safety] 

i. Coordination with maintenance 
management, engineering & 
procurement for traininq 

j . SOPs for regular review, update and 
approval of traininq proqrams 

k. Training QA pertormed on training 
programs & trainers 

I. Training QA pertormed on trainees 
m. Training records documentation. 

including signoffs, properly controlled 
and maintained. Centralization of 
records. 

n. Self-certification program in place 
0. Training pass/fail and 

certification/decertification criteria 
developed 

WMATA System Safety Program 
Internal Safety & Security Audit Report 

Auditors: Nichols. McCoy, McKee, Adams 
Date of Audit: 8-24-10 

Compliance 
Comments 

1 2 3 

Need to coordinates with WMA TA•s Emergency Management Department to ensure tllat first responders are introduced to 
X hazards and configuration in CMNT facitities 

No refresher training in any area; needs to be evaluated to deteri=mine thresholds for refreshers after leave of absence, 
X disciplinary absence, poor evaluation or QA checks, medical leave. etc. 

X 

X Program needed, especially for OJT 

X No program currently in place 

X Coordination is achieved through the MOC. but there is no SOP for the GOTRS process. 

X No safety review of any training is performed. 

X Some is being done with engineering, but it is oot consistent, no SOPs 

X No SOPs in place. No regular review and revision is conducted. 

X OA currentty no pertorming train ing QA but is set ot begin shortty 

X None is pertormed by trainers or by OAAW. 

X 

X 

75% is passing for most areas. It is the strong recommendation ttnat the pass-fail criteria, especialty for safety-critical 
X areas, be re-evaluated with the input of safety. 

1 = Compliance 2 = Non-comp liance 3 = Unable to Audit 
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Department: Power , AFC & ShO(!S and 

Material SU!lllOrl {SAMS) 

Participants: Newman, Fitch, Harris, Taylor 

p. On-the-Job (OJT) training criteria 
established and documented (AFC) 

q. On-the-Job (OJT) training criteria 
established and documented (all 
other departments) 

r. OJT training documented 

s. Training for contractors worl<ing on 
power system/signals 

t Training for contractors properly 
documented, maintained and 
controlled 

u. Maintenance training disciplinary 
criteria, guidelines and procedures 
established 

v. Retraining programs and procedures 
developed, criteria established, and 
records property controlled and 
maintained ·[medical, LOA, etc.] 

4. Interdepartmental/Interagency 
Coordination 
a. Safety Department 
• Procedure/policy/process reviews 
• Other 
b. Transit Police 

c. Emergency Responders, Hospitals 
d. Hazmat Response 
e. CMNT/otner TSSM 

f. TransportationtOperations/MOC 

WMATA System Safety Program 
Internal Safety & Security Audit Report 

Auditors: Nichols, McCoy, McKee, Adams 
Date of Audit: 8-24-10 

Compliance 
Comments 

1 2 3 

X Excellent OJT documentation 

X Power & SAMS should use the documentation generated in AFC as templates to document their OJT. 

X 

X 

X 

X 

X No formal policy except for D&A 

X No SOPs in place 

X No SOPs in place 

X No SOPs in place 

X 
X 

X 

1 = Compliance 2 = Non-compliance 3 = Unable to Audit 
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Department: Power AFC & ShOI!S and 
Material SU!lllOrl {SAMS) 

Participants: Newman, Fitch, Harris, Taylor 

5. Hazmat/lndustrial Hygiene 
a. MSDS on file & available for all 

materials in shop 
b. Safety participates in the selection, 

approval and procurement of 
hazmats SOPs established 

c. Hazmat training provided; safety 
participates in development and 
review of programs; SOPs 

d. Waste Management program and 
SOPs 

e. Ergonomics/human factors 
programs & training 

f. Emergency/evacuation SOPs for 
hazmat contamination developed 
and drills held 

g. QA/Supervisor spot checks for 
proper hazmat, PPE, other 
conducted, SOPs 

h. Other hazard potentiaVjob hazard 
analYses performed 

WMATA System Safety Program 
Internal Safety & Security Audit Report 

Auditors: Nichols, McCoy, McKee, Adams 
Date of Audit: B-24-10 

Compliance 
Comments 

1 2 3 

X 

X 

X 

X 

X 

X 202-2 #22 Spill reporting 

X No formal documentation for supervisor spot checks 

X JSAs are in progress and the ones that have been completed are of good quality 

1 = Compliance 2 = Non-compliance 3 = Unable to Audit 
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Department: Power , AFC & ShO(!S and 

Material Suooort (SAMSl 

Participants: Newman, Fitch, Harris, Taylor 

6. Employee Safety Programs 
a. Accident Prevention/job hazard 

analvsis oroarams in olace· SOPs 
b. Employee accident & incident 

information, reporting and analysis 
orocess in olace 

c. Environmental protection program in 
olace with scheduled insoections 

d. Occupation hazard prevention 
oroarams in olace 

e. Hazard communications programs in 
place, including high-tension safety 

f. Hazard and safety concems 
reporting procedures in place 

7. QAIQI/QC 
a. Participation in vendor OA processes 

established 
b. SOPs for participation in end user 

approval process 
c. OEM/aftennarket/equipment 

fabrication 
d. Warehousing/parts storage policies 

and procedures 

e. Shelf-l~e policy 

f. Safety-critical policy/ processes 
defined 

g. Calibration Program 

WMATA System Safety Program 
Internal Safety & Security Audit Report 

Auditors: Nichols, McCoy, McKee, Adams 
Date of Audit 8-24-10 

Compliance 
Comments 

1 2 3 

X capture the practice in the maintenance policy document 

X 

X 

X 

X 

X Safety hotline/safety meetings 

X Need SOP & to be involved in process 

X 

X Have insufficient engineering support, need SOPs 

SRML has taken over procurement process except for small purchases; This has resulted in part shortages and difficulty 
N/A obtaining parts for on-time maintenance. Metro Supply Facility is not atways open (like in severe weather) while 

deoartment are exoected to reoort and reoair but tllev can't aet the oarts from MSF. 

X None in place, although some parts are marked with a shelf-life, and technicians are expected to check that date. 

X Include in Maintenance policy 

X calibration SOP in order. SAMS provides calibration for all TSSM. 

1 = Compliance 2 = Non-compliance 3 = Unable to Audit 
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Department: Power AFC & ShOI!S and 
Material SU!lllOrl {SAMS) 

Participants: Newman, Fitch, Harris, Taylor 

8. Security 
a. Equipmentlloss prevention SOPs & 

program 

b. Employee Security; Personal safety 
awareness training for shop 
personnel 

c. Facilities security plan established; 
shoosecurttv orocedures 

d. Security Task force participation 

e. Property trespass SOPs established, 
implemented, enforced, tracked & 
managed 

f. Facility/Shop security 
design/redesign criteria established 
and implemented 

g. Contingency plans for security 
threats 

i. Bomb threat 
ii. Hostage 
iii. Communications failures, partial & 

total 
iV. Power failures 

h. Weather power outages 

i. Rail computer failure 

j . 'Vandalism at substations 

a. Money spills 

WMATA System Safety Program 
Internal Safety & Security Audit Report 

Auditors: Nichols, McCoy, McKee, Adams 
Date of Audit: B-24-10 

Compliance 
Comments 

1 2 3 

X No SOPs; no accounting for materials used in wor1t or for keys; shokt have an electronic access control system 

X 

X SAMS facility does have a security plan , others do not 

X Safety committees also ocver security concerns. 

X 

X Need input in the design facilities including security ; need SOPs 

No SOPs for post-incident critical debriefing 
No SOPs for emergency information or bulletins/updates for AFCs 

X No SOPs for emergencieslnotifications for remote k>cations, such as substations 
No fire drills at Telegraph Road Facility (where SAMs is located) 
Need SOPs in general for all departments to support the COOP 

X 

X 

X Need SOP 

X 
1 = Compliance 2 = Non-compliance 3 = Unable to Audtt 
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WMATA System Safety Program 
Internal Safety & Secur ity A ud it Report 
Audrtors: Nichols, McCoy, McKee, Adams, Kelley 

Date of Audit: 9-26-10 

Department: QA/W arranty Compliance 
Comments 

Participants: Bitar, DiNatale 1 2 3 

Current Hazard management is not referenced in OA docs per tile SSPP; priorities are done by the engineering 
1. QA/Engineering Department Policies X review board-there is oo formal policy for this but it is being done by tile ERB with input from OA. Need SOPs for 

the ERB. 

2. SOPs 
a. PM & procedure inspections OA areas: railcar, ATC/signals, Power, AFC, Shops, facilities. 

b. Training QA Training OA not currently being done. OA is currently not pertorming revlews or auditing in any area except CMNT. 

c. ChecKlists, schedules, matrices 
Start date for training audits is Nov. 2010 

d. Reports, distribution X 206-1, 206-2 Equipment testing 

e. Ha2ard management 406-1 Equipment reliability 

i. Failure trend analysis 205-4 QA audit program 
20~5 Training & Ops OA No specific SOP for Training OA 

ii. TracKing to closure of 20~6 Maintenance audits 
open items 

3. Change control procedures for all Review/update proce<!ure (annual) needed for all documentation; approval process for all documentation does not 
programs and documentation; Document X include safety. No version contro l for documer¥s released to CMNT for corrective action; include d istribution for 

control of policies & procedures documents to include safety. 

4 . Internal controls policies/SOPs X Refers to performance o f intemal OA on the OA function; no curren t SOP for OA's periodic formal review of its own 
documentation 

5. SOPs for vendor/contractor audits of 
X quality & safety, documentation, etc 

6 . Review and approval of vendor/contractor 
205-6 first article, etc. safety & quality programs (external X 606-5 contractor facility inspections 

OAIOVOCl 
7 . Training policy, programs, procedures & 

X Need to add training/certification policy/procedures to the OA Policy 
matrix 

8. Management SOPs & methodologies X 

9. Policies/programs for redesign/re-
engineering, including overhaul, rehab, 

X 20~6 eng. modifications revlew 
maintainabilrty, replacement of OEM parts, 
etc. 

10. SOPs for coordination wrth Safety X SOPs not reviewed by safety 

1 =Com pl iance 2 = Non=compliance 3 =U nable to Audit 
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WMATA System Safety Program 
Internal Safety & Security Audit Report 
Audrtors: Nichols, McCoy, McKee, Adams, Kelley 

Date of Audit: 9-26-10 

Department: QA/W arranty Compliance 
Comments 

Participants: Bitar, DiNatale 
1 2 3 

11. SOPs for coordination wrth other 
X departments throuQh life-cvde 

12. Engineering support established for 
all departments (ops, maint, training, X 200-4 for maintenance 
etc.) 

13. SOPs for participation in Safety X QA is not participating in the 700-series procurement & certification process 
Certification 

14. Galibration program X 

15. QA programs & procedures for 
warehousing, materials X Currently done by SRML (storeroom, receiving, materials & logistics) 
management 

16. caprtal programs policies & 
proc.P.rtllrP.s 
a. Life-cycle programs X Currently not included in life-cycle planning (M Hiller in charge) 
b. Railcar rehabilitation 
c. Infrastructure rehabilitation 

1 =Compliance 2 = Non=compliance 3 =U nable to Audit 
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Department: MOW Structures Eooineerioo and 

Production 

Participants: Lee, Albright, Brown, Brooks, 

Damico, Seredich 

1 . Maintenance Policy establ ished for 
3 . MMIS scheduling/tracking processes 

b. Track inspection SOPs and reports 

c. Track, trackbed and procedure failures and 
failure trend analysis 

d. Prioritization of critical repairs 

e. OA/0 1/0 C 
f. Ooerational Coordination 
g. Coordination with engineering & Safety 

Division and Procurement on 
special/substitute/ replacement parts and 
equipment 

h. Method established to track and resolve open 
hazard issues 

i. Deferred maintenance and work-around 
criteria 

i Scheduled maintenance adherence criteria 

k. Life-cycle program plan 

I. Configuration Management and Document 
control 

m. Preventive maintenance program 
revisions/reviews/modifications control and 
aoorovai orocesses 

n. Track replacement program plan 
0 . Maintenance component of Safety 

Certification, including PM plans/procedures 
for all necessarv certifications 

p, PartiCipation In acCIOenutnclaem rnvesugatlon 

q, Management of Maintenance: Standards, 
SOPs, wor1t methodologies 

r. ROW safety 

s. Safety goals, safety accountability 

X 

X 

X 

X 

X 

X 

X 

WMATA System Safety Program 
Internal Safety & Security Audit Report 
Audrtors: Nichols, McCoy, McKee, Adams. Kelley 

Date of Audit: B-25-10 

Compliance 
Comments 

1 2 3 

There are beginnings for a maintenance policy in 208.1 (Track maintenance) and 208.2 (Structures). These policies are a 
good ~tort toward o full m ainte nance pol;cy, and o.hould be flc3hcd oot and not be OAr::.., Out o :J.tand alo ne document. 
MMIS orocesses are caotured in the Maximo manual. 

Flesh out procedures and add to maintenance poiK:ies 

X Flesh out procedures and add to maintenance poiK:ies 

X Managers inspect every rail repair; but need SOP for the process 

MOC orocedures· need SOPs for doina the SSWPs throuah TAMC 

X Fabrication in Structures, goes through EM I; no SOPs coordination wtth safety 

X Maximo; No SOPs; capture in maintenance policy 

Maintenance that is deferred becomes the backlog; comes from rail profi te report once a year, does the projection, 
X followed; &tracked through Maximo; tie assessment report with maintenance reports; I no SOPs for any of this-add to 

maintenance policy 

X 
100% scheduled maintenance adherence; if they are deferred for weather. etc. they are done immediately as soon as also 
in structures; Severe weather inspection procedure in track inspection (no SOPs) add criteria to maintenance policy 

X Need work flow documentation 

X 
Engineering Modifications do not specify safety review. (EM I procedure); SOPs for using Documentum for configuration 
management are not yet devek>ped 

X 

X Need to see work flow 

X Currently Safety is not participating in the certification of the Sperry car; need SOPs to emure inclusion of safety 

Rerailino 202-1 
Track & structures 508.17-1; BOCC for non-revenue accidents 

X 
Some information in 208.1 & 208.2, but not sufficient for management of all areas. Recommend the area be fleshed out in 
the Maintenance policy 

200-30, no date/ in revision 

1 = Compliance 2 = Non-compliance 3 = Unable to Audit 
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Department: MOW Structures Eooineerioo and 

Production 

Participants: Lee, Albright, Brown, Brooks, 

Damico, Seredich 

2. Track & Equipme<nt Inspections 
a. Checklist for all Track inspections 

and maintenance established & 
SOPs used 

b. Maintenance rules and procedures 
established and available at all times 
to maintenance personnel. including 
track access 

c. Inspections performed at prescribed 
intervals. or at regularly scheduled 
intervals for: . Track . Trackbed & Ballast . Third Rail . Ties . Fas::eners . Geometry-.eql.lipment {Speny)'de'Wles . Special track~. i nterlocki l'lQS. e::c . . l ubrication . Track standards . Vegetation . Tampers. profilers & other equipment 

• Hi- rail & non-~tevenue vehid es. indudil'lg 
Motor veh id e:s 

d. SOPs & Standards for QA/QI 

e. Engineering support and 
coordination established. SOPs 

f. Supervisor spot check SOPs and 
documentation 

g. Toolbox meetings, SOPs and 
documentation 

h. Participation on safety committee, 
SOPs 

i. Rule of daytweek 

WMATA System Safety Program 
Internal Safety & Security Audit Report 
Audrtors: Nichols, McCoy, McKee, Adams. Kelley 

Date of Audit: B-25-10 

Compliance 
Comments 

1 2 3 

X yes 

X 
100-9 Wed meetings; SOPs for GOTRS (TAMC) 
Storage o f rail between running rails; no t following MSRPH for all items; this is an enforcement issue; see supervision 
recommendations beow in 2f. 

Inspections pertormed daily for all t rack to be done 1xtweek; for red line twice a week 

X Ultra-S times/ year; geometry. 4X year; ties at least 1celyear 
Quarterty (switch iinspections) 
Lubrication is done automatically on short radius curves in tile yards 

CMNT 

X 

X Need SOPs 

X Need SOPs for a[l supervisory functions. 

X 508.11·1 

X 508.17-1 Track & structures safety committee 

X 

1 = Compliance 2 = Non-compliance 3 = Unable to Audit 
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Department: MOW Structures E!:!Qineeri!:!Q and 

Production 

Participants: Lee, Albright, Brown, Brooks, 
Damico Seredich 
3. Maintenan ce Facilities 
a . Evacuation plans and procedures, 

including use of emergency/safety 
equipment [fire ext.. fire hoses, lighting & 
signage, escape routes]; Evacuation 
drills held, SOPs & schedules 

4. Maintenan ce Tra.in in g 

. Safety rule book/handbook 

. High voltage . ROW track access/escort training & 
red tag outage . Track Equipment . D&APolicy . PM Critical ity/Deferment . S tructures/Facilities . Non-revenue vehicles, including 
motor vehicles . Small tools . CPR.f irst Aid-AED 

. .Fitness-for-duty/fatigue awareness 

b . MOC training 

c. Rerailing 
d. Red tag 

WMATA System Safety Program 
Internal Safety & Security Audit Report 
Audrtors : Nichols , McCoy, McKee, Adams. Kelley 

Date of Audit: B-25-10 

Compliance 
Comments 

1 2 3 

X 
Plans are posted; drills held 2X year. but no SOPs in their department; No schedule but usually d one after twice-year1y 
picks 

X No formal track ing of training for structures; no SOPs for managing training in structures 

Audit team recommends that use o f personal etectronic devices be forbidden on the wayside, in yards and in Metro 
fa citities while work is being pertormed by an employee. Personal electronic devices should not be wom on the per-...on but 

X may be stowed while turned o ff in personal effects while performing wor1t duties. !Personal cell phones should only be 
used in the event of a Me tro emergency where no other form o f Metro communica tion is available . (ref. Special Order 08-
051 

X Recommended to begin high voltage training for t rack & structures 

X 

X Refreshers no SOP 

X 
X Yes 

X Yes 

X Defensive d riving is recommended ; currentty reactive-should be done proactive 

X Insulated tools! not on small tools 

X Not currently required; recommend everyone at WMA TA receive training in this a rea 

X 
Stepping up to supervision; ODEV; have work limits (16 ) hours; need to ensure that wor1ters get the fatigue training once it 
is in place through Medical Group 

X 
Recognit ion of •events o r situations• per 200-2 #9 (PLNT. ATC at MOC desk-NOT TSSM per-...on); The process could be 
by implement inQ improved trainin o for MOC in TSSM issues 

X 
X Once 

1 = Com plian ce 2 = Non-comp liance 3 = Un able t o Aud it 
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Department: MOW Structures E!:!Qineeri!:!Q and 

Production 

Participants: Lee, Albright, Brown, Brooks, 
Damico, Seredich 

e. Initial and refresher training 
programs developed, with lesson 
plans 

f. Training matrix/schedule developed 

g. Train-the-trainer program 
h. Safety rule testing SOPs and 

documentation 
i. Safety Division reviews conducted of 

maintenance safety training programs; 
SOPs for training schedule notification to 
Safety [coordination with Safety) 

j . Coordination wiltl maintenance 
management, engineering & 
procurement 

k. SOPs for regular review, update and 
approval 

I. Training QA performed on training 
programs/trainers 

m. Training QA performed on trainees 
n. Training records documentation. 

including signoffs, properly controlled 
and maintained. Centralization. 

0 . Self certification program in place 
p. Training pass/fail and 

certification/decertification criteria 
developed 

WMATA System Safety Program 
Internal Safety & Security Audit Report 
Audrtors: Nichols, McCoy, McKee, Adams. Kelley 

Date of Audit: B-25-10 

Compliance 
Comments 

1 2 3 

X Track Waiker Qualifications certification says that OAAW representative administers tests; should have increased OA 
involvement in all maintenance training 

X Except for structtJres 

X 

X Not formal, but a ll employees are instructed to foUow the rule book and re·port hazards. 

X Need SOPs. 

X Need Sops 

X Need SOPs 

X Except for Track W alkers 

X Except for track walkers 

X 

X 

In general, the criterion is 75%. H is the strong recommendation that the pass-fail crite·ria, especialty for safety-critical 
X areas, be re-evaluated with the input of safety. 

1 = Compliance 2 = Non-compliance 3 = Unable to Audit 
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Department: MOW: Structures1 E~ineeri~ and 

Production 

Participants: Lee, Albright, Brown, Brooks, 
Damico Seredich 

q. On-the-Job (OJT) training clitelia 
established and documented; OJT 
training documented 

r. Training for contractors wor!<ing on 
track; Training for contractors 
property documented, maintained 
and controlled 

s. Maintenance training disciplinary 
cliteria, guidelines and procedures 
established 

t Retraining programs and procedures 
developed, criteria established, and 
records property controlled and 
maintained ·[medical. LOA, etc.] 

5. Interdepartmental/Interagency 
Coordination 
a. Safety Division 
• Procedurefpolicyrprocess reviews 
• lnvestigatio n 
• Other 
b. Transit Police 
c. Emergency Responders, Hosprtals 
d. Hazmat Re:sponse 

e. CMNT 

f. Power, ATC 
g. Transportat ionfRail Operations 

WMATA System Safety Program 
In ternal Safety & Sec urity Audi t Report 
Audrtors: Nichols, McCoy, McKee, Adams. Kelley 

Date of Audit: B-25-10 

Compliance 
Comments 

1 2 3 

X Have docl.l'llentation on some; inconsistent need SOPs 

X 
ROW safety program in place and tracked 

X 

X Retraining on retum to work for O&A only; recommend refresher for all employees out over 30 days 

SOPs (OAPs) not reviewed by safety 
Safety sign.off on track inspection work instructions 

X Need to complete SOPs for all interdepartrmental interactions 
His critical that a hazard assessment be pertormed by SAFE for any reorganization of any TIES department or 
organization . 

X Need SOPs 

X Need SOPs 

X EOCsiDCOs 

X 

X 
X 

1 = Compliance 2 = Non-compliance 3 = Unable to Audit 
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Department: MOW Structures E!:!Qineeri!:!Q and 

Production 

Participants: Lee, Albright, Brown, Brooks, 

Damico, Seredich 

6. Hazmat/lndustrial Hygiene 
a. MSDS on file & available for all 

materials in shop 
b. Safety participates in the selection, 

approval and procurement of 
hazmats. S-OPs established 

c. Hazmat training provided; safety 
participates in development and 
review of programs; SOPs 

d. Waste Management program and 
SOPs 

e. Ergonomics/human factors 
oroarams & traininq 

f. QAJSupennsor spot checks for 
proper hazmat, PPE, other 
conducted. SOPs 

g. Other hazard potentiaVjob hazard 
anatysespertormed 

WMATA System Safety Program 
Internal Safety & Security Audit Report 
Audrtors: Nichols, McCoy, McKee, Adams. Kelley 

Date of Audit: B-25-10 

Compliance 
Comments 

1 2 3 

X SOPs needed; supervisors carry them in tile field for track inspectors 

X 

X 

X SOPs needed for structures 

X Call safety when assistance is needed. 

X In track, in general the supervision in all areas is good; oo SOPs for structures 

X 

1 = Compliance 2 = Non-compliance 3 = Unable to Audit 
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Department: MOW Structures Eooineerioo and 

Production 

Participants: Lee, Albright, Brown, Brooks, 
Damico, Seredich 

7. Employee Safety· Programs 
a. 
b. Employee accident & incident 

information. reporting and analysis 
process in place 

c. Environmental protection program in 
place with scheduled insPections 

d. Occupation hazard prevention 
oroarams in place 

e. Hazard communications programs in 
place, including high-tension safety 

f. Hazard and safety concerns 
reoortinq orocedures in olace 

g. Safety Incentive Program 

8. QAIQI/QC 
a. Participation in vendor OA processes 

established 
b. SOPs for participation in end user 

approval process 
c. OEM/aflennarketlequipment 

fabrication 
d. Warehousing/parts storage policies 

and orocedures 

e. Shelf-l~e policy 

f. Safety-crnical pol icy/ processes 
defined 

g. Calibration Program 

WMATA System Safety Program 
Internal Safety & Security Audit Report 
Audrtors: Nichols, McCoy, McKee, Adams. Kelley 

Date of Audit: B-25-10 

Compliance 
Comments 

1 2 3 

X 

X 

X 

X 

X "Safety Audit Documentation• program does not appear to be an effective process. 

X 500-8 
100 davs accident free oift certificate sooosored bv safetv oarticioation 

X 

X OAP 

X engineering 

X no mention of safety & security oversight of inventory/ need Sops for rail, fastemers, ties, general storage, etc. 

X No SOPs 

X Needs to be formally defined; recommend adding to maintenance policy 

X Daily for gauge for track inspections! SOPs 

1 = Compliance 2 = Non-compliance 3 = Unable to Audit 
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Department: MOW Structures E!:!Qineeri!:!Q and 

Production 

Participants: Lee, Albright, Brown, Brooks, 

Damico, Seredich 

9. Security 
a. Equipment/loss prevention SOPs & 

program 

b. Employee Security; Personal safety 
awareness training for shop 
personnel 

c. Security TasK force participation 
d. Property trespass SOPs established, 

implemented, enforced, tracKed & 
manaaed 

e. Contingency plans for security 
threats 

i. Bomb threat 
ii. Hostage 
iii. Communications failures, partial & 

total 

f. Weather emergencies 

g. Cell phones 

h. ID Access 

WMATA System Safety Program 
Internal Safety & Security Audit Report 
Audrtors: Nichols, McCoy, McKee, Adams. Kelley 

Date of Audit: B-25-10 

Compliance 
Comments 

1 2 3 

RTRA 101.11·1 radio 
X 600.3, 600.4, inventory & usage contro~o safety/security reference 

No key control policy; OAP 

Through rule$ training 
X No NIMS training, and MERT has not been completed 

X Through the safety committee 

X 

X No SOPs for support of the COOP 

X 
Audit team recommends that use of personal electronic devices be lorbidden on the wayside, in yards and in Metro 
facilities while work is being pertormed by an employee. Personal electronic devices should not be wom on the per-...on but 

X may be stowed while turned off in personal effects while performing wor1t duties. Personal cell phones should only be 
used in the event of a Metro emergency where no other form of Metro communication is available. (ref. Special Order OS-
05) 

X Need to dociSOent the procedure for forgotten IDs-temporary employee IDs 

1 = Compliance 2 = Non-compliance 3 = Unable to Audit 



Appendix A – Completed Internal Audit Checklists  

February 1, 2011  A – 44 

 

WMATA System Safety Program 
Internal Safety & Security Aud it 

Auditors Nichols Tucci Adams McCO:i Kelle¥ McKee Sullivan Briscoe Davis Mclean 
Date: November2 2010 

Department: RTRA Compliance Participants: DZiduch, Epps, Piper, Comments 
England, Ballard. LeWis 1 2 3 

Issuance/Effective date for new MSRPH? January 31,2011--Date 9/1 812010 
Al l SOPs, manuals and safety/security critical documents need to have RTRA annual review 
& revision & signoff for concurrence by safety & MTPO. 

1. Rail SOPs/Rules X MOC SOPs are out of date (Feb 2001), as are Terminal operations procedures. Controller manual 
and many other critical documents. 
Recommend revision of 12-hour clock for reports per SSOP #37 to 24-hour clocK to conform to 
other RTRA operations 

2. ReadbacklhearbacK SOP X Need rule number/documentation to verify 
3. SOPs for interaction of control center 
with vehicle maintenance, infrastructure 

X MOC SOPs in place-<lated February 2001 See #1 
maintenance & plant. including change Internal SOP on SOPs needed to cover all SOPs. 
and modification 
4. SOPs for Pre-Trip inspection/ X 

Instructions are in troubleshooting guide; no checklist for sign.{)ff. Need to ensure a documented 
ChecKlist and verifiable procedure to ensure perfonrence and accountability is put in place. 

SOP 8.5.5. 1. -staliun rnanayer:; :;llall alleurJ.>l lu exlinyui:;ll :;rnall fire:;-, RTRA :;l ruul~ en:;ure ll r <~ l 

5. Emergency 1 Contingency SOPs X tnis instruction is well-<lefined as to size and type of fire, and that fire extinguisher training is 
provided annuallY to ALL personnel. 

6. Rules 1 Procedures available to Control Center Manual- 2002 is the official date- the document is currently in revision 

Controllers at all times & 
OCC checklists for SOPs provided; however, field verifications indicated that control ers and 

EmerQencv/ContinQencv SOPs. always X superintendents did not have immediate access to all SOPs and EOPs needed. The only manuals 

available to controllers on duty any personnel could locate were lonQ out cf date. Electronic access was not consistent or well-
understood bV OCC/MOC personnel 
No OCC-specific emergency plan; no OCC COOP; current plan for back-up OCC at CTF not yet 

7. Contingency SOPs for partial / total functional; (need forty minutes to two hours to establish a new OCC) 
failure of communications; other X A copy of a document called the DC Evawation plan was provided of the audrtors; however, the 
contingencies audrt team saw no supporting SOPs for RTRA to participate in such an evacuation as a 

coordinated effort. 
8. SOPs for distribution of bulletins. 
notices and updates 
• Operators 

X Need a verification process for issuance/receipt of all shift information for controllers. • Supervisors 
• Maintenance 
• Controllers 
9. TracK Allocation/GOTRS SOPs X Participation by ROCC/MOC-SOP is in the new rulebook; need to add SOP to Controller Manual 
1 = Compliance 2 = Non-compliance 3 = Unable to Aud•t 
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WMATA System Safety Program 
Internal Safety & Security Aud it 

Auditors Nichols Tucci Adams McCO!£ Kelle!£ McKee Sullivan Briscoe Davis Mclean 
Date: November 2 2010 

Department: RTRA Compliance Participants: DZiduch, Epps, Piper, 
1 2 3 Comments 

England, Ballard Lewis 

10. SOPs on SOPs X Rule development in place; Need SOP for SOPs to cover all SOPs used in the department 

11. Annual review and revision or rules & Maintenance, MTPD, etc. 
SOPs; configuration management & New MSRPH 5.3 (a) 1 'bi-annual review & update" 
document control; approval & signoff X Many SOPs provided need update-annual update and revision and appropriate SOPs for update 
procedure; review by safety & other and revision of all departmental documentation needed 
departments Ensure review by safety and security 
12. SOP for bulletins/daily-general 

X MSRPHISOPs in place orders 

13. Yard Control SOPs X No drills for ace or yard tower emergencies/contingencies/COOP 

14. SOPs for participation in drills & 
X Should be developed in concert with OEM and Safety. 

exercises 
15. Efficiency/proficiency testing; SOPs, 

X BlacKberry program; 5 per month per supervisor. training program in place; reports filed "Quality 
schedule. Control checKs" 

16. Safety Rule testing SOPs X 

Add to controller manual. The station managers should also have access to Maximo so that so 

17. SOPs for logs & other documentation X 
much manual paperworK is not generated. The audrt team found that many times station managers 
did not fill out their paperworK properly. Electronic management of these recOtds would enhance 
compliance and verification. 
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WMATA System Safety Program 
Internal Safety & Security Audit 

Auditors Nichols Tucci Adams McCO:i Kelle¥ McKee Sullivan Briscoe Davis Mclean 
Date: November 2 201 o 

Department: RTRA Compliance Participants: DZiduch, Epps, Piper. 1 2 3 Comments 
England. Ballard Lewis 

18. SOPs for information control X Ptl; ensure that WMATA has a disciplinary process for electronic (social media. Twitter, etc.) 

19. SOPs for interaction wtSafety dept. 
X Ensure that safety approves all documentation. on all safety critical processes 

20. Radio maintenance (troubleshooting)! 
X 

Need SOP in place for radio problems in OCC. Need to put together a manual for the 
SOPs available superintendents and assistant superintendents for their work tasks & methodologies. 
21. Radiotcommunications equipment 
modification changes; engineering 
support; change control; safety X RTRA does not significantly participate in safety certification, end-user input or life-cycle planning. 
certification; life-cycle planning for 
equipment 
22. Safety criticality of Control Center 

X 
Supervisory control of train movement is a critical activity; documentation in RTRA should 

Communications equipment established document this criticality. 
23. Non-revenue vehicles! Control center 

SOPs for. X In place 
a. Deadhead 

b. Testing X 
First revenue train is used to test in manual mode; maintainers do not operate revenue trains. but 
road mechanics are and are certified to operate trains. 

c. Yard operations X 
d. Supervisor motor vehicles X 
e. Money train X 

f. Special orderstgeneral orders X 
Open channel; no method of verifying that operators have received the information for all such 
announcement. Temporary order SOP is in place in MSRPH 

1 = Compliance 2 = Non-compliance 3 = Unable to Audit 
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WMATA System Safety Program 
Internal Safety & Security Aud it 

Auditors Nichols Tucci Adams McCO:i Kelle¥ McKee Sullivan Briscoe Davis Mclean 
Date: November 2 201 o 

Department: RTRA Compliance Participants: DZiduch, Epps, Piper. 
1 2 3 Comments 

England, Ballard Lewis 

24. Rule of the day 1 week X Safety contact program in place; rule of the week 

25. SOPs for Supervision (field. ROCC. X 
ROCC supervision SOPs in place. field supervision covered primarily in training program & 

MOC) rulebook. 

26. SOPs for OTP/ trend analysis, other MOC daily summary report provided; COP. ROCC report of incidents. ace incident report 
X (Maximo reporting also). new SMS reporting-training. Customer Operations unusual occurrence 

reporting report, SOPs need to be developed for all analYsis and reportina. 
27. SOPs for interaction with Rail X OTP/trend analysis; other system information; dwell; headways, A TC anomalies/analysis, etc. 
Plan nina Throuah weeklY reoortila; need to have SOP 

28. Safety data acquisition and analysis X 
Safety incident reports printed; analysis and tracking to closure through the weekly report-SOP 
needed. 

29. Safety Committee Participation X LSC/Superintendent; minutes provided & tracking of items to closure; 

30. Hazard Identification and Resolution 
X Need to fully document superintendent activities and asst superintendent. 

Process/SOPs 
31. SOPs for participation & conduct of 
Supervisory personnel in accident X No full SOP. 
investiaation 
1 = Compliance 2 = Non-compliance 3 = Unable to Audtt 
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WMATA System Safety Program 
Internal Safety & Security Audit 

Auditors Nichols Tucci Adams McCo~ Kelle~ McKee Sullivan Bliscoe Davis Mclean 
Date: November 2. 201 o 

Department: RTRA Compliance Participants: Dzi<luch, Epps, Piper, 
1 2 3 Comments 

Englan<l. Ballard LeWis 

32. Training: 
X a. Lesson plans/matrix 

b. Pass/Fail critelia X 
o perator cenmcatlon requirements & pass rail criteria prov1aea; neea to ensure tnat cara1na1 rules 
have 100% pass-fail compliance. 

c. Rules Testina X 
d. OJT X 
e. Training documentation & 

X control 
f. Training QA X 
g. Re-qualification X biennial 
h. Safety X BBP, CPR, First Aid, station Managers all need to be traine<l. 

i. Emergencies X 
COOP training is neede<l once COOPs are up<late<l and in place for Divisions; an<l when SOPs are 
developed to support the WMA TA COOP 

j. Seculity Plan/Programs • 
including violence in the worl<place. X Nee<l a full security plan & training in the plan for the OCC an<l other RTRA functions an<l facilities 
anger management 

k. EAP-Employee Assistance X Program 
I. Equipment (radio, control 

X boards. SCADA, etc. l 

m. Train the trainer X 
TSI Train-the-Trainer instruction is recommende<l <luling the first year of instruction for all 
employees providing RTRA training 

n. Other department review & input 
on training (maintenance. MTPD) · X 

0. Safety Review and concurrence 
X for RTRA training 

33. Superintendents & supervision 
X No training policy in place traine<l in all rules /procedures 

1 = Compliance 2 = Non-compliance 3 = Unable to Audit 
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WMATA System Safety Program 
Internal Safety & Security Audit 

Auditors Nichols Tucci Adams McCo~ Kelle~ McKee Sullivan Bliscoe Davis Mclean 
Date: November 2. 201 o 

Department: RTRA Compliance Participants: Dzi<luch, Epps, Piper, Comments 
Englan<l. Ballard LeWis 1 2 3 

34. Fitness for Duty 
Station Manager Well ness Program provide<l includes all below-it would be of great benefit to 

X everyone in RTRA to receive similar training; the depot clerK is responsible for fitness for <luty 
a. ChecKs performe<l/SOPs checK. Recommend fitness for dutv traininq; SOPs an<l velification of those checKs are required. 
b. Supervisor training 1 re-training X 
c. Fitness for dutv I fatique X 
d. Uniforms X Fiel<l supervision 
e. Rulebooks X Field suoervision 
f. Bulletins X Field supervision 

g. Documentation of checKs X Blackberry (quality control program) checKs; ensure that all blackberry program-relate<l information 
becomes part of the field supervisor traininq an<l manual. 

35. Management SOPs and work 
X 

Not currently in place-have performance measure for management, which lists tasks, but not how 
metho<lologies to perform them 
36. Management Training Program an<l 

X Not currently in place policy 
37. Environmental hazard 

X communication 
Emergency plans (COOPS) for RTRA facilities are out of <late (GBL T 2003; several have no <late at 

38. Security & Emergencies: X all ; all need to be up<lated and expanded-some are barely a few pages); exercises should be held 
a. Facilrties Plan/Exercises at each RTRA facility; make sure all have orders of succession; 

2010-2011 Emergency weather plan provide<l-updated annually? 

b. SOPs X 
Some are in place-however additional SOPs are neede<l for srtuations to include active shooter. 
shelter in place of personnel. etc. 
No approve<l COOP for OCC yet-in draft format-also, notifications are by name, not posrtion. Lots 
of anemate location an<l notification info, but doesn't have provisions for neede<l rtems (Orders of 

c. COOP SOPs X succession, vital records and systems. etc.) 
For every COOP for every location SOPs are neede<l-currently documents give instructions. but 
don't explain responsibilrties or proce<lural performance of the instruction. 

d. Task force participation X Addresse<l throuqh safetv commrttees 
1 = Compliance 2 = Non-compliance 3 = Unable to Audit 
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WMATA Sys~em Safety Program 
Internal Safety & Security Audit 

Auditors Nichols Tucci Adams McCo:i Kelle¥ McKee Sullivan Briscoe Davis Mclean 
Date: November2 2010 

Department: RTRA Compliance Participants: DZiduch, Epps, Piper. 
1 2 3 

Comments 
England, Ballard Lewis 

e. Interaction with omce of 
X 

No formalized interaction; need to develop formal SOPs with OEM. including for an activities for 
Emerqencv manaqement OEM "desk" function 

f. SOPs for interaction w/MTPD and 
X Not fonnalized external first responder agencies 

g. Loss prevention X Hand held radio SOP (10-23-2000) needs update. SOP needed for Keys. 

39. Interdepartmental Coordination 
a. Safety 
b. MTPD X 

For maintenance functions. through MOC there are SOPs provided, but none for other 
c. TSSM departments. including safety, MTPD, IT, etc. 
d. PLNT 
e. Other 

40. 

41. 

42. 

1 = Compliance 2 = Non-compliance 3 = Unable to Audit 
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WMATA System Safety Program 
Internal Safety Audit Program 

Auditors Adams, Gilbert McCo~, Nichols 
Date of Audit: 18 Ma~ 2010 

Oepartment: HR: Drug & Alcohol 
Compl iance 

Pa.rticipante: Or. Liea Cooper lucae Manager CUIIIIIJelllS 
Medical Svcs & Com!;;!liance 1 2 3 

Santos Garcia Com!;!liance Monitor 

1. Drug and Alcohol policy clea~y stated and Last Revision Date 2002 1see item 4 below) 
disseminated Recommendations for improvement: 

-definitions ' Prescription and Over-the-Counter Medication policy should provide more guidance, i.e. more 
-alcohol specific information as to the types of medications that should be reported 
-substance abuse ' Upcoming proposed changes to the policy removes the list o f covered positions. This should be 
-prescription medications X reinstated as part o f the policy, and included as an attachment so that it can be updated on a regular 
-OTC medications basis per WMATA organizational changes. This list provided needed guidance to the departments 
-testing program and to the Medical Group so there is no question as to those positions which require testing per 49 
-Referral CFR 655 and WillA TA internal standards and requirements 

1 (a) Formals SOP for disseminaton o f the 
X Formal SOP for d issemination needed 

policy throughout WMA TA 

2. Standard Operating Procedures (SOP) for 
drug and a lcohol testing 

-Pre-employment 
Recommendation for improvement: 

-Post-accident 
' Although there i~ a sign-<>ff sheet for the reasonable susp icion testing, WMAT.~'s SOPs and 

Rca~onablc Su~picion 
X handbooks for the positions that qualify as supervisory under 655 should indicate that in all cases of 

-Discretionary 
reasonable suspicion and post-accident testing the supervisor should maintain reasonable care, 

-Random 
-Referral 

custody and con:rol of the employee to be tested until the testing is undertaken. 

Testing SOPs 
-Validity of testing 
-Test results accurate 

Testing Methodologies clea~y stated; SOPs in place 
3. SOPs and standards, including checklists, Retesting for alcohol > .02 
including for supervisory personnel in the Refusal to submit 
modes, for 655-compliant testing X Return to duty 

SAP MRO SOPs 
4. SOPs for peliodic Review/Update o f 

X 
Policy has not been revised since 2002- currently in review but new version not yet approved. The 

policies, standards and procedures Department should include the language for annual review and revision as needed in the document. 

5. EAP established X 
Metro Transit Police are not currently partaking fully of EAP programs recommend that more outreach be 
done with MTPD should officers wish to use the programs. 

6 . SOPs for EA P re ferral developed X Formal SOPs should be documented for use throughout the authority. 

1 - Compliance 2 - Non-compliance 3 - Unable to Audit 
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WMATA System Safety Program 
Internal Safety Audit Program 

Auditors Adams. Gilbert. McCoy, Nichols 
Date of Audit: 18 May 2010 

Ot:pwlflletll. H R . 0 1uu & AILUIIOI 
Compliance 

Participants: Dr. Lisa COODel-lucas Manager Comments 
Medical Svcs & Com!;;!lia'lce 1 2 3 

Santos Garcia Com!;!liance Monitor 

7. SupeJVision and management trained 
X in EAP procedures 

8. Notification SOPs for testing 
established; supeJVision and X 
manaaement trained 

9. Testing and training records control 
X established 

1 o. Safety/D&A data analysis performed/ 
Hazard Identification and Resolution X No data analysis or reports for testing of WMAT A employees were available for review. 

rroccss 

11. Safety data -FT A MIS reporting X FTA compliance is in order 
requirement 

11a.Safety data distriruted for analysis to 
appropriate departments 

-Safety No data is currently shared with other departments for analysis. There is a need to have wider 
- Other HR (EAP) X 

distribution of raw results to Safety & other departments for trend analysis, because hazards may 
-Metro police be missed without proper analysis for safety and security. Safety Department will provide a written 
-Risk Mgmt Post-analysis data request to share data by February 1, 2011. 
-Operations 
-Maintenance 

12. Sanctions POlicies clear1v stated. X 
13.SOPs developed for sanction 

X SOPs are needed system-wide for implementing sanctions related to 49 CFR 655 procedures 
14 <":hangP. c.nntrol SOPs. inr.lur1ing SOP:; are nee<Je<J lo wulrol t:llanye:; wiU1i11 lire <Jepar lmeul <tll<J provi<Je proper Coni yur<tliou SOPs for distribution of notices and X 
updates W.anagement per the requirements of system safety. 

1 = Compliance 2 = Non-compliance 3 = Unable to Audtt 
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WMATA System Safety Program 
Internal Safety Audit Program 

Auditors Adams. Gilbert. McCoy, Nichols 
Date of Audit: 18 Mav 2010 

Uepartment: HK: Urug & AICOilOI 
Compliance 

Participants: Dr. Lisa Cooper-lucas Manager Comments 
Medical Svcs & Com!;;!li~nce 1 2 3 

Santos Garcia Com!;!liance Monitor 

15. Training: 
• Lesson plans 
• Pass/Fail criteria 
• Policies/Matrix X 
• DocumenVrecords control 
• Re-qualification 
• Employee initial training 
• Supervisor traininq 
16. Formal Training program in place for 

X 
No formal training policy or program is in place for the medical group. A training matrix, program 

Medical Group emplovees. and oolicv should be developed for the department. 
17. Self-Referral program and policy 
established X 
18. Self-referral program procedures No SOP in place for the self-referral program. 
established, and training provided to X 
employees 
19. Fitness for duty awareness Recommend that financial and emotional crisis programs also be made available and awareness 
programs and training developed programs instituted for employees. 

-fatigue 
-medical condrtions. health & nutrition X -violence in the worKplace 
-financial crises 
-emotional crises 
-anaer manaaement 

20. D & A Contractor OA SOPs X There is limited documentation in place to support vendor audits There is a guideline currently 
established and implemented being used, and the program is effective for the audits currently being done. However, tor the 

-vendor auditsFOA performed program to be most effective, and to preserve institutional knowledge, a full WMATA SOP should 
-contractor safety plans required be developed. 
-contractors required to abide by 

WMATA SSPP reqs 
1 = Compliance 2 = Non-compliance 3 = Unable to Aud1t 
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WMATA System Safety Program 
Internal Safety Audit Program 

Auditors Adams. Gilbert. McCoy, Nichols 
Date of Audit: 18 May 2010 

Department: HR: Drug & Alcohol 
Compliance 

Participants: Dr. Lisa COODel-lucas Manager Comments 
Medical Svcs & Com!;;!lia'lce 1 2 3 

Santos Garcia Com!;!liance Monitor 

21. Other contractors subject to WMATA 
drug and alcohol policies & testing X 
proqrams 
21 (a) Bus Contractor drug 
testing/aUditing procec·ures 

-SOPs, Manuals, Signatures 
X 

21 (b) Rail Contractor drug 
X 

CUrrently, no rail contractors are being audited for 49 CFR 655 compliance. This condition was 
testinq/auditinq procecures reported to the cso as a UHC. 
22. Records control fer contractor testing 

X proqrams 
23. Contractor training programs for 

X substance abuse 
24. Medical qualifications established Rail operator physical not currently required- Rail operator medical recertification program is in 

-Regulatory X development. Full medical recertification program and Standard Operating Procedures for rail 
-Physicals should be fully implemented. 

25. Medical qualifications standard 
operating procedures , and Records 
control and review X 

-Medical facilities /oontractors 
-Medical referrals oounselinq 

26. Information Security: 
• SOPs X No information security SOPs were provided. 
• QA 

27. 49 CFR 29 Certification 
• Original Certification submitted 

X Unable to fully verify at present. Item is currently under investigation, and will remain open until 
• SOPs for employee convictions verification is complete. No hazards are associated with the item remaining open. 
• Employee signatures 

1 = Compliance 2 = Non-compliance 3 = Unable to Audit 
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~ M2 
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1 " ':'"' 1:> no form:l safety rule 
M17 ~~~~p~ in pboe a1 within ihe ex~snng rules .:n:f procedures 

I"'" ' · 

- thal all trarilg programs are 
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not hJiy documented 

1t to lhe Marl(enance 

MOC is o , ..... 
...... situ<tion e~ MOC pasomel in prioritization 

~; The<e is no TSSM ~~ •~•D iO< TSSM 
OU >O " U 

hazardous waste f or 
M45 of h.u:':Ses waste 

OA is 
appropri<w:e .:n.as have M46 

is nee 
~ 03.131111 

~ino ..,, tranno _ ,,.. 
JP fOC 0.\ 

annu~ review and l'e'lisOl: current DOCIXI"'en1ation. Ensure that 

M47 reYiewed by theSSPP 
does not refer to the management roles and OU >O 

SSPP or h.uald m~ent a1 document<tion rs 

M48 fOITI\ll ::.!a:~s intem<l lOA 
SOP for internal controls for 

03.131111 

M49 or certification po&y or in QAAW. 03.131111 
forQAA\V sbff this to existing QA 

M50 USEIS m 0A il Capital 
lin a1 stepS of capital acquisitions. inc:lJding 

pl'C9'<Yr'IS. & 03.131111 
of rolilg stock and 

m Safety are dewloped for T ool'box I"M" 
M51 to .nf Safety Cootacts. May be OP/30/11 ICOMM &ATC-Nabb 

them. but no SOPs in S\4)Mrisor"s M<n~al!SOPs 
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R2 read backlhear back procedure 

R3 

R4 IL..>:• <> tranilg for security 

R5 

R6 

R7 IL..>:• a exercises to test COOPs 

RS 

is no SOP or wrif.c.nion 
RQ for issuanoe.'receipt d all 

infOI'I'Il.lbon for controllers. 

RIO 

Rll 
does ncx currenlly fF!liJew 

documef'l(ation 

. in place 
R12 

proc-. 
radio transmissi:lns: this shcUd 

the conditions under which critic<l 
by radio to ihe field rs 

implement a checldist for the 
and a ver&JCa'tion 05/311U 

inc:l.Kfilg ~n-offs and ac 

is proY.icled to RTRA 
· Refer to item 32 i in the .:uit 

..,., 
to include~ 

inc ludi'lg actve shooter. 
shefter-in-pbce 

safety 

SOP and acoountabilityfor 
review of !he GOTRS irrfonnzcion 

w:th the 

documented 
for configuration !Tiln.lgement 

document oontrol f or all areas of RTRA: 
being iutPemented. 

for its use rn.tSt be de.: eloped for 
This ilcludes al logs. 

11/30111 

05/31111 

12131110 

031311U 

11130111 
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~ 

:iii 
,..;,;,g 12131110 ()ffoce of : 

lsome .RTRA doct.mentation, 
AI requi"ed document.ltOO. incl.lding Sags. 

SOPs to guide lhe completion of 
is not ocllected or the task. Electronic me.ans of oomple<ing 

R14 Many of the task m.:ty irnprow processes. In 03131111 RTP" <· 
!these lt<ms , havilg Ma:.lmo av.:il:de to Station 

and do not h3\le OC be d grea1 bEnefit and 
.:n:1 verification for 

R15 INo>ue for radio trniJieshootjng 03131111 RTP" <· 

R16 toW:;~~vr 
SOPs or me<hotljops for Jll wa1t 

Ass6t.lnt 12131112 RTP" <· 

lwtrt 

R17 of oontrd center ' ' of 
In 03131111 RTP" <· ~ is ott,~; n lhe conlrol 

!SAFE does nc< cu.,..d~ <eW;w ~~h~ Jll t..nng 
,..,. 

R16 tr<lning prograns. SSPP . sa:ety 03131111 RTP' 
also nou e'lieYied by ·.: ~ ": ~. r~;.., 

IThece is no SOP for ,#~ ~ ~fortbe : "'"" 
R19 . ~" to 03131111 RTP" <· 

IRTRA : 

' ''""""' 
IRTRA does not SV'ficantty 

full p.:ricipation of RT RA in a1 
trom planning to disposal for 

R20 
safety certifi~icrl. all equipiTlfflt illd !Xher purchases. EnSll'f 

121311U 
...., od ife-cyde that ~ perlonned for Jll 

procurements. <lld that RTRA 
and $.tety parno;,.:e. 

R21 
IThece .ate no SOPs for trend 

and ocher ,...,..... tiog 
thai responsib il~-:"' 

trEnd anatys;s 12131112 RTP" <· 

and ( see R 16) 

thai complete f01'11'1131 doct.rT'!Ef\1ation 
R22 

of RTRA pasonnel in 
for all i'lvestigations is n pbce for RTRA &31/11 

~· ' <lld inci:lent inwsfg<tion 

hs not ' 

I No tr<lning policy or matrix for for alii 
I troinWog 1 ' '""""' R23 IRTRA ,... ... .. 

121311U 
~· ' 

R24 l~o verifiCation d frtness. for duty guidelnes, SOPs .nf 
01131111 RTP" <· 

!checks for ClPEi ator s is performed for fitness for duty checks. 

R25 
&ncx~ thal SOPs for OEM desk h.ncl:ions 

05/311U ~of-
lin RTRA SOPs ,. d- and mplemented. :,, 
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~ 
~ R2S INoSOPs i'l place iO<:: . ~;. toRT~oss 05/31111 

R27 
IN"' alii 

lsoPs 
is COYEf'Ed by i01'11'1o31 SOPs for al intefdepartmenbl 12131111 

R28 <nJ"!f 
.. , re>.rised » ensu-e 011311U equipmErt .nf procedures 

R28 INo contingenc' plan ~ ;, place 1" ?:ful~~- short· m l """tOSs of 
lloss of the GOTRS system I the , . 01'19"' 

011311U 

do not haw 
thal.:tl'l Pasonnelh.Yidling BCH 

R30 adequately trai'Ed in th5 critical 121311U .... 



Appendix B – Corrective Action Plans to Address Internal Audit Findings  

February 1, 2011  B – 10 

 

Department: HR: Drug & Alcohol 
Participants: Dr. Lisa Coooer-Lucas 
Manager. Medical Svcs & Compliance, Santos 
Garcia Compliance Monitor 
Date CAP Opened: 

Area of Non-Compliance 
!Matches Audit Matrix Numberl 

1 (a) There is no formal Standard Operating 
Proced ure (SOP) for dissemination of the 
WMAT A Drug and Alcohol policy and 
procedures document 

4 Curr·ent Policy has not been revised si nce 
2002 

6. Curr-ent EAP program has no formal SOP 

10. No data analysis reports for testing o f 
WMAT A employees are currently being 
performed on drug and alcohol testing 

11 (a) Data is not currentty shared with other 
departments for analysis and review 

WMATA System Safety Program 
Internal Safety & Security Audit Program 

Corrective Action Plan 

Corrective Actions for Oefictenctes 
Identified Requiring Corrective Action To Be Completed On Or 

perTOC SSPS 
Before 

Develop a formal SOP for dissemination 
of the WMA TA Drug and Alcohol policy 
and procedures document It can be 8-18-11 
part of the policy and procedures 
document. See #4 below. 
Current policy is under r evision process 
at this time. and is expected to be in 
place by Oclober 1, 201 0. A formal SOP 

10' 1-10 needs to be added to the policy 
document to indicate an nual review and 
version control. 

Formal SOPs for the EA P Program 
should be documented for use 8-18-10 
throughout the Authority 

Drug and alcohol testing results with 
redacted personal/medical identifying 
in formation are to be forwarded to the 
Safety Department for review and 
analysis. The Safety Department shall 2- 1-11 

make a formal request in writ ing to 
ensure the data is transm itted for 
analysis. See 11(a). 
Drug and alcohol testing results with 
redacted personal/medical identifying 
in formation are to be forwarded to the 
Safety Department for review and hazard 
analysis, and transmittal to other 2- 1-11 
departments l or review as appropriate 
based on that analysis. An SOP is 
needed to ensure the implementation of 
hazard analysis for D&A results. 

Responsible Party 

Or. Usa Cooper-Lucas, Manager. 
Medical Svcs & Compliance 

Dr. Usa Cooper-Lucas, Manager. 
Medical Svcs & Compliance 

Dr. Usa Cooper-Lucas, Manager. 
Medical Svcs & Compliance 

James M. Dougherty, Chief Safety 
Officer, WMA li A Safety Department 

James M. Dougherty, Chief Safety 
Officer, WMA li A Safety Department 
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13. No system-wide SOPs exist for Develop WMATA SOPS for use 
Dr. Usa Cooper-Lucas, Manager. 

implementation of sanctions per 49 CFR 655 
throughout the agency for sanctions 8- 18-10 

Medical Svcs & Compliance related to 49 CFR 655 

14. No change control (Configuration 
Development of formal configuration 
management/document control Dr. Usa Cooper-Lucas, Manager. management) SOPs exist for Medical Group 
procedures are needed for the Medical 

8- 18-10 
Medical Svcs & Compliance documentation 

Group. 

16. There is no formal training program in place 
A formal training program needs to be 

Dr. Lisa Cooper-Lucas, Manager. developed for the department, including 8- 18-11 
for Medical Group employees. a training matrix and policy. Medical Svcs & Compliance 

18. There are no SOPs in place for use 
Develop WMATA SOPS for use 

Dr. Usa Cooper-Lucas, Manager. throughout the agency for the self- 8- 18-10 
system-wide for the self-referral program referral program Medical Svcs & Compliance 

1. Ensure the Medical Group llas a list of 1 & 2: Heather Obora. Chief 
the contractors currentty working in rail Procurement Officer, WMATA 

21 (b) Rail Contractor drug testing/auditing 2. Development of an SOP to ensure 1. 8-20-10 (UHC) Office of Procurement 

program is currently not being implemented. 
notification of the Medical Group any 2. 12-31-10 
time a contractor beg:ins wortt for TSSM. 3. 12-31-10 3. Dr. Usa Cooper-Lucas, 
3. Ensure the applicable contractor Manager. Medical Svcs & 
audits are oertormed oer 49 CFR 655 Comoliance 

26 No departmental information security SOPs Development of departmental SOPs for 
Dr. Usa Cooper-Lucas, Manager. 

were provided 
information security. These an be part of 2- 18-10 

Medical Svcs & Compliance the Departmental policy and guidelines. 
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The TOC also revised its Program Standards as of January 2011. To ensure a more 

accurate portrayal of the current practice, the SEPP was rewritten to meet the new 

TOC Program Standards and address current practices. 

Findings of the Internal Audit 

1. WMATA Policy and Instruction, P/1 #1.1111 - Procedures for Inter­

Departmental Notification of Incidents, dated June 30, 2003, was outdated 

and needed to be revised. The MTPD TOC liaison will ensure that revisions 

to this document are accomplished in collaboration with responsible WMATA 

offices. The office responsible for originally writing this P/1 is no longer in 

existence due to organizational changes. A delay in the response to this 

update may be necessary to determine the lead WMATA office. 

• MTPD issued numbered memorandum #1 0-66, Command 

Notifications, to address this issue. A copy of the memorandum was 

provided to TOC in December 2010. 

2. MTPD General Order 405 - Communications, dated April 25, 2001, is 

outdated and should reflect the current Command Notifications protocols. 

• MTPD is currently updating this General Order and should be 

completed by March 2011. 

3. MTPD Numbered Memorandum #10-02 - Command Notifications, dated 

January 21, 2010, should update the TOC notification incident list as set forth 

in the TOC Program Standards & Procedures. 

• MTPD issued memorandum #1 0-66, Command Notifications, to 

address this issue. A copy of the memorandum was provided to TOC 

in December 2010. 

4. The current MTPD General Order 365- Major Incident Scenes, dated August 

15, 2001, should be updated to reflect current response protocols. In regard 

to protocols for emergency response procedures, the team recommended 

that the MTPD General Order 340, Active Shooter, dated September 29, 

2010, be added and the National Incident Management System (NIMS) 400 

updated. 
• MTPD is currently updating this General Order and should be 

completed by March 2011. 

5. The Metro Emergency Response Training (MERT) should be added to the 

training that supports the SEPP related activities table. 

• This element has been included in the current update of the SEPP. 



 

   

6. Develop a standardized After Action Report (AAR) form to properly document 
exercises and incidents. This would enable the Department to convert the 
AAR's into CAP's that can be tracked through implementation. 

• MTPD provided TOC with a copy of the current AAR in December 
2010. Several offices of the MTPD are working together to update the 
MR. The MTPD is updating General Order 365, Major Incident 
Scenes, requiring AAR's be completed after any "hot wash" of major 
incidents. 

2011 Internal Audit Schedule 

Please refer to the TOC letter of August 19, 2010, which approved the lA recovery 
plan, and subsequent revisions of the audit schedule. The most recent audit 
schedule is included in the annual report. 

2010 Security Internal Audit 

In May of 2010, MTPD performed an internal audit of the SEPP. The checklist and 
corrective actions are attached. 



  
 

Part I 

Auditor 

Lt. Jennifer Donald 

Metro Transit Police Department 
Security and Emergency Preparedness Plan (SEPP) 

Internal Audit Checklist 

Position 

MTPD 

Sergeant Nopadon T. McKee MTPD 

Captain Kevin Gaddis MTPD 

Captain Ronald Pavlik MTPD 

Darren McCoy SAFE 

Date TOC notified oflntt~mal Audit: March 4, 2010 

Date Audit Completed: April 7, 2010 

# CHECKLIST SEPP Requirements INCLUDED Page 
ITEM Does the SEPP contain or provide for the following: Yes--- No Ref. 

3.1 Responsibility for • Identification of the person(s) responsible for 
Mission establishing transit system security and emergency 
Statement preparedness policy and for developing and 

approving the SEPP. 
3.2 Management of • Identification of the person(s) with overall 

the SEPP responsibility for transit security and emergency 
Program preparedness policy and for developing and 

approving the SEPP. 
3.3 Division of • Listing of SEPP-related responsibilities of the 

Security personnel who work within the transit agency 
Responsibility security/police function. 

COMMENTS 

- I -



  
 

# CHECKLIST 
ITEM 

3.3 Division of • 
Security 
(continued) 

• 

• 

• 

4.1 Planning • 

4.2 Organization • 

4.3 Equipment • 

4.4 Training and • 
Procedures 

4.5 Exercises and • 
Evaluations 

Metro Transit Police Department 
Security and Emergency Preparedness Plan (SEPP) 

Internal Audit Checklist 

SEPP Requirements INCLUDED Page 
Does the SEPP contain or provide for the following: Yes--- No Ref. 

Listing of the security-related responsibilities of 
other (non-security/police) rail transit agency 
employees, including their relationship to the 
employees other duties. 

A SEPP Program Roles and Responsibility Matrix 
should be developed showing interfaces with other 
transit system departments/functions and the key 
reports or actions required. 

The responsibilities of external agencies for 
supporting SEPP development and implementation 
should be identified. 

The committees developed by the rail transit agency 
to address security issues should be identified. 

Identification of SEPP activities and programs in 
place at the rail transit agency to support planning 
for system security and emergency preparedness. 
Identification of the organization of SEPP-related 
activities and programs and the ability to coordinate 
with external response agencies. 
Description of the equipment used to support 
implementation of the SEPP program. 
Description ofthe SEPP-related training and 
procedures available to ensure employee 
proficiency. 
Description of SEPP-related activities to ensure the 
conduct of emergency exercises and evaluation 

COMMENTS 
I 

- 2-



  
 

Metro Transit Police Department 
Security and Emergency Preparedness Plan (SEPP) 

Internal Audit Checklist 

Additional Information pertinent to the Internal Audit: 

Part II 

MTPD Internal Audit Corrective Action Form 
WMATA 

DEPARTMENT 
AND EXPECTED ACTUAL 

CAP PERSON COMPLETION COMPLETION 
NUMBER DESCRIPTION RESPONSIBLE DATE DATE 

Procedures for Inter-Departmental Notification oflncidents" P/I MTPD has addressed this in 
Number 1.1111, dated 6-30-2003 were outdated and needed to be Memo# 10-66, which 
revised. The MTPD TOC liaison will ensure that MTPD works addresses how MTPD 
with the other responsible WMATA offices in sending updated 

WMATA Unknown notifies other external 
I procedures and assist in the revision of this document. The office 

MTPD Sgt. N. McKee November 20 I 0 agencies. This CAP is now 
responsible for originally writing this PII is no longer in existence closed. June 2, 2010. 
due to recent WMA T A organizational changes, therefore there 
may be a delay in the response to this update since WMAT A will 
have to identify a n<:w office to take the lead in the revision 

MTPD requests 
MTPD General Order 405- Communications was outdated (dated extension to March 31, 

2 4/25/01) and should reflect the current Command Notification MTPD Sgt. N. McKee 2011. This General 
Protocols Order is currently being 

revised 

MTPD Memorandum #10·02 -command Notifications, (dated 
3 January 21,2010) should update the TOC notification incident MTPD Sgt. N. McKee August 2010 June 2, 2010 

list as set forth in the TOC Program 

The current MTPD General Order 365 ·Major Incident Scenes MTPD requests 
should be updated to reflect current response protocols. In extension to March 31, 

4 regards to protocols for emergency response procedures, the team MTPD Sgt N. McKee 20 II. This General 
recommended that the Active Shooter General Order be added and Order is currently being 
the NIMS 400 upda1le. revised. 

- L_~ 

I 

TOC VERIFICATION 

- 3 -



  
 

5 

6 

7 

Metro Transit Police Department 
Security and Emergency Preparedness Plan (SEPP) 

Internal Audit Checklist 

Recommended that a list of equipment carried by members 
assigned to the Special Operations Division be added under a January 1,2011 (Yearly 
separate section. MTPD Sgt. N. McKee 
Recommended that a write-up of the Chemical Detector Sensors 

update of the SEPP) 

be included to include their locations. 

The MERT Training should be added to the training that supports 
MTPD Sgt. N. McKee 

January I, 20II(Yearly 
the SEPP Related Ac:tivities table. update of the SEPP) 

Determined that a standardized After Action Report form needed MTPD requests 
to be developed to properly document exercises and incidents. 

MTPD Sgt. N. McKee 
extension to March 31, 

This would enable the Department to convert the After Action 20 II. This General 
Reports into Corrective Action plans that are tracked through OEM T. Jones 

Order is currently being 
implementation. revised. 

---·-

January I, 20 II 

January I, 20 II 

- 4-



 

 

 
 
 
 
 
 
 
ATTACHMENT 2: 
WMATA INTERNAL SAFETY AND SECURITY 

AUDIT SCHEDULE – OCTOBER 2010 THROUGH 

SEPTEMBER 2013 
 



 

 

 
WMATA 

Internal Safety Audit Schedule* 
Performance Period: October 1, 2010 through September 30, 2013 

 

 
 

 
 

 
 
 
 
 
*Please note that this schedule includes auditing all SSPP and SEPP elements by Department to 
reduce the burden placed on WMATA’s departments to participate in multiple audits throughout 
the three year schedule. 

 
 

Year 1 – October 2010 – September 2011 
Quarter Audit Areas 

1  (Oct, Nov, Dec) IT, Rail Transportation, OCC 
2 (Jan, Feb, March) Public Relations/Public Information  
3 (April, May, June) Procurement/Materials 
4 (July, Aug, Sep) Fare Collection, Customer Service 

Year 2 – October 2011 – September 2012 
Quarter Audit Areas 

1  (Oct, Nov, Dec) Rail Scheduling/Planning, Training 
2 (Jan, Feb, March) Engineering, Station & Systems Planning 
3 (April, May, June) Facilities/Plant Maintenance  

4 (July, Aug, Sep) 
Elevator & Escalator, MTPD, Emergency 

Management 

Year 3 – October 2012 – September 2013 
Quarter Audit Areas 

1  (Oct, Nov, Dec) TSSM (ATC/Signals, Communications) 
2 (Jan, Feb, March) TSSM (MOW/Power) 
3 (April, May, June) Railcar Maintenance 
4 (July, Aug, Sep) QA & Warranty, Drug and Alcohol 
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